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ABSTRACT
Environmental phenomena have a major impact on our daily lives. These include changes
affecting the sources of life such as in the waters and air of our world, which have been degraded in
purity. The term ‘smart environment’ is defined as a technology that provides many facilities and
solutions for many environmental application issues related to water quality and health, air pollution,
weather, radiation monitoring, waste management, natural disaster, and many other environment
indicators. Smart environment sensors integrated with ‘Internet of Things’ (IoT) technology can provide
a new concept in tracking, sensing and monitoring objects of environment. This can provide potential
benefits leading up to the possibility of achieving a green world and a sustainable lifestyle. IoT allows
environmental sensors to connect with other systems such smart phones through Bluetooth or Wi-Fi to
send enormous amounts of data to the network and can allow us to have a better understanding of our
surroundings and find suitable solutions for today environmental problems. In this review article, we
will provide a brief conception of environment areas of study based on IoT technology and discuss the
justification behind using IoT in the field of environmental studies. Moreover, we will investigate many
proposed applications of environmental research based upon IoT.
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1.

Introduction

Internet of Things (IoT) defines a model of computing and communication that allows
everyday objects to connect to the Internet. Internet stuff works by integrating resource
constrained devices, including sensors and engines, as well as smart systems that get
information from the physical world so that information is processed for control or management
of any application. Internet benefits include effective resource management, improved
productivity, and increased quality of life for people so that they can interact with smart
environments such as smart homes, smart health, smart cities, smart factories or any other
surrounding or human activities. Environmental sensor networks are designed to have smart
behavior enabling adapting to environmental conditions and power availability and it uses
nonstandard radio networking for communications which allows wireless gateways route the
sensors data to the Internet. In an environmental IoT, nodes can have internet connectivity
allowing them to directly send data to a servers and users to interact with them more easily and
reliably.
There are many applications of IoT in environment and that can be divided to two main
management categories, they are environmental resources management, and environmental
quality and protection management. The resources management relates to all-natural resources
and categories as biotic, abiotic and renewable resources. Biotic resources include animals,
planets and forests, birds and fishes, coal and petroleum. Abiotic resources are land, freshwater,
air and heavy metals including gold, copper and iron. All these resources are likely to decrease
significantly or affected by several factors, including pollution, waste, and abuse. It needs a fast
and efficient management techniques and IoT can provides an effective way to communicate
between each of these resources’ sensors with research and monitoring centers to make
appropriate decisions in the consumption of these sources. Renewable resources include
sunlight, and wind also can be managed and sensed to ideal use in several uses, such as the
provision of renewable energy sources. IoT can control these sources and their use in a number
of important applications in the environment.
Environmental quality and protection cover many issues such as pollution of water and
air, hazardous waste and chemical management, waste disposal and waste policy management.
Nowadays air pollution becomes more critical because of CO2 emission from factories and
vehicles which will affect in Ozone Layer. Factories adding degree of air pollutions but it may
have managed easily because it concentrated over dedicated areas. Vehicles achieve more air
pollution particularly in urban areas where the vehicle density is high. More cars on the roads
means an increase in fuel emissions in the atmosphere. The fact that 80% of all freight in the
countries is transported by road is also an indication that the road network plays a major role in
air pollution management. By using an IoT technology it’s possible to monitoring and managing
the air quality by collecting data from remote sensor across the city and providing full-time
geographic coverage to achieve a way of better managing urban traffic in major cities. The IoT
also can be used to measure the levels of pollution in water in order to inform decisions on
water usage and treatment. Waste management is also one of the most important environment
issues.
The various types of waste material like chemical or elements can pollute the environment
and threaten life in a number of ways in ground effect on animals, peoples and plants and in
addition to air and water. IoT provides an environmental protection means by control the
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industrial pollution due real time monitoring and management systems integrated to supervision
and decision-making networks to reduce waste, and improved environment.
The objectives of this review article are to introduce the concept of the IoT in the smart
environment and its importance in the development and safety of the environment. The review
article also describes the reasons for the use of IoT technology in the environment and the extent
of environmental argument in intelligent systems. The article will provide brief ideas about the
communication systems and networks those are used to create an IoT technology in
environment.
Finally, many applications of IoT in environment will be reviewed and discussed in this
article in addition to the IoT deployment challenges in smart environment and future directions.
The rest of this review article is organized as follows; section two provides a concept of IoT
moving towards the environment. In section 3 the environmental monitoring technologies and
system devices will be discussed in details. Section 4 reviews many IoT Applications in
environmental aspects. Deployment challenges of IoT in smart environment will be reviewed
in section 5. Section 6 will provide a brief idea about the future project’s directions and finally,
the chapter will be ended with brief conclusion in the section 7.

2.

IoT Moving Towards Smart Environment

The environment greatly affects human life as well as animals, birds, fish and plants in
the event of any unhealthy environmental factors. These include the occurrence of
environmental pollution where there are many research efforts to solve the problems of
environmental pollution and waste resources related to different applications (see Figure 1). It
is not easy to create a healthy environment because of industries and transport waste, with
irresponsible human activities that are daily factors that make the environment damage.
Environment monitoring is important in order to assess the current condition of the environment
to takes correct life decision according to collected data from monitoring systems, and
management is needed to have an efficient resource consuming and use in addition to decrease
the factories and vehicles wastes. Both monitoring and waste management provide a large
amount of data to force the health standard by governments or healthy environment
organizations to protect people and environment, and to mitigate or to avoid natural disaster
that might occur.
Environmental monitoring and environment waste management require a means of
intelligence technique to communicate and information exchanging between databases stored
by a huge amount of data that collected from many monitoring devices and processing systems
which they perform the correct decision making to avoid many environmental problems like
water and air pollution, radiations, and natural disasters. By combining wireless sensors
networks, GPS, mobile and wireless communication technologies, databases, cloud storage to
internet in order to build what is known by the internet of things (IoT), the environment
monitoring and managing will become easier in collecting, sharing data, and faster in decision
making.
Internet of Things (IoT) helps to monitor 24/7 to solve problems especially for fatal
problems like disaster time. By these facts IoT generation is moving towards environment to
support many environmental applications.
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Figure 1. IoT Based Environmental Monitoring Applications
Water pollution is one of the most critical environmental aspect, that because it was a vital
necessity for life. Generally, the existence of fresh water is limited and globally water suffering
from drought this is caused by increasing population, urbanization and climate change. For all
human beings and other life’s water must be guaranteed without pollutants. IoT can provides a
quick monitoring of water quality by measure the degree of PH in water. PH content in the
water will determine the health of aquatic life and finds whether the fluid is contaminated or
not. The IoT guarantee an efficient water monitoring and fast water quality measurement to
avoid many diseases through contaminated water. IoT technology also provides optimum
solutions for Air pollution. The emissions of CO2 gases from transportation and factories may
be reduced by enabling smart grids in energy sector to save over 2.0Gt of CO2 through smart
meter and demand response systems implementation, and also by improving energy efficiency
with transportation routes optimization, IoT could reduce more than 2.0 Gt of CO2 gases.
Other environment aspect is a weather forecast and monitoring. IoT can provide a high
resolution, and accuracy for weather monitoring by data exchange and information sharing. It’s
enabling weather systems to collect data from various vehicles on the road, and wirelessly
communicate to the weather stations to support data that is inclusive of air temperature,
barometric pressure, visibility or light, motion and other data needed. Sensors equipped in many
buildings, vehicles integration with IoT help in collecting weather data which is further stored
in clouds for analysis. IoT technology for weather forecast deliver vital weather prediction to
farmers and supporting intelligent methodologies technologies to improve their crop fertility
and cost along with taking essential steps to diversify weather hazards.
Radiation of course is one of the most serious problems facing the safety of the
environment. The radiation produced by nuclear power plants and some industries negatively
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affected safety of an environmental and human health, animal and agricultural productivity. It
is important to find a modern method to discover and sensing the different types of radiation
and determining the ratio of these radiations and share this information with centers, institutions
and hospitals that undertake studies to dismiss radiation ratios. For nuclear radiations, radiation
control IoT sensor network is able to continuous monitoring of radiation levels around nuclear
facilities for leakage detection and propagation prevention.
The sensors network formed by wireless link dozens of sensor devices in areas
surroundings nuclear power plants with closes proximity to cities. Sensor nodes may install on
street lights and trees to read the value of the radiation’s percentages, then sent the radiation
data to network gateways by ZigBee radio to store the information in internet data bases to
process this data and make the appropriate decisions for the safety of the environment against
radioactive contamination.
Many operations involve to the use of chemicals required a protection for people,
processes, assets and the environment, which means that chemical leak detection is a priority.
It’s important to provide early detection and warning of a catastrophic chemical leak. Sensors
integrated with IoT provides new monitoring technology for many chemical leakage
compounds like Acids, bases and other water based hazardous fluids. The IoT streamlines
information flow and enables real-time decisions. It heightens asset performance, mitigates
supply chain risks, empowers people, and ensures product quality and integrity.
Waste Management is one of the obstacles facing environmental safety in the big cities,
which is overflowing with high population density, as well as in the industrial cities. A
traditional waste management has several disadvantages, including the handling of waste and
longtime taken in waste management, higher costs in addition to inefficient treatment methods.
By using a sensor technology, it may able to increase the operational efficiency and reduce of
waste handling. By building IoT solutions using sensors and cameras in cities, it becomes easier
to gauge fill levels of waste and scheduling pick-ups autonomously. These solutions are helping
waste management companies operate more efficiently and as more cities are starting to
envision the possibilities of smarter solutions, deploying IoT solutions to manage waste is most
definitely seen as one of the most important aspect of smart cities.
A natural disaster is a major adverse event resulting from natural processes of the earth
include floods, volcanic eruptions, earthquakes, hurricanes, wildfires, blizzards and, and other
geologic processes. For natural disasters avoidance and handling contingency, it is very
important to develop and implement a new application software to have strong management
commitment and cooperation supported by strong networks communications. Any types of
disaster, has too many information and surly it requires a means of intelligent networking, cloud
storage and communicating between many of disaster sensors. IoT can avoid or reduce the
impact of a large number of natural disasters that affect in many aspects of life through the
distribution of a number of sensor systems for many types of natural disasters and linking these
systems with research and rescue announcement stations, also for declaration of emergency
networking with hospitals and police stations.
IoT will provides a means of smart agriculture and adding great potential in resource
saving. By using sensors networks, and scientific research databases, growing of plants and
other agriculture productions needed by humans like vegetables and fruits can monitored and
save their production processes based on managing many resources such as weather, water and
sunlight. In addition, the IoT for environmental monitoring can aid in measuring emissions from
factories detect forest fires or aid in agriculture.
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3.

IoT Based Environmental Monitoring

IoT promises many future applications help to sustain our life, by which the objects of
everyday life will be equipped with microcontrollers, interacted with a suitable protocol that
will make them able to communicate with one another and with the users, becoming an integral
part of the Internet. IoT can provide means to monitor the quality of the many environment
aspects by deploying quality and pollution sensors across the city and that the sensor data be
made publicly available to citizens. The technological developments in the field of wireless
communication led to the emergence of many pollution and quality monitoring sensors and
wireless networks for monitoring and reporting pollution. Environmental monitoring
applications of the IoT usually use sensors to lend a hand in environmental protection by
monitoring air or water quality, atmospheric or soil conditions, and can even include sources
like monitoring the rivers, oceans, seas, and forests. The environment monitoring based IoT
requires many equipment’s, communication methods and technologies in addition to
management and processing mechanisms all integrated in one system. In the following sections
we will review many types of monitoring devices and communication technologies, and
important steps which are used to build a remote monitoring environment system.
3. 1. Monitoring Devices
Monitoring systems consists a various device that generate signals which can be used for many
monitoring aspects. These signals are analyzed by the electronic control and monitoring devices
to provide an appropriate information to the machine's control unit or operator. By using sensors
supported usually by Bluetooth or Wi-Fi, many environmental data can be gathered for purposes
of environmental monitoring and control. And with using smartphone embedded sensors to
those which wearables or plugged in wherever place, a new form of personal environmental
sensors has the potential to really change the way that data is gathered, analyzed ad consumed.
For environmental monitoring aspects there are various sensor models are used, each one of
these sensors has a specific function based on the type of environment aspect that would be
monitored, such sensor models are, AirBot, WaterBot, Sensordrone, Air Quality Egg,
Lapka ,and wearable sensor.
A. AirBot Model is developed by Carnegie Mellon University that monitors airborne
pollutants that can cause many breathing problems. It's pocket-sized and it can be held easy by
people wherever they go.
B. WaterBot Model is used for water quality. One end can be dipped into a water source
and then it will upload pollution data to the web via a ZigBee installed module. According to
the WaterBot website, the data is "collected at a high frequency, allowing the detection of events
that are invisible to other types of sensors. Sensor drone model is a tool that can sense many
things in environment, including gasses, temperatures, humidity by smartphones.
C. Lapka Model is a set of environmental sensors that plug into smartphone especially in
iPhone and can detect radiation, electromagnetic feedback, nitrates in raw foods, and
temperature and humidity, and even provides data to inform about organic food.
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D. Air Quality Egg is model can be used at-home environmental sensor kit that gathers very
high-resolution readings of NO2 and CO concentrations from wherever it's placed.
E. Electronic Nose Model is a multi-sensor device able to detect small amounts of
hazardous airborne chemicals like pesticides, combustion emissions, gas leaks, and chemical
warfare agents.
3. 2. Communication Technologies
Many communication technologies are well known such as Wi-Fi, Bluetooth, ZigBee and
2G/3G/4G cellular, but there are also several new emerging networking options such as Thread
as an alternative for home automation applications, and Whitespace TV technologies being
implemented in major cities for wider area IoT-based use cases. Depending on the application,
factors such as range, data requirements, security and power demands and battery life will
dictate the choice of one or some form of combination of technologies. These are some of the
major communication technologies on offer to developers. Table 1. show the impact of different
communications technologies in the IoT and general characteristics comparison in smart
environment applications.
Table 1. Comparison of Some Communication Technologies Related to IoT.

Standard

Bluetooth

Bluetooth
4.0 LE

ZigBee

Wi-Fi

6loWPAN

RFLink

Z wave

IEEE Spec.

IEEE
502.15.1

IEEE
502.15.4

IEEE
502.15.4

IEEE
502.11
a/b/g/n

IEEE
502.15.4
2006

C 95.1
2005

Z wave
alliance

Topology

Star

Star

Bandwidth

1 Mbps

1 Mbps

Power
Consumption

Very low

Max Data rate
(Mbit/s)

Mesh,
Star,
Tree
250
Kbps

Star

Mesh, Star

-

Mesh

Up to
54Mbps

250 Kbps

18
MHz

900 MHz

Very low

Very low

Low

Very low

Very
low

Very low

0.72

5 to 10 m

0.25

54

800 m sub
GHz

1

9600 bits
or 40
Kbits

Range

< 30 m

5 to 10 m

10 to
300 m

4 to
20 m

800 m sub
GHz

<3m

30 m

Spectrum

2.4 GHz

2.4 GHz

2.4 GHz

2.4 - 5
GHz

2.4 GHz

2.4
GHz

2.4 GHz

Channel
Bandwidth

1 MHz

2400 to
2480 MHz

2 MHz

22 MHz

868, 902,
2400 MHz

-

868 MHz
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A.

Bluetooth Technology

Bluetooth is one of the most important technology in computing and communication
networks. Currently it used in 8.2 billion devices around the world, right from smartphones and
laptops to beacons and cars connecting to the IoT probably via a smartphone in many cases.
According to the Bluetooth Special Interests Group (SIG) more than 90 percent of Bluetoothenabled smartphones, including iOS, Android and Windows based models, are expected to be
‘Smart Ready’ by 2018. The new Bluetooth Low Energy (BLE) or Smart Bluetooth is a
significant protocol for IoT applications which will offer between 50 to 150m communication
range and 1Mbps data rate with 2.4GHz of operation frequency. Smart Bluetooth is poised to
become the universal language of the Internet of Things because it consumes less energy than
other solutions and it is already included in devices users already own.
B.

ZigBee Technology

ZigBee has a large installed base of operation, in many industrial settings. ZigBee PRO
and ZigBee Remote Control (RF4CE), among other available ZigBee profiles, are based on the
IEEE802.15.4 protocol, which is an industry standard wireless networking technology
operating at 2.4GHz targeting applications that require relatively infrequent data exchanges at
low data rates over a restricted area and within a 100m range such as in a home or building.
The ZigBee® mesh networking wireless technology is already enabling the growing machineto-machine (M2M) and Internet of Things (IoT) trends and providing utilities and energy
service providers with new consumer energy management and efficiency capabilities. As the
Internet of Things moves from a theory into a tangible reality, ZigBee will be one of the key
technologies wherever scalable, low cost, low power networking is required.
C.

Z Wave Technology

Z-Wave is a low power RF communications technology that is primarily designed for
home automation of many devices such as lamp controllers and sensors among many others. Z
wave is optimized for reliable and low latency communication of small data packets with data
rates up to 100kbit/s, it operates in the sub-1GHz band and is impervious to interference from
Wi-Fi and other wireless technologies in the 2.4-GHz range such as Bluetooth or ZigBee. It
also supports full mesh networks without the need for a coordinator node and is very scalable,
enabling control of many devices. This capability of Z wave technology will provide a smart
solution for IoT, which can be linked to a large number of devices with each other within
environment IoT system.
D.

6LowPAN Technology

IPv6 Low-power wireless Personal Area Network (6LowPAN) is an Open IoT
Networking Protocol Specified by the IETF. its provides for transmitting IPv6 over IEEE
802.15.4 ZigBee networks for IoT proposes by combination between the characteristics of low
power WPAN and IPv6 such as small packet sizes supported by addresses with different
lengths, low bandwidth, working under topologies like star and mesh, with a large number of
devices and unknown node positions, in addition to long idle periods during when
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communications interfaces are turned off to save energy. The 6LowPAN standard has the
freedom of frequency band and physical layer and can also be used across multiple
communications platforms, including Ethernet, Wi-Fi, 802.15.4 and sub-1GHz ISM supported
by IPv6 stack, which has been a very important introduction in recent years to enable the IoT.
This technology, enabling any embedded object or device in the world to have its own unique
IP address and connect to the Internet.
E.

Thread Technology

Thread is a new wireless networking protocol designed to balance and improve on
existing wireless standards in the aspects of power consumption, security, and cost
effectiveness, and allow multiple devices to communicate easily and reliably. It is mainly
targeted for M2M and IoT based on existing 802.15.4 standard and uses the technologies
6LoWPAN and IPv6. Thread technology is designed and developed to support many products
in home usage such as security, safety, lighting, energy management and automatic access
control. Thread technology work on existing IEEE802.15.4 wireless silicon from chip vendors
such as Freescale and Silicon Labs, supports a mesh network using IEEE802.15.4 radio
transceivers and is capable of handling up to 250 nodes with high levels of authentication and
encryption.
F.

Wi-Fi Technology

WiFi connectivity is often an obvious choice for many developers, especially given the
pervasiveness of WiFi within the home environment within LANs. It requires little further
explanation except to state the obvious that clearly there is a wide existing infrastructure as well
as offering fast data transfer and the ability to handle high quantities of data. WiFi 802.11n
standard today used in homes and many businesses, which offers serious throughput in the
range of hundreds of megabits per second. It will offer high file transfers but may be too powerconsuming for many IoT applications.
G.

Cellular Networking

Any IoT application that requires operation over longer distances can take advantage of
GSM/3G/4G cellular communication capabilities. While cellular is clearly capable of sending
high quantities of data, especially for 4G, the expense and also power consumption will be too
high for many applications, but it can be ideal for sensor-based low bandwidth data projects
that will send very low amounts of data over the Internet. One of the cellular solutions is to
build an LTE based IoT to offer lower device cost, enhanced coverage with reduced power
consumption such like LTE Rel-12. Regarding the transmission bandwidth for the Cellular IoT
service of such a solution, there are two possibilities; rely on any of the existing LTE
bandwidths, with a cellular IoT device bandwidth of 1.4MHz. Or extend to even lower
bandwidth, down to a bandwidth corresponding to a single LTE resource block roughly 200
kHz bandwidth.
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H.

NFC Technology

Near Field Communication (NFC) is a technology that enables simple and safe two-way
interactions between electronic devices, and especially applicable for smartphones. NFC
harmonizes today's diverse contactless technologies, enabling current and future solutions in
areas such as access control, consumer electronics, health care, information collection and
exchange, loyalty and coupons, payments, and transport. The NFC Forum in particular, has
formed an IoT Special Interest Group (SIG) to investigate how NFC makes it easier to connect,
commission, and control IoT devices in the home. The NFC technology provides three main
IoT features, they are; connecting, commissioning, and controlling. Let to pair devices that use
different communications technologies like Bluetooth or Wi-Fi and provides greater control
over settings and access privileges, so there’s a higher degree of flexibility with a higher degree
of security in machine controlling. In addition to supporting easier to install setup, log data, and
maintain network. In most cases, smartphone becomes the user interface for the smart home
network, making it possible to interact with IoT devices.
I.

SigFox Technology

SIGFOX is a cellular style system that has been set up to provide low power low data
rate, and low-cost communications for remote connected devices. It is aimed at the low-cost
machine to machine application areas where wide area coverage is required and support many
types of IoT applications that required a low-cost wireless communication such as home, energy
related communication, healthcare, transportation, remote monitoring, and security. The idea
behind Sigfox technology is that for many M2M applications that run on a small battery and
only require low levels of data transfer, then WIFI’s range is too short while cellular is too
expensive and also consumes too much power. Sigfox uses a technology called Ultra Narrow
Band (UNB) and is only designed to handle low data transfer speeds of 10 to 1,000 bits per
second. It consumes only 50 microwatts compared to 5000 microwatts for cellular
communication or can deliver typical standby time 20 years with a 2.5Ah battery while it is
only 0.2 years for cellular.
J.

LoRaWAN Technology

LoRaWAN is a Low Power Wide Area Network (LPWAN) specification intended for
wireless battery-operated Things in regional, national or global networks. It provides a
requirement of internet of things such as secure bi-directional communication, mobility and
localization services. This standard will provide seamless interoperability among smart Things
without the need of complex local installations and gives back the freedom to the user,
developer, businesses enabling the roll out of Internet of Things. The LoRaWAN is optimized
for low power consumption and supporting large networks with millions of devices, offering
data rates range from 0.3 kbps to 50 kbps.
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4.

IoT Applications in Environmental Aspects

The applications, benefits and potential of Internet of Things (IoT) have been very
important in life and humans. People are excited about the “smartness” brought by IoT to
different aspects of the society, such smart cities, smart management systems, smart wearables
and many other smart applications. IoT plays a major role in environmental monitoring in
addition to control and management of environmental resources. By using environmental
sensors, monitoring the air quality, radiation, water quality, hazardous chemicals and many
other environment indicators will be easier and efficient. In this section we will be discussing a
number of environmental applications in which the use of the Internet of Things Technology.
4. 1. Water Pollution
Water is a secret of life that because peoples and all other living organisms need clear
water always to have survive. It represents a 70% of human body and over two thirds of earth
surface is covered by water. Due to population incrimination, the water resources such oceans,
rivers, lake and other inland waters are being decreases sharply, and the quality is also reduced
by irresponsible human activities. Water pollution is the scientific name for poor water quality.
The organisms and vegetation that survive in water, including amphibians are suffering from
the effect of water pollution, and on a human level, several people die each day due to
consumption of polluted and infected water.
4. 1. 1. Water Pollution Sources
The sources of water population generally devised into surface water pollution and
ground water pollution. There are many types of surface and ground water pollution (see Figure
2), the following paragraphs reviews the most important types of water pollution sources which
are require to some of intelligent processes and treatments.
A. Natural source: is a general case of surface water pollution. The increasing in the
concentration of naturally occurring substances is known as natural source situation, it is a
common natural phenomenon, which occurs in most water bodies. Indiscriminate deforestation
makes soil loose and flood waters bring silt from mountains into streams, rivers and lakes.
B. Sewage water source: or waste water is one of the major sources of water pollution,
comes from domestic and industrial processes. These sources play an active role in the water
pollution, and especially in drinking water contamination, where it may cause several diseases
that can lead to death, which require sophisticated processing to avoid such pollution situations.
C. Industrial waste source: It’s a dangerous source lead to water pollution where it could
affect the safety of the marine environment and threatening the fish’s life. The big industrial
countries produce huge amount of waste which contains toxic chemicals and pollutants comes
from industries which can cause water pollution and damage our environment since many
because of absence of proper waste management system. The toxic chemicals have the
capability to change the color of water, increase the amount of minerals, change the temperature
of water and pose serious hazard to water organisms.

-12-

World Scientific News 134(1) (2019) 1-51

D. Marine dumping source: Ships that dropping the wastes in the seas, or oceans can add
more contamination affection which will not only cause water pollution but also harm marine
life. Marine accidents can increase the pollution of sea water in case of oil leakage from oil
ships. This may open problem for local marine wildlife such as fish, and birds.
E. waste are all potential resources of water pollution which they produce a harmful for
planets and animals. Since chemical fertilizers and pesticides are used by framers to protect the
crops from insects and for plants growth but it was also becoming dangerous when it mixed
with water. The radioactive waste is produced from nuclear operations and elements that is used
in production of nuclear energy which is highly toxic chemical. Nuclear waste can have serious
environmental hazards affecting in every environment aspect and in the most important water.

Figure 2. Sources of Water Pollution
4. 1. 2. Water Remote Monitoring Concept
Many environmental monitoring systems has been implemented in may environment
aspects and they should implement long term data collection and management.
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Figure 3. Remote Monitoring System.
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In addition, many environmental observatories are deployed in remote areas that are
inconvenient to access for data retrieval and system deployment and management. Remote
monitoring system can include sensors, software and applications that work together to give a
real time visibility into remote locations with the IoT for environment monitoring. In such
system, sensors record the monitored conditions like temperature, location or any other
parameter levels and share it to the core of monitoring system. The core of the remote
monitoring system can be based on the wireless sensor networks (WSN) which consists a
number of nodes that able to common sense and simple data storing, processing, and operating
in single or multi-hop relay hop manner own perception data. Sensors in remote monitoring
system are interacted together and records the data locally in remote terminal unit (RTU) and
sends it across the cellular network to the User Interface. Most importantly, the sensors system
enables the customer to calibrate, modify and troubleshoot the field devices for example the
RTUs, power, sensors, and cellular modems during the entire life cycle of the system. The
monitored and collected data passed across the network to the upper network, as the basis for
the application of decisions. Remote environmental monitoring system can be divided into four
major layers as shown in Figure 3, including physical data layer, logical data layer, web
presentation layer, and user layer.
In physical data layer, many types of sensors may use to monitor environmental
parameters. The sensor data then may have transmitted from monitoring site to a Central Data
Collection (CDC) Server. The monitoring system may also incorporate a GPRS modem for
wireless telemetry, a Remote Field Gateway (RFG) Server, and WSN for environmental aspects
monitoring. In the logical data layer, sensor can collect many types of data from distributed
monitoring stations then stored in a database server. The database server interacts with the
central data collection server to exchanges the data between them acting as an intermediate
component to hide the heterogeneity of diﬀerent physical layer devices and support data
validation required by the database Server. In web presentation layer, the sensor web
implementation the web portal serves as a user-friendly interface to perform data visualization,
analysis, synthesis, modeling in addition to decision making systems. It also provides useful
capabilities for system developers and operators to remotely monitor system status and
remotely update software and system conﬁguration, which greatly simpliﬁes system debugging
and maintenance tasks. The user layer abstracts a variety of needs for education, outreach,
research, and system development and management purposes.
4. 1. 3. IoT Solutions for Water Monitoring
The importance of water monitoring is because of water needs to human life. Water
quality can be measured by collecting water samples for laboratory analysis or by using probes
which can record data at a single point in time or logged at regular intervals over an extended
period. Many operations are used to measure the quality of water, by using many methods of
monitoring, the most important monitoring and measurements needed to ensure the water
quality are water collection, temperature monitoring and recording, turbidity and conductivity
monitoring, salinity measuring and recording, and PH level monitoring. There are many
projects has been applied in many countries around world supported by wireless technology
and sensors networks to monitoring the water quality. In water quality sensors networks, each
sensor would have own low power radio capable of communicate from 75 to 100 m by using
IEEE802.15.4 ZigBee standard with 2.4 GHz radio band.
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Figure 4. WSNs for water quality monitoring
These sensors support a network to facilitate real time monitoring, measurements, and
alarm alerts with fast recording of collected data and it can be deployed underwater environment
to collect accurately several water quality parameters such as; temperature, chemical
substances, and water density. Figure 4 shows the water quality networks using sensors for
monitoring and control.
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The Process of water quality control through the use of sensors networks is one of the
latest traditional methods where it does not support with new mechanisms for data collecting
analysis, storing and recovering quickly. As the sensor’s networks do not have the ability to
connect third-party related to water pollution or quality control, a new modern method required
to communicate the water quality sensors with many other networks for storing, processing,
and management. These networks such as mobile networks include GSM, UMTS and LTE are
required with the water quality monitoring system to have mobile devices able to receive the
collected data from sensors and analysis these data through software’s to facilitate the way of
data analysis and read by the water quality monitor or research teams. Sensors also required to
be connected to cloud platforms for their ability to save and retrieve a large number of data
obtained via these sensors. There are other important systems technologies to complete the
construction of an integrated water control system operation, including databases
administration and protection systems as well as wireless technologies like WI-FI and WI-MAX
between the sensors and the various sites that have to do studies of water pollution and water
quality managements.

Figure 5. IoT solutions for water quality monitoring.
Internet of things (IoT) can bring all of these requirements for the building an integrated
control and administration water quality system to achieve concept of real time monitoring and
control system. as shown in Figure 5, the concept of IoT technology integrated to water quality
system will adding more benefits for water quality monitoring and management, which provide
an online water monitoring during 24 hours, to facilitate the operations of monitoring and
management in easier and faster manner.
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The IoT in water quality monitoring will allow the parts of the water cycle to be run in a
more integrated way enabling better decisions to be made based on real-time data. In addition,
it manages the water drown in groundwater source based on aquifer levels, demand and weather
patterns, beside to take decisions to determine the best time of discharge treated effluent to a
seas or rivers based on its flow rates and quality. IoT will provides also an integration of
electricity and water networks which will deliver exciting prospects for cost and resource
saving. On the other hand, IoT will ensure to real-time asset management for water monitoring,
providing the ability to optimize the use of clean water and managing the water treatment plants
to ensure lowest cost and most effective service to customers.
4. 1. 4. System Requirements and Design Considerations
There are many sources may affect in water quality or contaminate it. By tracking data
like the percentage of industrial waste, chemical waste, marine dumping and other potential
water pollution sources, we can get early warnings about pollution level, type and affection in
water quality to protect the all kinds of water consumers. In addition to monitoring the level of
rainfall, ground saturation, and upstream water levels, it will be easy to manage the water
consumption, and provides an integrated water quality monitoring, management and control
system.
There are many such systems are already in place, and they can be made even more
effective with the addition of some smart IoTs technologies. Online water quality monitoring
and management system should include four main elements to build IoT water pollution
monitoring and management system, these elements are Data Generation, Data
Communication, Information Management and Analysis, and Alert Investigation. The data
generation element determines the water quality data which is defined by three decisions, what,
how, and where to monitor.
What to monitor is define the parameters monitored by the system such as conventional
parameters like disinfectant residual, PH, turbidity, specific conductance, oxidation-reduction
potential and temperature, Hydraulic parameters like, pressure and flow. All these parameters
can be affecting in every kinds of life, such like people, animals, plants and fish’s lives as should
be taken monitoring design requirements. Table 2, shows parameter health effects due to water
contamination.
Table 2. Parameters possible effects in Water Health and Quality.

Parameter

pH

Quality
Range

Health Effect

6.5 to 8.5
pH

People or Animals: above 11 pH effect in eyes, hair and skin
Below 2.5 pH effect damage to epithelium
Plants: low pH, means high acidity which adding aluminum
to the soil and destroys important nutrients for plants
Fishes: Low pH, means high acidity which robs fish and other
aquatic species of sodium in the blood and oxygen in the
tissues
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ORP

650 to 800
mv

Turbidity

0 to 5 NTU

Temperature

20 to 40 C

People or animals: hypertension, ischemic heart, chronic
gastritis
Plants and Fishes: changing in PH level causing same pH
effects
People or animals: Higher turbidity level is often associated
with higher level of diseases causes microorganisms such as
viruses, parasites and some bacteria.
Fishes: high water turbidity can effect on fishes feeding.
metal of sediments has been equilibrated at temperature ranges
between 4 to 25 ºC

People or animals: Heart, Blood pressure and renal disease
Plants: high salinity can affect as Specific toxicity of a
500 to 1000
Electrical
particular ion (such as Sodium) and Higher osmotic pressure
Conductivity micro S/cm
around the roots prevents an efficient water absorption by the
plant
How to monitor representing the methods that will be used in motoring process such as
sensor technologies, as well as the equipment required to install this technology at monitoring
stations. The last decision is where to monitor is deal with the location of the Monitoring
stations and it will be located anywhere in a distribution system, and may include pump stations
and storage tanks, fire and police stations, and in any large water users. Data communication
elements is related to the data transmission from monitoring system to a central location for
storage and access. The communication technology may include cellular networks, or any
wireless networks. The information management and analysis represent the methods of storing,
processing, and decision-making operations. Information management system can receive
information, processes and stores it to makes it available to users and may use the SCADA
system or any other monitoring system to display recent values of all parameters measured at a
given monitoring location. Alert investigation can provide a case system identification, to
reviews the information in determine that an alert does not indicate anomalous water quality
and is therefore invalid.
This element used to determine the alert caused by a water quality incident, which may
be necessary to take corrective actions to mitigate potential consequences.
In design the water monitoring system based on IoT, it’s important to taking into
consideration the main levels of the IoT architecture in water monitoring system, these levels
are; sensor, communication, management and application, terminal and user level. The sensors
in water sources and fields are smart sensor, or “edge device,” sits on the outer edge of the IoT
network and collects the granular data required by businesses, individuals, and intelligent
systems. These sensors are connected to network gateways which are used as the bridge
between the sensor network and the cloud. It collects all the data transmitted by the sensors and
can also push periodic firmware updates to them (see Figure 6). The networking of the
communication site, includes communications firmware development and cross-platform
integration secure communications encryption and device identification supported by wireless
protocols for example Bluetooth 2.1 and Bluetooth Smart, Wi-Fi, 802.xx.x, Sub-1GHz, 2.4
GHz, and custom radio protocols.
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Figure 6. TelosB sensor for water monitoring.
The user application is composed by the remote monitoring terminal. In order that
monitoring terminal join the Internet, the managers can monitor water quality information
collected at any time and place, do some real-time tracking and analysis water parameters status
and take appropriate control measures according to the environmental to achieve precise control
of water quality. Figure 7 shows receiver part of the system consisting of border router acting
as a gateway connecting to the transmitter part of the WSN system running 6LoWPAN on one
side and to the internet on the other side such water quality databases, client browser or
handheld smart phones

Figure 7. Logical Block Representation of Water monitoring receiver.
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The hardwires of the IoT environment of water quality mentoring systems are depends
on route and coordination of sensors to achieve the information collection for environment form
multi-angle and multiscale and drip irrigation control. A microprocessor considered as a main
core of the system which are provide the processes to collect the data from sensor and feedback
to the remote server in the clouds. Clouds level provides many important processes such storing,
analysis and contact with decision making applications. To design water quality monitoring and
control system based on the Internet of things, there are several steps to be followed to build an
integrated system known as 8S steps (see Figure 8 below).

Figure 8. 8S Design Steps for water quality monitoring system based on IoT.
Step 1: Styling Requirements
System building requirements are considered the first step in the construction of water
pollution monitoring and control system based on Internet of Things. One of the most important
steps is to identify the problem for which the construction of the network will be designed to
identify the technical aspects associated with the design based on the number of available
information infrastructure and applications previously used to determine how the system will
be designed with other available integrated systems.
Step 2: Site Survey
The site survey is the beginning of a system design process, whereas the identification of
places where water monitoring, and pollution control intended to identify sensors network
limits. also the sensors network topology and the communication technologies relies over the
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study area and its nature of whether to study the contamination of water sources , seas , rivers,
or even the water storage areas, as well as the nature of the pollution in these areas determines
the type of network and sensors that will be used and also the geographical nature of which will
determine how to design the network, where these factors are working to identify the network
dimensions and the method of linking this network to the Internet , and storage methods
appropriate for the study of pollution and water quality.
Step 3: System Planning
System planning is the next step after studying the nature of the area where the
construction of the network will be, where in this step, will be design a full structural system of
sensors network to monitor water pollution through IoT technology and the total costs of
devices and equipment that will be used in the sensor node, linking towers, communications
and processing systems, databases and software solutions. In addition to developing the
mechanics of the system works fully besides building a description of management, monitoring
and control methods.
Step 4: Structural and Configuration
This is an important stage in defining how the communication network such as (WLAN,
WIFI, WIMAX, GPS and Cellular Networks) should be configured. It will detail configurations
for security methods in information exchanges, storage of big data collected from various
sensors and in clouds, ensures a QoS, application control, rate limiting, radio setting, other
monitoring system configurations integrated to IoT.
Step 5: Solutions of IoT
This stage where composition of all of the above four design stages into one integrated
system. The development of the IoT solutions and architecture begins with a design process,
the results of which become the functional specification. This step of design should take all the
considerations related to IoT technology, and protocols built into one integrated water quality
monitoring system.
Step 6: Software and Analysis
To build a water quality monitoring system based on IoT, software is required for
combination of dynamic and customizable interface that can manage secure, flow of data and
sharing between sensors and other devices in addition to applications, and users with a
representation and clear interpretation of data. Cloud computing environments are used to
handle a framework for IoT sensor data analytics. One way of realizing data analysis is to
provide a SaaS product that can be used to get information from sensor data, which can then be
used to make decisions, take action etc. One of the key features of the software will be data
analytics using various algorithms.
Step 7: Substantiation and Optimization
One of the most under-respected stages of the design phase is design substantiation and
optimization based on the collected results. This is the area that, as wireless professionals and
as an industry, network engineers need to collectively spend more time on. Here is where
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engineers do a detailed RF assessment, signal quality check and define any trouble areas.
Engineers also should repeat and validate the results until have certified deployment.
Step 8: Stewardship and Alerting
The last step of water quality monitoring system integrated to IoT is the stewardship the
all system which has requirements exist for any water monitoring system integrated to IoT, such
requirements are provisioning and authentication, configuration and control, monitoring and
diagnostics, software updates and maintenance in addition to alerting applications. All of these
requirements are fundamental and critical to the success of design water pollution and water
quality monitoring system in IoT environment.
All these steps above are one of the most important factors by which the study and design
of a system based on the Internet of Things for quality control of water pollution. In addition,
to calculations and other precision engineering operations that accompany the process of
building and designing the system. By water monitoring systems based IoT it can save money
and effort in monitoring water quality compared to the conventional methods used despite the
use of some modern technologies.
4. 2. Air Pollution
Air pollution is a huge problem not limited to people living in smog-choked cities but
through global warming and damage to the ozone layer, it has the potential to affect us all and
in Other organisms, such as animals and plants. Many types of gases, liquids or solid dispersed
through ordinary air released in a big enough quantity can be represented as an air pollution,
and harm the health of people or other animals, killing plants or stop them growing properly,
and may damage or disrupt some other aspect of the environment .Air pollution is one of the
big problems in human life which will harm human health, and also cause a variety of
environmental effects, in many aspects. One of the air pollution causes is Acid rain that formed
in form atmosphere when fossil fuels are burned. The acid rain containing harmful amounts of
nitric and sulfuric acids fall to the Earth carried by rain, snow, fog or wind. In the environment,
acid rain damages tree and causes soils and water bodies to acidify, making the water unsuitable
for some fish and other wildlife in addition to damaged lakes, rivers, and soils, leading to
damaged wildlife and forests. Other problem of air pollution is a Toxic pollutant in the air,
which can impact wildlife in a number of ways. Like humans, animals can experience health
problems if they are exposed to sufficient concentrations of air toxics over time.
Nowadays, the most important environmental problem related to the air pollution that
threaten the human life is an Ozone depletion. Ozone is a gas that occurs both at ground-level
and in the Earth's upper atmosphere, known as the stratosphere. At ground level, ozone is a
pollutant that can harm human health. In the stratosphere, however, ozone forms a layer that
protects life on earth from the sun's harmful ultraviolet rays. But this good ozone is gradually
being destroyed by man-made chemicals referred to as ozone depleting substances. The
protective ozone layer can cause increased amounts of UV radiation to reach the Earth, which
can lead to more cases of skin cancer, cataracts, and impaired immune systems can also damage
sensitive crops, and reduce crop yields. Ozone depletion from Air pollution also can damage
crops and trees in a variety of ways by reductions in agricultural crop and commercial forest
yields, or reduced growth and survivability of tree seedlings, and increased plant susceptibility
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to disease, pests and other environmental stresses. These all problems may result from acid rain
and from increased UV radiation caused by ozone depletion.
4. 2. 1. Air Pollution Sources
Air pollution occurs in many forms, generally be thought of as gaseous and particulate
contaminants that are present in the earth's atmosphere. The pollutants of gaseous are emitted
from large stationary sources such as fossil fuel fired power plants, industrial boilers, petroleum
refineries, and manufacturing facilities as well as from mobile sources such vehicles, tanks and
ships. They are corrosive to various materials which causes damage to many natural resources,
such as water, planets, or animals. There are many types of Air pollution sources (see Figure
9), such pollution from fossil fuels burring, industries and mining operations or agricultural
activities.

Figure 9. Sources of Air Pollution

A-

Burning of Fossil Fuels

Burning fossil fuels like oil, gasoline, and coal, is one of the main sources of air pollution.
As known that fossil fuels are burned to create energy for cars, fly planes, or to make electricity,
and run factories. But with the benefits gained from burning fuels, there are many dangerous
effects on the environmental safety due to fuel burn and create different types of air pollution
problems like smog that makes the air look brown and dirty, and also can make various diseases
to people if they spend too much time breathing the polluted air in addition to creates dangerous
gases that trap heat from the sun and make the planet too warm.
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B-

Agricultural Activities

Agriculture activities and operations is also one of the air pollution problems which
change climate and effect in environmental life. Animals breeding and grow crops, can generate
emissions of gases. Restricted areas of animals produce large amounts of manure that emits
various gases, particularly ammonia into the air. The ammonia gas can be emitted from the
animal houses, manure storage areas, or from the land after the manure is applied. In addition,
the crop production, the misapplication of fertilizers, herbicides, and pesticides can potentially
result more gases emitted to the air which may increase environmental pollution.
C-

Factories and Industries

Industrial pollution is one of the primary sources of environmental contamination.
Factories pollute the air through fossil fuel emissions like carbon dioxide. Industrial processes
will also emit manmade emissions such as fluorine-containing gases such as
hydrofluorocarbons. Factory emissions and electrical generating factories contribute slightly
more than 50 percent of greenhouse gases. Factories and vehicles emissions may also affect in
ozone that presents significant health issues. As known that ozone is useful in the upper
atmosphere where it blocks ultraviolet radiation from the sun, it is harmful to human health
when present in large quantities in the lower atmosphere. Factories, particularly through the use
of large industrial air conditioners, also can release destructive gases, contributing to the
depletion of ozone in the upper atmosphere where it is needed.
D-

Mining Operations

Mining operations added also a degree of air pollution, like emissions of particulate
matter and gases those produced by coal mines like including methane (CH4), sulfur dioxide
(SO2) and oxides of nitrogen (NOx). Mining operations like drilling, blasting, movement of the
heavy earth moving machinery on haul roads, collection, transportation and handling of coal,
screening, sizing and segregation units are the major sources of such emissions. Dust at mine
sites comes from activities like moving rock and soil, bulldozing, blasting, and vehicles
travelling on dirt roads. Most dust particles from mining are large dust particles are generated
when soil is disturbed or when wind blows over bare ground and stockpiles. All these dusts
increase respiratory diseases such as chronic bronchitis and asthma cases while gaseous
emissions contribute towards global warming.
E-

Indoor Air Pollution

The indoor environment, such as homes, offices and closed areas are generally more
sources of air pollution as compared to other outdoor sources. Indoor environment is two to
five times more toxic than outdoor environment and according to World Health Organization
(WHO), 80% of all cancers are attributed to environmental rather than genetic factors, including
exposure to carcinogenic chemicals, many of which are found in household cleaning products.
Other sources include gases from cooking and heating, chemicals from candles and household
cleansers, and a host of toxins from building materials. There are many indoor operations such
as cooking, heating and other Household Products, and they all adding more percentage of air
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pollutions in indoor environment. all materials used in cooking and heating like coal, gas,
kerosene, oil or wood sources give off carbon monoxide, nitrogen dioxide and many other
chemicals and gases. Carbon monoxide disrupts oxygen levels and cause many symptoms. It
can worsen cardiovascular disease and high levels lead to death. Nitrogen dioxide can irritate
the eyes and respiratory tract. It also lowers resistance to infection. Building Materials like
Asbestos in the insulation, paints and floor tiles also will affect in the indoor environment air.
4. 2. 2. Smart Technologies for Air Pollution
IoT technology is playing a key role in air pollution generally in cities and especially in
human health, promises new air quality enhancement methods to increase citizens’ life
expectancy where ever they live. Traditionally, the air quality data collected by the government
applied to the people on a regional level not very useful from the standpoint of trying to
understand or change the local dynamics of pollution that affect the human. IoT technology, is
new method to measuring and mapping pollution levels, with sensors and wearables used to
record not only measurements but physiological responses to them. Many of these tools are
made accessible to citizen scientists to create pollution maps within cities and are an important
tool in documenting and leveraging health and environmental data to inform public policy.
Many countries nowadays uses the concept of IoT in air pollution monitoring, for example Paris
and London used the wearing pollution sensing backpacks for to monitor the city’s air pollution
levels, particularly nitrogen dioxide and ozone gases produced mainly by diesel vehicles and
reported the results on Twitter. There are many types of IoT technology were used for air quality
monitoring and reporting. Such technologies like Plume Air’ ultra-light air pollution sensing
devices which were used in London.
A. Plume air technology is a personal wearable sensor which are used to report, an urban
weather forecast for air pollution that tracks air pollution levels in 300 cities and 40 countries
thanks to open data. The Plume’s air pollution monitor may be attached to be used with a phone,
a wearable of in any other monitoring devices.
B. Airly technology is another IoT methods working on hardware that measures many
pollution aspects for example dust sensors, forest fires detectors, traffic management modules,
and water quality monitoring and considered the most polluted city in Europe due to coal
emissions. This technology uses the LoRa technology instead of using Wi-Fi or GSM.
C. ISPEX technology have been pivotal in leading the fight against climate change through
a national experiment in the Netherlands to measure aerosols with a Spectro polarimetric using
a distributed small device that can be attached to smartphones to turn them into optical sensors.
D. Air Quality Egg technology is an air quality sensing network that was developed in
Amsterdam and allow to collect high-resolution readings of NO2 and CO concentrations
outside of homes by using devices which consist of a sensor system to plug into the wall outside
of homes that communicates wirelessly to the egg shaped base station inside, which transmits
the data to the internet.
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E. Tree Wi-Fi is a technology that implemented in Amsterdam to measure air pollution and
make the levels of pollution visible through an LED status light. When their server detects an
improvement in air quality, it allows the tree Wi-Fi system to share its internet connection with
everyone in the street. Users that connect to the network get tips & tricks on how to improve
air quality locally before going online.
F. Tzoa technology is a wearable air quality and UV sensor. It able to let users get an instant
feedback on their environment by LED with a simple color-coded system and using a UV sensor
to help users track sun exposure and manage healthy light levels, as well as temperature and
humidity sensors. Tzoa detects two types of particulate matter (PM) in the air; PM10 and
PM2.5. The first includes particles 10 micrometers or smaller, which tend to be allergens like
pollen. The second refers to particles 2.5 micrometers or smaller, which includes the stuff found
in car exhaust, fine dust, and smoke particles that are tiny enough and, potentially, toxic enough
to cause more serious health problems. The technology is able to support monitoring details
through a mobile application, which combines with GPS to contribute to a crowdsourced air
quality map. Pulling from other users’ data allows the application to make suggestions for the
best routes and neighborhoods for outdoor activity.
4. 2. 3. Air Monitoring Systems
Conventional air pollution monitoring systems are mainly based on many complex
measurement methods to guarantee the data accuracy and quality and require a lot of assisting
tools like temperature controller, humidity controller, air filter and other equipment’s which
they all will typically adding high cost, high power consumption, large volume, and heavy
weight in system design. By the revolution on the sensors and communication technologies it
becomes easier to implement low cost, small size and fast response time air monitoring system.
Portable ambient sensor can achieve the same data accuracy and quality as conventional
monitoring instruments and the air pollution data at locations without monitoring stations are
obtained by air quality models or estimations. However, the data from the air quality models
lack of cross validation and verification. The low cost portable ambient sensors provide a huge
opportunity in increasing the spatiotemporal resolution of the air pollution information and are
even able to verify, fine tune or improve the existing ambient air quality models. One of the
most important complete air monitoring based IoT system is known as vehicular sensor network
(VSN) system as shown in Figure 10, which consists sensor nodes typically carried by the
public transportations like buses or taxis. By utilizing the low-cost portable ambient sensors
and the mobility of vehicles, one sensor node is able to achieve sufficient large geographic
coverage. The authorized air pollution information may be available to the public through web
pages, Web Applications, mobile Applications.
VSN system can be composed by a number of cars mounted sensor nodes measuring the
concentrations of O3, CO and NO2. Each sensor node utilizes a GPS module for acquiring time
and location information and a Bluetooth link for communicating with the laptop inside car.
System can be used to collect data and upload it to the server through the laptop’s Wi-Fi link.
Authorized air pollution information can be accessible through the sensor node’s LCD display
or the sensor map web application. The VSN system can held two types of sensor nodes, the
Mobile Sensor Node (MS node) and the Static Sensor Node (SS node). The sensor node may
able to carry a Generic Ultra Violet Sensor Technologies and Observation (GUSTO) sensor
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supported by wireless link ZigBee or Wi-Fi. In VSN system CO2 sensor for example mounted
outside the car to monitor the concentration of CO2. A ZigBee intra vehicle wireless network
utilized to communicate with the inside car processing unit, which equipped with a micro
controller, a GSM short message module and a GPS module. Data are then sent to the GSM
base stations and further forwarded to the monitoring server. The mobile sensor node prototype
that can be mounted on vehicle was introduced and tested. Each sensor node consists of a set
of sensors like CO, PM, NO, NO2 and VOCs for detecting the pollutants’ concentrations, a
GPS module for collecting the location information, and a GPRS or Wi-Fi module for
communicating with the server. This system provides a high accurate air quality monitoring
based on IoT concepts, and able to provides the monitoring information’s through internet to
other display systems or online through web applications or even to mobiles devices.

Figure 10. Air Monitoring by Vehicular Sensor Network
4. 3. Weather Monitoring
Weather monitoring plays an important role in human life. An information of temporal
dynamic of weather changes is very important for industry, agriculture and transportation which
they all require a weather monitoring system to collect and predict the weather situation.
Remote sensing technology provides a method for real time weather analysis supported by a
database for reliable weather forecasts. In remote sensing, data might be collected for a number
of sources, but it does not recognize as a smart technology because it can gather an information
form a dedicated area. The technology of IoT in weather monitoring enable the weather systems
to collect data from various areas, for example from vehicles on the road, weather stations,
buildings, air planes and ships. The monitored weather situations may be air temperature,
barometric pressure, visibility or light, motion and other data needed. Weather sensors in
vehicles will wirelessly communicate the weather and road condition data to any other weather
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monitoring stations to build more accurate forecast and provide flexible real time monitoring at
different time horizon. Buildings also may have supported by a weather sensor stations in
dedicated regions to support the weather monitoring station with any weather fluctuations. Air
planes and ships may communicate with each other to exchanges the information of weather
conditions for the requirements of surveillance and rescue.
IoT technology in weather forecasting provides many benefits in many aspects such in
agricultural process and transport. The preparation of soil, sowing, irrigation, harvesting and
storage of crops is directly dependent on weather condition leaving farmers vulnerable to
weather hazards. the information about temperature, fog, road condition, light, flood, heavy
rain, stormy and other condition are very important in transport the safety and security of drivers
with notifiable fall in road accidents caused because of weather hazards.
4. 3. 1. Benefits of IoT in Weather Forecast
The fluctuations of weather have a deep impact lead to changing on the environmental
conditions, not only in the atmosphere but temperature, pressure and humidity all will effect on
environment by the way and all can interact to form clouds which in turn can reduce solar
radiation for plants, or increase precipitation. Consistently high temperatures can increase the
heat transfer to local bodies of water in addition to heating the air. Likewise, a lack of
precipitation affects not only weather conditions, but soil moisture and water levels due to
evaporation.
Wind speed and its direction can impact in transportation on a roads, railways or airways
when it considered as a storm in addition to fogs and heavy rains. IoT adding a great value in
weather monitoring and forecasting, to get ride all the problems mentioned above by
establishing a wide database of typical conditions. IoT weather monitoring technology able to
evaluate one or more weather elements and extracts an information which can be used to explain
or predict weather events. This technology is important not only as an environmental baseline,
but to maintain quality working conditions, marine studies and recreational safety.
The benefit of IoT weather forecasting is to protection the human life from dangerous
weather events. for transport, such roadways, Railways, or ice roads, the use of IoT weather
forecast by installation of remote sensors on every vehicle on roads, it would communicate
every minor detail for analysis of weather change allowing the real time weather monitoring
and forecasting report to cover even minute details like temperature, fog, road condition, light,
flood, stormy and other conditions that would create a reliability and accuracy of the report. By
connecting the smart IoT weather monitoring to an intelligent driving system, it will also
promise a safety and security of drivers with notifiable fall in road accidents caused because of
weather hazards.
Agricultural processes like preparation of soil, sowing, irrigation, harvesting and storage
of crops is directly dependent on weather condition leaving farmers vulnerable to weather
hazards. The IoT technology for weather forecasting will deliver vital weather prediction to
farmers and accordingly farmers may use the intelligence to improve their crop fertility and
cost along with taking essential steps to diversify weather hazards. Timely and accurate delivery
of weather forecast will ensure higher productivity and lower the risk of weather hazard. The
heavy rains and flooding may also disrupt air travel in addition to storms they all can force
entire airports to close. Climate change may increase the frequency of these events and the
number of airports that are affected. IoT weather monitoring systems provides a means of
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predictive weather forecasting to support the airports navigation tower and the airplanes with
continuous information’s about weather condition.
Ships navigation are sensitively affected by many worst weather conditions, including
high levels of sea or ocean waves, or Storms of oceans or seas. Higher sea levels will mean
lower clearance under waterway bridges. Like other coastal infrastructure, harbor facilities,
including docks and bridges, may have to be raised and fortified to accommodate higher tides
and storm surges as sea levels rise. The combination of relative sea level rise, land subsidence,
and more intense hurricanes and tropical storms could lead to significant disruptions and
damage. IoT weather monitoring systems supported by weather satellites will help ports to
update the weather information to the ships especially in the near coast to the ports areas.
Energy infrastructure is also disturbed by weather hazards such storms which could
destroy the energy distribution network, lead to revenue loss and customer satisfaction decrease
for energy companies. For renewable energy operators like wind and solar energy farm, high
resolution and accuracy Weather forecast is essential to predict energy generation even at
individual wind turbine level, which would support much more optimized renewable energy
storage and integration with energy grid. By using an advanced weather modeling combined
with micros weather monitoring data-based feedback, it will be favorable to working with
energy grid and renewable energy operators to build smart energy innovations by introducing
hundreds square meter level weather forecast accuracy with flexible time horizon from hours
and days.
4. 3. 2. Weather Monitoring IoT Technologies
Improved weather prediction will be vital to giving communities more time to prepare for
dangerous storms, saving lives and minimizing damage to infrastructure in addition to build big
database for weather status such as heavy rains, storms, floods or fog to save transportation,
agriculture, and other human life facilities. Many technologies are used in weather monitoring
such as Satellites, radars, wireless technologies, sensors and handheld systems. Satellite
systems with a computer technology provide an ability to more accurately and continently
weather forecast by observations from both geostationary and polar orbiting satellites to make
the quality of public weather services significantly better. In addition to enhancing the ability
of observe weather elements on a global scale and providing data location and transmission
from remote observation systems. The Polar orbiting satellite images are especially useful for
the identification of many features, such low cloud features as low stratus and fog, and dust
storms. These images are also useful in locating the presence of fires, in particular forest fires.
Satellite systems can by connected to internet networks to share the collected data o other
monitoring database systems and with the benefits of the IoT, satellites will offer a great
contribution to the environment weather mentoring.
Radar technology has been a major component in the detection and warning of local
severe storms including tornadoes and flash flooding, making it an essential tool for now
casting. Radar products are generated from both reflectivity and Doppler shift information.
Reflectivity data is useful in generating products related to storm intensity, storm movement,
and precipitation. Doppler Shift data can help derive products related to wind velocity and shear
as well as turbulence in the atmosphere, thus allowing the estimation of tornado formation and
other storm structures. Many radar products serve as useful graphics to supplement the issuance
of severe weather and flash flood warnings when disseminated in popular media such as
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television or on the Internet. Through the IoT, radars will offer many information’s to weather
monitoring systems which is considered as an important element that can be analyzed to
forecast many environmental events such storms.
The advent of technologies both in the fields of remote sensing and numerical weather
prediction, is provide forecasts for both radar and satellite imageries which are now readily
available from the Internet. Personal computers have been used in the preparation of weather
forecasts, display of weather charts, satellite imageries and numerical products, generation of
climatological reports, generation of Web products as well as in research. Modern technology
and the multi-user, multiprocessing capabilities of the workstation, all can be integrated into
one user-friendly system and provide all the necessary functionality on the desktop. Since
computers are usually connected to the server via a network, the forecasted information may be
collected form several regions and all syphoned to one database system by the means of the
IoT.
Handheld systems and sensors also used to collect many parameters of weather like a
temperature or humidity sensors are built in the smart mobile which they enable to analyze the
current weather conditions in a dedicated area and also sometimes supported by GPS to give an
information of weather conditions about any region based on GPS coordinates. Micro-ElectroMechanical Systems (MEMS) technology and micromachining techniques have been a popular
approach to the miniaturization of sensors. More importantly, the functionality and reliability
of these micro-sensors has been increased considerably by integrating them with mature logic
IC technology or other sensors. This technology may use to gather data, such as temperature,
humidity, air pressure, airflow direction and velocity over a wide area.
Wireless technologies-based weather monitoring systems now promising an efficient way
to monitor many weather conditions with a wide flexibility to be contacted with the internet for
analysis and control. Today many wireless devices can be used to monitor the weather
parameters offering a suitable data transfer through wireless like Wi-Fi, Bluetooth, Wi-Max,
etc. A wireless weather monitoring system which enables to monitor the weather parameter in
an industry or anywhere, can also be designed by using ZigBee technology. ZigBee is the most
promising technological standard for low data rate and has a long battery life in addition the
ZigBee networks are reliable and self-healing.
4. 3. 3. IoT Weather Monitoring System
Weather monitoring considered as one of the most important process and required to to
maintain the healthy growth in crops and to ensure the safe working environment in industries,
transportations and other aspects. Due to rapid technological revolution, the process of reading
the environmental parameters became easier with sensors and electronic devices. In weather
monitoring systems, different parameters like time, date, temperature, humidity, barometric
pressure and trend, wind direction and speed, rainfall amount, and weather forecast are all can
by analyzed and exchanged from/to weather database systems through internet.
Many technologies are used in order to monitoring weather status, such technologies like
satellite, radar and wireless sensors. By means of connecting all these technologies together
through internet, based on IoT features, weather monitoring information will be fast, easy and
efficient in processing and weather status prediction.
Weather based information System using IoT is able to interact with cloud computing
data come from sensors that deployed in the real environment placed in different locations, and
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the measurements flow from several sensors to support decision making. Typical system as
shown in figure 11 has an efficacy in collecting, storing, processing and management of data.
The system may consist of sensor technology for collecting the data from different locations.
The data consists of temperature, humidity, precipitation, rainfall, and wind speed data.
Weather data of distinct places are collected or acquired using the sensors deployed at distinct
time and frequent intervals. These measures are stored in a platform that helps in processing
and management that is cloud platform. Sensor networks promise to enable an entirely new
class of distributed monitoring applications. For this promise the networks should be integrated
with many techniques including signal processing, networking and protocols, database and
information management and distributed algorithms. Information processing in sensor
networks is the main theme that binds all these components together and dictates how they must
interact. And the Internet played a key part of sensor networks in addition to Cloud computing,
IoT becomes extremely useful when the heavy computationally intensive work like data
analytics needs to be done from various types of sensors data.

Figure 11. Weather Monitoring System Based IoT
Modern weather monitoring systems today are based on wireless technology consist of
many monitoring bases stations. The base stations consist of different types of sensing units
such as temperature measurement, Humidity measurement, Atmospheric pressure
measurement, Air quality measurement, Rainfall measurement, Wind speed and wind direction
measurement. The base stations also may consist of processor for analysis the information in
addition to display unit to indicate the status of deferent weather aspects see figure 6 below.
Weather monitoring stations may connected together and extended through networks and by
enabling these stations to connect with the internet, it will be easier to share the weather
information with any other environment monitoring systems or to any monitoring center
making intelligent building systems through the use of Internet of things (IoT) to achieve the
concept of Smart environment
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Automobile weather monitoring based IoT applications and traffic maintenance became
a most using area of automation. The weather monitoring devices in a vehicle should be
connected to a cloud to update the car health within a period of time. By connecting the vehicles
and traffic signaling systems to the internet, people can easily update with the weather status to
help them in travelling to avoid dangerous weather environment such as fog and heavy rains.
Weather monitoring based IoT systems will collect data from other vehicles on that same road.
The vehicles will wirelessly transmit road condition and weather data. Vehicles' data points will
include barometric pressure, air temperature, windshield wiper settings, and vehicle stability
control, or the amount of differential rotation between wheels indicating slippery conditions.
There will be data about the amount of sun and headlight status, among other metrics. All this
data will be collected by the sensors that under support the Internet of Things, such sensors is
for Temperature, pressure, moisture and light sensors as well as motion sensors such as
accelerometers and gyroscopes. Many of these sensors are already in your cellphones and will
soon to be just about everywhere. This means weather measurements will also be everywhere,
and this will improve the precision of weather condition reports and forecasting.
4. 3. 4. Weather Data Quality Control Management
The quality control of automatic observation data in weather monitoring is essential to
provide the user with accurate observational information. This is important not only in obtaining
accurate data but also for monitoring the operation of the observing system. When an abnormal
observation is reported, the cause should be identified and any maintenance/calibration required
should be carried out as soon as possible. An automatic weather observing system usually has
a built-in self-checking diagnosis function for each observation element, and the real time
system can report related information immediately. Other methods of quality control include
comparing observed values with those at neighboring stations with analyzed values based on
numerical analysis, and with statistically analyzed values to identify short- and long-term
variations that cannot be detected by ordinary quality control procedures. Sensors should be
compared and calibrated against travelling standards at regular intervals as with Conventional
stations to ensure performance. If deviations beyond the allowable limit are detected, the sensor
should be calibrated against the working standard at a calibration laboratory. In addition to the
calibration of the sensors and equipment for data acquisition and transmission, signal condition
modules in particular must be calibrated at regular intervals with more accurate measuring
instruments or data acquisition systems so that their electronic characteristics including electric
current, voltage, capacitance and resistance lie within the prescribed ranges.
4. 4. Radiation Monitoring
Radiation monitoring is considered as a significant measurement process due to the
danger of the radiations in radiated areas such as nuclear installations, industrial facilities, and
military sites, in addition to monitoring by research centers, university laboratories and
hospitals. To integrate the collected data from these areas there is the clear need of reliable
radiation monitoring systems, which offer high sensitivity, are continuously active, easily
deployable, easy to operate, and produce standardized, easy to analyze data. Modern radiation
monitoring systems must operate automatically without any intervention and with minimal
maintenance. The system must integrate appropriate data transmission facilities for example
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GSM, Wi-Fi, RF to facilitate the exchange of monitored data between different database
systems through internet, and by the availability of radiation sensors and micro-controllers,
memories, together with new developments in the fields of wireless communication such
LPWAN, low power microelectronics and efficient batteries, make possible building a practical,
fully automated and remotely controlled network of radiation sensors , and with the ability of
the internet services may possible to develop a new network of smart radiation sensors is
perfectly following the powerful trends in the new technological features, as the concept of the
Internet of Things (IoT).
4. 4. 1. Radiation Monitoring Measurements
Radiation activity is one of the most important environmental conservation practices to
preserve the environment. The most important radiation monitoring aspects and conditions are;
External dose rate or dose; Airborne radionuclide concentrations; Deposition measurements;
Foodstuff and environmental contamination measurements and Individual dose measurements.
Where radiation changes are monitored to ensure the health of humans and other organisms.
The monitoring is generally divided in two parts, global monitoring undertaken of land beyond
the core activity, and close monitoring for careful monitoring of sites where activity is taking
place. Practically, the radiological monitoring of the territory, which deals with the level of both
artificial and natural radioactivity, is conducted in a continuous way using automatic measuring
networks and in an intermittent way, via periodic sample taking and analysis. There are many
systems that are used to measure the level of radiation that is used by international monitoring
institutions, which monitors the radiation either automatically or semi-automatic using
distributed sensors. Mobile systems also provide continuous monitoring of the radiation level
by receiving daily radiation rates from the radiation monitoring systems through services that
can be provided via the Internet as in several countries.
4. 4. 2. Radiation Monitoring Based IoT
Radiation monitoring is performed daily in many countries, which are known to have a
high radiation rate. Monitoring is carried out from several sources as mentioned previously,
such as research centers, nuclear facilities, and university laboratories, industrial and military
sites. Different radiation systems are used to measure radiation levels. These systems are
characterized by continuity of operation, ease of recording and analysis of data without
interference and monitoring. The devices used must be connected to a network that transfers
data to high sensitivity systems in a rapid manner. The use of Low Power Wide Area Networks
(LPWAN) as LoRa and Sigfox provide a practical way to transfer a limited amount of data over
long distances with minimal power consumption. It is a fast-developing technology quite
interesting for our application.
Evolution in communication systems, networks and software has played a major role in
the development of radiation monitoring systems. Where it is possible to provide systems that
work on effective radiation monitoring and control of different radiation using a smart
environment that monitors and adjust all levels of radiation using sophisticated sensors and
various software to create a system to monitor the environmental changes that affect the
environment. These systems can be integrated with other systems through the Internet to design
a new technology for monitoring the activity of radiation in a smart way and can provide the
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process of linking the radiation systems as the Internet of things (IoT) to avoid several
environmental disasters through the early alarm for both government agencies and facilities,
along with the population with the provision of instructions Via the Internet to avoid exposure
to radiation degrees can be fatal to humans or plants and animals. In today’s world many
radiation monitoring systems based IoT are designed by considering different environmental
parameters. The system may consist of many devices such sensors, ZigBee modules, RFID tags,
mobile phones or WSN measuring nodes as shown in Figure 12 below.

Figure 12. Radiation monitoring IoT system
Sensors and other monitoring devices may directly have connected to the moving nodes
placed in suspected areas. The RFID may use to storing and retrieving data through
electromagnetic transmission to an RF compatible integrated circuit to track radiated items.
Mobile phones that are enabled with sensors are used for impact on social including how mobile
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technology has to be used for environmental protecting, sensing and to influence just-in-time
information to make movements and actions environmentally friendly. A Wireless Sensor
Network is capable to collecting, storing, processing environmental information, and
communicating with neighboring nodes to the gateway which acts as the network coordinator
in charge of node authentication, message buffering where can collect, process, analyze, and
present the measurement data. A server is acting as an interface between the monitoring system
and the internet applications. The services or information in the servers are provided through
the Internet that are connected through LAN and made available for users via smart phones,
web browser or other web browser devices to make the system more intelligent, adaptable and
efficient. This system may also have integrated to other IoT systems to obtain smart
environmental system.
4. 5. Chemical Leakage
Water for human body is more important and it must be kept clear and healthy. World
water are suffering from chemical leakage due to many irresponsible behaviors and of course
millions of animals in a sea water or Nile’s and population could be in danger and extinct
because of water pollution by waste and chemical leakage. This leakage required a means of
real time control to overcome the problem of water pollution. Sine world is rapid advancements
in field of industrialization, many chemical plants are dealing with many kinds of chemicals,
some of them is simple and non-hazardous chemicals and some other could be a hazardous
material. The leakage of chemical material may be occurred due to chemical industries such
involved in large chemical plants like boilers or leakage due to bad storing and transporting.
The chemical leakage may cause many types of problems such are, explosion, irritation to eyes,
pollution or poisoning of air, water or impact on vegetation and animals including sea animals.
In addition, chemical leakage present other challenges and may cause damage to storage
facilities and danger to employees. The petroleum ships overseas are also adding a danger effect
against sea life in case of accidents or by any way of propose that make chemical material
leakage happened. Medical factories and other factories related to chemical industries also
adding a value of wasted chemical martials which will affect the planet, animals and human
life. All these actions should be controlled to reduce the degree of pollution occurred by
chemical leakage.
4. 5. 1. IoT for Chemical Leakage
In industry, the promise of IoT applications lies not with managing existing assets, supply
chains, or customer relationships but, rather, in creating new value in information about all these
issues. The Internet of Things (IoT), which basically integrates sensing, communications, and
analytics capabilities, has been deployed in many fields, and widespread adopted. For industrial
aspects, IoT’s promise lies not in helping factories directly manage their existing assets, supply
chains, or customer relationships but the IoT technology creates an entirely new asset for
businesses.
During the past five decades, it has developed or applied an array of cutting-edge
advances, including geophones, robots, satellites, and advanced workflow solutions. However,
these technologies primarily function at an asset level, or they are not integrated across
disciplines or do not incorporate business information. For chemical leakage from everywhere
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resources, IoT will promises and guarantee in helping to overcome the problems of chemical
leakage by monitoring the probable resources leakage and manage the operations of eliminate
the leakage.
For example, stations to monitoring oil spill from ships or factories and other stations that
measure the degree of other chemical material leakage connected to internet for information
exchange will manage and ensure a low chemical leakage and will provide a good operation
management to overcome the problem of any chemical leakage occurred.
4. 5. 2. Chemical Monitoring and Tracking system
Many researches are focusing nowadays on safety management system for monitoring
and tracking hazardous chemicals to protect the environment and people's health. Any human
life resources like water, animal, vegetables, sea lives may be affected by any types of chemical
leakage due to irresponsible activities with hazardous chemicals. By deploying the IoT
technology for monitoring the operation of any hazardous chemical the degree of critical
situation in human life will be decreased to save life and environment. Many applications have
been proposed for monitoring and tracking chemicals activities. For example, Santos et al have
developed a web-based monitoring system integrated with sensor networks to manage the
chemicals and hazardous waste.
The monitoring system is able to track individual chemical bottles and monitor storage
state and it is suitable for static storage. An application of integration the IoT with cloud
computing can be used which presented a monitoring and tracking system based on software as
a service (SaaS) for logistics vehicles in combines global positioning technology and wireless
sensor networks to locate position and monitor state of vehicles motion. However, for storage
and transportation of hazardous chemicals, the traditional monitoring and tracking system
should be investigated further. Not only information of vehicles location and state of vehicles
motion but also state of hazardous chemicals and storage environment should be fed back to
the remote monitoring center in real time.
A new method for the storage and transportation of hazardous chemicals can be handled
by a network microsystem for real-time monitoring and tracking of hazardous chemicals leak
detection based on technologies such as microelectromechanical systems (MEMS) sensors,
integrated testing and control, wireless sensor networks, network communication, and
information and data processing, to realize remote real-time monitoring and tracking of the
entire process of production, storage, transportation, and usage of hazardous chemicals. The
system includes source monitoring and tracking systems for both mobile and fixed hazardous
chemicals.
The system to track and monitor mobile sources of hazardous chemicals synthetically
integrates various microsensors including those for MEMS pressure, level, acceleration,
inclination, temperature, humidity, and gas leaks. In addition, in order to achieve a real-time
monitoring system for tank containers and transport ships, a series of sensors, alarms, and
electronic communication systems were designed for various security risks in the transportation
of hazardous chemicals. To achieve real-time monitoring and tracking of hazardous chemicals
throughout the entire course of transport, we used GPS/GPRS and satellite communications.
The system monitors the main parameters of hazardous chemicals such as the medium state of
pressure, level, temperature, the transport carrier state like collision, overturning and the media
such composition, leakage, grade.
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4. 6. Waste Management
A big challenge in the urban cities is that of waste management as there is a rapid growth
in the rate of urbanization and thus there is a need of sustainable urban development plans.
Smart waste management system is a system that gives prior information of the status of the
bin to the municipality so that they can clean the bin on time and safeguard the environment.
waste management technology by IoT concept is one of the most important applications of IoT
as solution for problem waste, the technology idea is to integrate the monitoring waste system
with the internet to alarm and inform the authorized person when the garbage bin is about to
fill. Then messaging may be used to send to the authorized person to collect the garbage from
the particular area. The authorized person able to send the message from his web application to
the garbage collectors by sending a SMS. This system can maintain a dry waste and a wet waste
separately help to reduce the overflow of the garbage bin and thus keeping the environment
clean.
4. 6. 1. Smart Waste Collection
There is a growing awareness among city leaders of the potential benefits of multiapplication approaches to the deployment of smart city infrastructure. At the heart of this
transformation is IoT technology that connects a range of intelligent sensors and devices to
monitor and automate city operations. Areas where technology is having the greatest impact
include street lighting, public safety, traffic systems and waste collection. Some companies like
Cisco formed a partnership agreement to deploy the IoT City Digital Platform in countries. This
initiative includes intelligent waste monitoring for which Smart Bin has deployed its sensors to
a range of waste and recycling containers integrated with the City Digital Platform. In addition,
lamp posts and traffic lights have been equipped with sensors that send data to the control
console at the town hall. The Sunshine Coast Council in Australia also partnered with Cisco
and Telstra to develop a Smart City Framework in 2014, and the application services including
waste management. Another example of an integrated smart waste collection solution is the
solar-powered waste bin equipped with Wi-Fi unit. While many smart city initiatives propose
to provide public Wi-Fi hotspots, it can be expensive to lease areas to host the equipment.
However, with Wi-Fi-enabled smart bins, cities can run access points by using the solar energy
already collected by the bin. For example, 10 solar-powered Big belly bins with Wi-Fi units
were installed in Sharjah, United Arab Emirates. The plan is to deploy several hundreds of these
smart bins to achieve sustainability goals. Today main issue for pollution is Garbage Overflow.
It creates unhygienic condition for the people and creates bad smell around the surroundings
this leads in spreading some deadly diseases & human illness.
The Internet of Things (IoT) is a concept in which surrounding objects are connected
through wired and wireless networks without user intervention. Objects communicate and
exchange information. By this means the implementation of smart waste collection system will
adding a great value in smart cities projects by design multiple dustbins located throughout the
city or the and provide them with a sensor which helps in tracking the level and weight of the
garbage bins and with adding a unique ID for every dustbin in the city so that it is easy to
identify which garbage bin is full. In case of the level and weight of the bin reaches the threshold
limit, the device will transmit the reading along with the unique ID provided. In order to avoid
the decaying smell around the bin harm-less chemical sprinkler may use which will sprinkle

-38-

World Scientific News 134(1) (2019) 1-51
the chemical as soon as the smell sensors detect the decaying smell. Once the bins are full then
user will not be able to access the bins. In such circumstances the bin displays the direction of
the nearby bins on LCD display also generate the voice messages if the user places the waste
on the floor (see Figure 13). The status of the bin accessed by the concerned authorities from
their place with the help of Internet and an immediate action will be taken to replace
overflowing bins with the empty bins.

Figure 13. Smart Waste IoT System
This would overcome the connectivity issues in remote areas. These slave dustbins
communicate their information with their corresponding master dustbins. Each master dustbin
shall be equipped with a micro-controller. Each of the dustbins may equipped by 3 types of
sensors one for Level sensor to provide continuous information of level of dustbin filled. On
reaching a threshold, an alert need to be generated for the collection of garbage. The second is
Humidity sensor to provide information related to the presence of wet waste in the dry waste
bin. The third is load cell to provide information related to the weight of the garbage in the
dustbin. The information from master bins will be continuously streamed to the cloud using WiFi module integrated with the micro-controller. Other example is a Smart Garbage System
(SGS) proposed to reduce the amount of food waste. The system exchange information with
each other using wireless mesh networks, and a router and server collect and analyses the
information for service provisioning and been operated as pilot project in Gangnam district. By
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using this system, the average amount of food waste could be reduced by 33%. This system
may perform good tasks to manage the waste collection based on smart city. The network of
sensors enabled smart bins connected through the cellular network generates a large amount of
data, which is further analyzed and visualized at real time to gain insights about the status of
waste around the city. On the other hand, the concept of use the IoT components such as RFIDs,
sensors, cameras and actuators for efficient waste collection to have decision Support service
for efficient waste collection in Smart Cities. The system handles ineffective waste collection
by incorporates a model for data staring between truck drivers on real time and dynamic route
optimization that allows the waste management to monitor based on the level of the garbage
depth inside the dustbin.
4. 6. 2. Automatic Waste Management System
One of the main concerns with our environment has been solid waste management which
in addition to disturbing the balance of the environment also has adverse effects on the health
of the society. Solid wastes arise from human and animal activities that are normally discarded
as useless or unwanted. In other words, solid wastes may be defined as the organic and inorganic
waste materials produced by various activities of the society and which have lost their value to
the first user. The domestic waste products are collected through waste bin at a common place
at a particular spot for an area/street. A major difficult task is that checking process of waste
bins for the collection of wastes. The detection, monitoring and management of wastes is one
of the primary problems of the present era. The traditional way of manually monitoring the
wastes in waste bins is a complex, cumbersome process and utilizes more human effort, time
and cost which is not compatible with the present-day technologies in any way.
Radio frequency identification (RFID) is one of the most promising and anticipated
technologies in recent years. By using radio frequency (RF) identification and web support
waste management operation will be handled automatically though the internet. Adil Bashir et
al, proposed a solution for automatic waste management. The proposed system provides a novel
approach in handling and disposing off the day to day solid wastes in an efficient and easy way.
It consists of four main subsystems namely Smart Trash System (STS), Local Base Station
(LBS), Smart Vehicle System (SVS) and Smart Monitoring and Controlling Hut (SMCH). The
proposed system would be able to automate the solid waste monitoring process and
management of the overall collection process. The technologies that would be used are good
enough to ensure the practical and perfect for solid waste collection process monitoring and
management for green environment. The system is a step forward towards making the waste
collection process automatic and efficient in nature. Whenever the waste bin gets filled this is
acknowledged by placing a RF transmitter at the waste bin, which transmits it to the receiver at
the desired place in the area or spot. The received signal indicates the waste bin status at the
monitoring and controlling system. The new method is for managing the wastes in an efficient
way in order to reduce the improper utilization of valuable resources like human effort, time
and cost.
A.

Smart Trash System

Smart Trash System embodies an electronic device known as Smart Trash Bin, which
consists of Sensors and a Radio Frequency (RF) transmitter. The sensors sense the waste status
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being collected by the Smart Trash Bin. Two types of sensors are used in the Smart Trash Bin.
The first one is a Load sensor which is used to sense the load of the waste in the smart trash bin
and the second one is an IR proximity sensor whose function is to detect the level of the waste
in the smart trash bin.
There are two IR sensors, one placed at the middle of the Smart Trash Bin and the second
is placed near the top of the Smart Trash Bin. The use of two IR proximity sensors makes the
decisions more reliable and exact. As shown in the diagram below, the RF signal is transmitted
only when all the sensors are in a high state. Whenever the Smart Trash Bin is filled up to the
specified load and level, the sensors get activated and it generates a signal that is transmitted
by the RF transmitter fitted in the Smart Trash Bin. The signal transmitted by the RF transmitter
is received by the RF receiver which is present at the local base station. After receiving the
signal, the local base station decodes the trash bin location and accordingly sends a signal to
the smart monitoring and controlling hut which sends signal to Smart vehicular system about
the location of the trash bin. The monitoring and controlling hut in addition to the site of bin
also sends the dumping site to the smart vehicular system.
B.

Smart Vehicle System

The Smart Vehicle System is web interlaced vehicle that continuously keeps track with
the monitoring and controlling hut about the status of the previous jobs that have been assigned
to it and constantly waits for the new task. The Smart vehicular system consists of a task profile
display. The new task of disposing a trash bin and all the relevant details about it are displayed
on the Pocket Pc present in the smart vehicle. The Smart Vehicle System after receiving all the
details of the bin site and the dumping site goes to the bin site and uses a robotic arm for
disposing specific trash bin. The robotic arm in the vehicle has a jaw shaped flanges that pick
the bin and pops out the waste in the vehicle’s waste holding container which has a large
capacity. After the completion of the task, the smart vehicle acknowledges the monitoring and
controlling hut. The vehicle then moves on to perform next task in the queue assigned to it by
the monitoring and controlling hut.
4. 7. Natural Disasters
Disaster management aims to mitigate the potential damage from the disasters, ensure
immediate and suitable assistance to the victims, and attain effective and rapid recovery. These
objectives require a planned and effective rescue operation post such disasters. Different types
of information about the impact of the disaster are, hence, required for planning an effective
and immediate relief operation. The IoT technology available today is quite mature and has the
potential to be very useful in disaster situations. For natural disaster there are requirements for
planning rescue operation by IoT based solution to cater the identiﬁed requirements. Disasters
cannot be predicted but the least that one can do is to be prepared for it. Relief operations after
disaster is much different and challenging when compared to aiding distributions done by the
government agencies under normal circumstances. Further, training by simulating disaster
situations is almost impossible due to the scale and magnitude of natural disasters. Technology
has its own limitations but has the potential to aid in relief operations planning, management
and analysis of after-effects for long term disaster management. The IoT technology available
today is quite mature and has the potential to be very useful in disaster situations. Disaster
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management planning depends heavily on the topology, climatic conditions, habitat etc. of the
area as well as on the available resources of the machinery. Many researchers were worked to
design new technology by the concept of IoT to build disaster management systems.
The society, in general, must be trained to handle and help each other in case of natural
disaster scenarios. If inputs from various sections of society are taken and incorporated in
proper planning of preparedness and relief operations. Inputs from the society in combination
with the use of IoT technology can help in proper planning to handle disaster management in
countries. The dynamic nature of the requirements and environment during are life operation
emphasizes upon the ability to make efﬁcient and precise decisions in minimal time. The IoT
technology, having the potential for communicating instantaneous information updates, can be
a key player for realizing dynamic workﬂow adaptations. natural disaster management systems
based on IoT are very important technology as a past of smart cities, which will save human
life and money since government agencies are spending money for creating awareness by
advertisements, the IoT based systems are important to be implemented to reduce the
percentage of danger situations in natural disaster. IoT based system for natural disaster
monitoring and management may include different monitoring systems integrated together with
disaster management unit for decision making. The natural disaster system based IoT may
consists of many types of environmental sensors to measure different environmental aspects
such as humidity, temperature, air gases, weather situations, wind speed, sea and river water
levels to avoid many probable disasters like forest fire, water floods, bad transportation and
accidents. By connecting all these monitoring systems with the decision-making unit, it will be
easier to manage the natural disaster situations. In addition, monitoring systems in chemical
and nuclear facilities should be integrated to the disaster management system to avoid any
problems from irresponsible activities.
4. 8. Agricultural Control
As the Internet of Things (IoT) has the capability to transform the world in more-efficient
industries, connected cars, and smarter cities. However, the application of technology like IoT
in agriculture could have the greatest impact. The global population is set to touch 9.6 billion
by 2050. So, to feed this much population, the farming industry must embrace IoT. Against the
challenges such as extreme weather conditions and rising climate change, and environmental
impact resulting from intensive farming practices, the demand for more food has to be met.
Smart farming based on IoT technologies will enable growers and farmers to reduce waste and
enhance productivity ranging from the quantity of fertilizer utilized to the number of journeys
the farm vehicles have made. Smart farming is a technology system of growing food cleanly
and sustainable for the masses.
In IoT-based smart farming, a system is built for monitoring the crop field with the help
of sensors for light, humidity, temperature, soil moisture and automating the irrigation system.
The farmers can monitor the field conditions from anywhere. IoT-based smart farming is highly
efficient when compared with the conventional approach. The applications of IoT-based smart
farming not only target conventional, large farming operations, but could also be new levers to
uplift other growing or common trends in agricultural like organic farming, family farming like
complex or small spaces, particular cattle and/or cultures, preservation of particular or highquality varieties. In terms of environmental issues, IoT-based smart farming can provide great
benefits including more efficient water usage, or optimization of inputs and treatments.
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4. 8. 1. Precision Agriculture
Precision farming can be thought of as anything that makes the farming practice more
controlled and accurate when it comes to raising livestock and growing of crops. In this
approach of farm management, a key component is the use of IT and various items like sensors,
control systems, robotics, autonomous vehicles, automated hardware, variable rate technology,
and so on. The adoption of access to high-speed internet, mobile devices, and reliable, low-cost
satellites for imagery and positioning by the manufacturer are few key technologies
characterizing the precision agriculture trend. Precision agriculture is one of the most famous
applications of IoT in the agricultural sector and numerous organizations are leveraging this
technique around the world. Crop Metrics is a precision agriculture organization focused on
ultra-modern agronomic solutions while specializing in the management of precision irrigation.
The products and services of Crop Metrics include Variable Rate Irrigation (VRI) optimization,
soil moisture probes, virtual optimizer PRO, and so on. VRI optimization maximizes
profitability on irrigated crop fields with topography or soil variability, improve yields, and
increases water use efficiency. The soil moisture probe technology provides complete in-season
local agronomy support, and recommendations to optimize water use efficiency. The virtual
optimizer PRO combines various technologies for water management into one central, cloud
based, and powerful location designed for consultants and growers to take advantage of the
benefits in precision irrigation via a simplified interface.
Technology has changed over time and agricultural drones are a very good example of
this. Today, agriculture is one of the major industries to incorporate drones. Drones are being
used in agriculture in order to enhance various agricultural practices. The ways ground-based
and aerial based drones are being used in agriculture are crop health assessment, irrigation, crop
monitoring, crop spraying, planting, and soil and field analysis. The major benefits of using
drones include crop health imaging, integrated GIS mapping, ease of use, saves time, and the
potential to increase yields. With strategy and planning based on real-time data collection and
processing, the drone technology will give a high-tech makeover to the agriculture industry.
From the drone data, it can draw insights regarding plant health indices, plant counting and
yield prediction, plant height measurement, canopy cover mapping, field water poising
mapping, scouting reports, stockpile measuring, chlorophyll measurement, nitrogen content in
wheat, drainage mapping, weed pressure mapping, and so on. The drone collects multispectral,
thermal, and visual imagery during the flight and then lands in the same location it took off.
4. 8. 2. Livestock Monitoring
Large farm owners can utilize wireless IoT applications to collect data regarding the
location, well-being, and health of their cattle. This information helps them in identifying
animals that are sick so they can be separated from the herd, thereby preventing the spread of
disease. It also lowers labor costs as ranchers can locate their cattle with the help of IoT based
sensors. Greenhouse farming is a methodology that helps in enhancing the yield of vegetables,
fruits, crops etc. Greenhouses control the environmental parameters through manual
intervention or a proportional control mechanism. As manual intervention results in production
loss, energy loss, and labor cost, these methods are less effective. A smart greenhouse can be
designed with the help of IoT; this design intelligently monitors as well as controls the climate,
eliminating the need for manual intervention. For controlling the environment in a smart
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greenhouse, different sensors that measure the environmental parameters according to the plant
requirement are used. We can create a cloud server for remotely accessing the system when it
is connected using IoT. This eliminates the need for constant manual monitoring. Inside the
greenhouse, the cloud server also enables data processing and applies a control action. This
design provides cost-effective and optimal solutions to the farmers with minimal manual
intervention. New technology in agriculture management is to builds modern and affordable
greenhouses by using solar powered IoT sensors. With these sensors, the greenhouse state and
water consumption can be monitored via SMS alerts to the farmer with an online portal.
Automatic Irrigation is carried out in these greenhouses. The IoT sensors in the greenhouse
provide information on the light levels, pressure, humidity, and temperature. These sensors can
control the actuators automatically to open a window, turn on lights, control any home
machines, through a Wi-Fi signal.
5. Smart Environment Based IoT Applications Challenges
Nowadays, the use of digital devices and machine around the world has exceed the
expectations and expanding at rapid rate. In addition to the digital expansion, internet has
become related to every aspect of life and being closely to our personal details, and impacted
every part of our lives including homes, offices, cars and even now on our bodies. This
technology has not attracted only consumer-oriented industry and research groups but also to
every environment around us in more digitizing phenomenon that deals with the IoT which
means more connected people, more connected devices and machines which means possibly
more attack and more possibilities for a cyber hacker to attack us. This has to be taken care of
very seriously otherwise we'll soon be facing an inevitable disaster.
In the next years, IoT will generates massive data known idiomatically as big data, Cisco
predicted that by the end of this year 2019, IoT will generate 507.5 Zeta bytes globally since
2014 which means that will be greater than data being transmitted to the data centers for end
user device by more than 200 times. The expectations of EMC/IDC are saying that IoT devices
share 2% of the global data and will be raise up to 10% by the 2020. This huge warehouse that
stores Internet data can be a target for hackers from companies and industry owners who rely
directly or indirectly on customer and consumer data to make more profits. Where massive data
breaches and data thefts have occurred in recent times and there is an urgent need to make more
efforts to secure data on IoT to ensure the privacy of consumers and the functions of companies
and institutions. Internet environment things deliver enormous benefits to the community by
integrating many business sectors and government services by connecting many devices and
sensors. However, this smart environment can face challenges and issues related to the
following factors.
A. Definition and Identification: In smart environment several thousands of devices and
objects can be connected by the IoT for different services. Each of these object needs to be
uniquely identified over the network by a dynamic mechanism of object naming and
identification to manage large number of devices connected.
B. Data Conversion: IoT data in smart environment applications are vary in nature and hence,
they cannot be transmitted via conventional network using internet. by using an effective
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methods of data conversion to be used for making the data compatible for further processing
by IoT based Information. In addition, many smart environments applications have different
identification technologies for devices and its essential to take necessary steps to take proper
privacy measures and preventing unauthorized access of devices.
C. Interoperability: In smart environments based IoT, devices and objects use their own
technologies and are heterogeneous in their functioning which may not be compatible to use
the same services of each other. Interoperability of all devices such as sensors and objects
should be considered in addition to standardization in order to manufacturing these devices and
objects.
D. Data encryption and Security: Data encryption and security are also a major concern in
the proposed smart environment. Encryption algorithms those use keys of longer in length
cannot be suitable for smart environment applications because the devices and objects are very
tiny and the heavy weight key exchange will prevent effective functioning, so a shorter length
key algorithm is recommended. Information of smart applications can be suffering from
different kinds of attacks that are trying to vital defecting to the devices and objects connected
to smart environment which is required a proper security mechanism against such attacks. In
addition to necessity to protect the devices and objects attached in the smart environment from
intruders’ access, physical damage and malfunctioning.
In environmental monitoring applications, there are some challenges to the design of
monitoring systems using the IoT in terms of technical and organizational issues, the market
for environment monitoring specially in water and waste monitoring is one of the difficulties
facing such systems. Some of the projects carried out by researchers in this field have found
that very few manufacturers provide sensors suitable and able in work for large-scale Internet
of things. This is due to the high prices of these systems or the low quality of the sensors.
However, the indicators show that a number of sensor manufacturers have already started
working on the development of Internet sensors at a reasonable cost and high reliability. The
second challenge is deals with how to organize and restrict the data exchange among institutions
whose are use the environmental resources and the management centers, in addition to
simplifying the use of data related to various digital solutions at all levels of the smart cities
management and facilitating their analysis to make effective decisions based on data received
from different smart city systems and institutions. There is a real need to streamline data
operations as well as to create multi-functional data platforms with the ability to connect to IoT
networks.
Connectivity and coverage are also effects on the performance of monitoring systems,
because of multiple sensors could monitor key of different environment parameters such as
weather temperature, wind speed, pH in water, humidity, sea water level, water turbidity, air
gases and oxygen, air toxic gases an so on, which are all requires a good wireless connectivity
with an efficient coverage for different kind of area environment. Low power multi sensor WSN
implementation can be used to handle such applications depending on developed remote water
quality monitoring system made up of a multi-hop self-organized wireless network such as
ZigBee to measure the mentioned parameters, with a control center to provide management and
data visualization services, in addition to ability of using internet to allow remote access to
monitoring data from anywhere, and at every time. Other wireless technologies can be used
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instead of Zigbee depending on the application parameters related to frequency used, range
capacity, data rate required, and network topology. Table 3 below shows the comparison
between WSN standards that can be used in build environmental monitoring system.
Table 3. A comparison of WSN standards.
Wireless
standards

Data rates
(kbps)

Network
topology

Frequency band
(MHz)

Range capability
(LoS)

Bluetooth

720

P2P and Star

2400

10 to 10 m

ZigBee

20, 40, 250

Star, Tree, mesh

868, 915, 2400

100 m

LoRaWAN

50

Star

868, 915

10 Km

SigFox

1

Star

868, 902

40 Km

In monitoring systems, the use of IoT technology requires the use of a WSN system based
on high reliability and security. Other considered issues in design such system is the energy
resources, since the complex and high functionality of some environment monitoring systems
will consume more power in processing and calculations, which is requires efficient ways in
power compensating. However, monitoring is a process of relative low complexity to require
the functionality of advanced microprocessors.
6. Opportunities, and Future Projects Directions
The IoT in smart environments leading to growth of IoT markets, because of growing
trends of smart devices, smart technologies and control. Many forecasting studies has been
taken in consideration to evaluate the IoT market growth. One of the IoT analytics studies
forecast that IoT market will see a growth of 30.7 billion devices by the end of 2020 and 75.4
billion devices till 2025 compared to 15.4 billion devices in 2015. IoT market in smart
environment will impact across all sectors, and will grow rapidly, in transport, security, and
surveillance, which are all based on IoT and cloud computing. IoT going to change the way of
connectivity for all and will be creating a life connected to the Internet. It expected that by 2020
world would have 20.6 billion connected technologies.
Figure 14 below explained the IoT segment and location of new IoT projects shared
globally different kinds of applications related to smart environment includes 1600 enterprise
IoT projects, 265 in connected industry, 367 in smart city environments, and 193 for connecting
buildings IoT projects. The Americas make up most of those projects (45%), followed by
Europe (35%), and Asia (16%). Internet of things (IoTs) plays an important role in everyday
life, since it becomes one of the most effective technology in everything related to human life,
beginning from our personal devices to the other environment aspects which exceed our
expectation and let everything’s around us under monitoring and control.
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Figure 14. Analysis of Different IoT Projects Related to Smart Environment in 2018
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The use of IoTs in monitoring and controlling devices and other systems is well known,
since people use the smart devices such as mobile phones or money machines that connected
to Internet to performs any kind of required operations, but now the IoT closed more to the
people activities by monitoring and control their environment as an intelligent way to preserve
both the human and surrounding environment for any physical changes or negative behavior
that can affect life.

7. Conclusion
In Smart environment, IoT can monitoring and control the environmental phenomena that
occurs on both water, air and predicted changes that can cause any problem for human, animal
and plants. In addition, IoT plays a major role management of the environment pollution, natural
and non-natural disaster, as well as controlling the management of vegetation in the
environment. The deployment of IoT in smart environment applications may facing different
challenges related to identifications, data management, security and Interoperability between
different kinds of environmental systems aspects. Although these difficulties, but it has more
opportunities to added impact to the IoT markets and sharing global future projects directions
in many environmental segments.
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