Avinashilingam
Institute for Home Science and Higher Education for Women

University
(Estd. u/s 3 of UGC Act 1956)
Coimbatore – 6410 4243, Tamil Nadu, India

UGC Sponsored
Two Day National Conference
on Internet of Things
th
18 and 19th February 2016

Organized by
Department of Computer Science
&
Department of Information Technology
Date : 18th & 19th February, 2016
Available online at www.worldscientificnews.com

World Scientific News 41 (2016) 1-304

Editor-in-Chief
Prof. Tadeusz Hryniewicz
Koszalin University of Technology
Koszalin
Poland

Publishing Editor
Dr. Tomasz Borowski
Scientific Publishing House „DARWIN”
Poland

Organizing Team
Avinashilingam Institute for Home Science and Higher Education for Women,
Coimbatore, India

Dr. G. Padmavathi
Professor & Head
Department of Computer Science
India
Dr. D. Shanmugapriya
Assistant Professor and Head i/c
Department of Information Technology
India
Dr. N. Valliammal
Assistant Professor (SS)
Department of Computer Science
India
Dr. G. Geetha
Senior Technical Assistant
Department of Computer Science
India
Ms. C. J. Kabila Kandhasamy
Assistant Professor
Department of Information Technology
India

-2-

World Scientific News 41 (2016) 1-304

UGC SPONSORED TWO DAY CONFERENCE ON INTERNET OF THINGS
18th and 19th February 2016

Advisory Team
Dr. B. Ramani
Executive Director
CDAC
Trivanandapuram
India
Dr. Anand Paul
Associate Professor
The School of Computer Science and Engineering
Kyungpook National University
South Korea
Dr. Shamala Subramaniam
Professor,
University Putra
Malaysia
Dr. Newlin Rajkumar
Assistant Professor
Anna University, Regional Centre
Coimbatore
India
Mr. S. Sriram
Chief Architect
PAYODA Technologies
Tidel Park, Coimbatore IT Park Road
Coimbatore
India
Mr. R. Ravi Kumar
District Informatics Officer
Government of India
Ministry of Communications and Information Technology
National Informatics Centre
Coimbatore
India

-3-

World Scientific News 41 (2016) 1-304

Mr. S. Ravichandran
Advisor, Data Security Council of India
AES Technologies
Coimbatore
India
Dr. T. Devi
Professor,
Department of Computer Applications,
Bharathiyar University
Coimbatore
India
Dr. Latha Parameswaran
Professor and Chairperson
Department of Computer Science and Engineering
Amrita School of Engineering
Amrita Vishwa Vidyapeetham
Coimbatore
India
Mr. Senthil Ramalingam
Product Development Team
Cognizant Technologies and Solutions
Coimbatore
India
Ms. Shobha Sampath
Deputy General Manager
Ramco Systems
Chennai
India
Ms. Barani Shaju
Technical Consultant
Robert Bosch Engineering solutions Limited
Coimbatore
India
Mr. S. Prashanth
Executive Director
Quadra systems net India P Ltd
Coimbatore
India

-4-

World Scientific News 41 (2016) 1-304

Table of Contents

1.

Challenges in Integrating Wireless Sensor Network and Internet of Things for
Environmental Monitoring
S. R. Vijayalakshmi, S. Muruganand …………………………………………………8

2.

A Cloud Platform for the Internet of Things
K. Swarnalatha, Supriya N. Alankar, Y. Bhagyalakshmi …………………………….16

3.

Wireless Sensor Based Health Monitoring System for Co-Morbid Patient
D. Priyanka, A. Saranya, S. Selva Priyanka, S. Vinothini, M. Janani, S. Sangeetha …28

4.

An Approach to Secure Communication in IoT (Internet of Things)
G. F. Ali Ahammed, Reshma Banu, Nasreen Fathima ………………………………..33

5.

Web Based Architecture for Internet of Things Using GSM for Implementation of
Smart Home Applications
K. Swarnalatha, Amreen Saba, Asfiya Muhammadi Basheer, P. S. Ramya ………….40

6.

Cloud Computing and its Security Perspectives
M. Newlin Rajkumar, V. Venkatesa Kumar ………………………………………….51

7.

IoT and Big Data Towards a Smart City
Anand Paul ……………………………………………………………………………54

8.

Processing Big Data Collected from IoT and Provisioning Sources
S. Sriram ………………………………………………………………………………65

9.

A Survey on Resource Provisioning Heuristics
M. Gowthami, V. Suganya ……………………………………………………………69

10. Social Internet of Things
S. Geetha ……………………………………………………………………………...76
11. A Survey on Privacy Preserving Data Mining
S. Bharanya, P. Amudha ……………………………………………………………...82
12. Information Retrieval System for Internet of Things: A survey
C. Indhu, S. Sivakumar, R. Praveena Priyadharsini …………………………………………..91

13. Study: Protocols and Challenging Issues in IoT
G. Bhavani, S. Sangeetha, S. Sivakumari …………………………………………….98
14. Anti-Spoofing Method: A Survey on Biometric Face Recognition
M. Saranya, P. Amudha ……………………………………………………………..107
15. A Study on Technologies User for implementation of Internet of Things
K. S. Sindhu, M. Aasha, S. Sivakumari ……………………………………………114
16. Identity-based Encryption for device-to-device Security in IOT Environments
S. Mohana, T. K. S. Lakshmi Priya ………………………………………………....120

-5-

World Scientific News 41 (2016) 1-304

17. Scheduling Based Wireless Sensor Networks Integrated with IoT Environment
N. Mahendran ……………………………………………………………………….131
18. GIS Enabled Internet of Things (IoT) Applications: An Overview
R. Vishnu Priya, S. Sivaranjani, S. Sivakumari …………………………………….143
19. The Internet of Things - A Survey
S. K. Anithaa, S. Arunaa, M. Dheepthika, S. Kalaivani, M. Nagammai, M. Aasha, S.
Sivakumari ………………………………………………………………………….150
20. A Survey on Internet of Things Architecture
T. Nandhini, M. Sajitha Parveen, B. Kalpana ……………………………………....159
21. Going Green with IoT for Smart World - An Overview
N. Sanfia Sehnaz, L. Hemalatha, M. C. S. Geetha, I. Elizabeth Shanthi …………...167
22. A Survey on Big Data and Internet of Things
Bhuvaneswari Ragothaman, M. Surya Prabha, Elsa Jose, B. Sarojini ……………...174
23. Applications and Challenges of IOT: Perspective Approach
M. Umadevi, M. Devapriya ………………………………………………………..180
24. Surveillance and sequestration Issues of Internet of Things (SSIoT)
Reshma Banu, Ayesha Taranum …………………………………………………....185
25. Topology Based Routing Protocols in Vehicular Ad-Hoc Networks (VANET)
M. Newlin Rajkumar, M. Nithya, P. Hemalatha, R. Rajeswari …………………….200
26. Reversible Data Hiding with QR Code Application
V. Revathi …………………………………………………………………………..208
27. Security Requirements and Mechanisms in Vehicular Ad-Hoc Networks (VANET)
M. Newlin Rajkumar, M. Nithya, M. Krithika ……………………………………..214
28. Automatic Efficient Accident Detection and Emergency System Using Smart Phones:
(Accelerometer Sensor)
M. Newlin Rajkumar, P. Hemalatha ………………………………………………..223
29. Internet of Things – An Overview
Ms. Sujithra, G. Padmavathi ………………………………………………………..227
30. IOT Security Challenges and Issues – An Overview
Ms. Sujithra, G. Padmavathi ………………………………………………………..232
31. A Study on Denial of Service Attacks in Cluster Based Web Servers
A. Poornima, D. Maheshwari ………………………………………………………240
32. Fast Data Collection in Tree-Based Wireless Sensor Networks
B. M. Parashiva Murthy, K. Tanuja, M. Rakshitha, S. Supretha …………………...248
33. Analyse the Metrological Data Using Data Mining Technique
P. Vanitha, M. Mayilvaganan ……………………………………………………....256
34. High Speed Data Streams Using Data Mining Techniques
R. Sangeetha ………………………………………………………………………..264
-6-

World Scientific News 41 (2016) 1-304

35. Exploiting Dynamic Resource Allocation
G. S. Geethamani, Dr. M. Mayilvaganan ……………………………………….....270
36. IoT & WSN based Smart Precision Agriculture
M. M. Jayashree, S. Sangeetha ……………………………………………….........277
37. A Review on Data Mining Algorithms for Internet of Things
M. Bhuvaneswari, K. Merlin Jeba, V. Srividhya …………………………………..283
38. Brewing Heterogeneous Devices for Monitoring Cerebrovascular Oxygenation
G. Geetha, S. N. Geethalakshmi, D. Mathivadhani ………………………………..291
39. Impact of Internet of Things on Future of Education - An Overview
N. Valliamal, V. Srividhya …………………………………………………………296
40. Mobility Management for Internet of Things
S. Shamala, Adnan J. Jabir ………………………………………………………....302

-7-

World Scientific News 41 (2016) 1-304

WSN 41 (2016) 8-15

EISSN 2392-2192

Challenges in Integrating Wireless Sensor Network
and Internet of Things for Environmental Monitoring
S. R. Vijayalakshmi* & S. Muruganand
Department of Electronics and Instrumentation, Bharathiar University,
Coimbatore - 641046, Tamil Nadu, India

*E-mail address: srvijisiva@gmail.com
ABSTRACT
Hardware technology developments and wireless communications enables the development of
wireless sensor networks (WSNs). WSN will need to be connected to the Internet due to its variety of
applications and their importance. This paper discusses the challenges in integrating WSN and IoT
(Internet of Things). The best ways of integrating WSN and IoT for environmental monitoring are
analyzed. The sensor node is developed to monitor environmental parameters such as temperature and
humidity. The sensor SHT75 to sense the temperature and humidity of the environment, XBeePro to
communicate with gateway, LCD to display information are interfaced with MSP430 Microcontroller.
The microcontroller is used for processing, controlling and communicating the information. The
sensor nodes are deployed to measure the parameter in the target area. The information is
communicated to the world of Internet in one of the best integrating ways discussed in the paper.
Keywords: Wireless Sensor Network; Internet of Things; Environmental monitoring; Temperature and
humidity measurement.

1. INTRODUCTION
The ways of getting information from the physical environment are changed by the
wireless sensor network. The wireless sensor network consists of thousands to millions of tiny
-8-
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sensor nodes for sensing the environment with the limited computation and communication
capabilities. When they are networked together, these devices can provide highly precise and
resolution knowledge about the sensed phenomenon. The task of integrating WSN to the
existing Internet brings with it several challenges. This paper discusses the challenges and the
best method to interface WSN with the IoT to monitor the environmental parameters are
analyzed. The organization of this paper is as follows. The section 2 discusses about the
background study. The wireless sensor network and its characteristics are studied in the
section 3. The different methods of integrating WSN and IoT are analyzed in section 4. The
results are discussed in section 5. Finally, conclusions are arrived at the last section.

2. BACKGROUND STUDY
Sudipta Bhattacharjee et al. [1] discussed wireless sensor network-based fire detection,
alarming, monitoring and prevention system for Bord-and-Pillar coal mines. Daniela Ballari et
al. [2] analyzed about a mobility constraint model to infer sensor behaviour in forest fire risk
monitoring. Junguo ZHANG et al. [3] discussed about the forest fire detection system based
on a ZigBee wireless sensor network. The Cetin Elmas and Yusuf Sonmez [4] analyzed the
data fusion framework with novel hybrid algorithm for multi-agent decision support system
for forest fire. The Andrey Somov et al. [5] discussed about the deployment and evaluation of
a wireless sensor network for methane leak detection.
The Zujue Chen [6] et al. discussed about the design of wireless sensor network node
for carbon monoxide monitoring. The Hakilo Sabit [7] et al. discussed about the wireless
sensor network based wildfire hazard prediction system modeling. The Andrey Somov [8] et
al. analyzed about the deployment and evaluation of a wireless sensor network for methane
leak detection. Yeon-sup Lim et al. analyzed [9] Fire Detection and Rescue Support
Framework with Wireless Sensor Networks. Daniela Ballari et al. [10] analyzed about a
mobility constraint model to infer sensor behaviour in forest fire risk monitoring.

3. WIRELESS SENSOR NETWORK
A Wireless Sensor Network has little or no infrastructure. It has number of sensor nodes
and can work together to monitor a region to obtain data about the environment. There are
two types of WSNs called as structured WSN and unstructured WSN. Unstructured WSN
contains dense collection of sensor nodes and often deployed in ad-hoc manner in field, i.e.
nodes are deployed randomly in the target area. In structured WSN sensor nodes are deployed
in pre-determined locations. These sensor nodes are energy limited and specific application
oriented. Hence, the power management of sensor node is essential for effective network
operation. The characteristics of sensor networks are determined by the following two
parameters.
1. Data flow patterns
In sensor networks, each node is an independent data collection device. Periodically
each sensor node in the wireless network sends its readings to central work station.
Sometimes, the central workstation will be interested in specific information from nodes in
-9-
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such case it inserts the query into the network and it is propagated. Then nodes with the data
will respond to the query with the relevant information.
2. Energy constraints
The sensor nodes in the networks are battery operated with limited recharge
capabilities. The primary network performance metric is the energy efficiency of operation.

4. INTEGRATING WSN AND IoT
The integration between the Internet and a WSN is classified in to three. They are (i)
front end (ii) Gateway and (iii) TCP/IP. A WSN can be completely independent from the
Internet (Front-End), be able to exchange information with Internet hosts (Gateway), or share
a compatible network layer protocol (TCP/IP).
The first approach is the Front-End solution. In this solution, the external Internet hosts
and the sensor nodes never communicate directly with each other. In fact, the WSN is
completely independent from the Internet, so it can implement its own set of protocols. All
interactions between the outside world and the sensor network will be managed by a
centralized device, such as a base station as shown in Fig. 1. This base station can store all the
data streams coming from the WSN, and it can also provide these data streams to external
entities through well-known interfaces. In addition, any queries coming from Internet hosts
will always traverse the base station.

Figure 1. Front end solution for integrating IoT and WSN.

The second approach, the Gateway solution, considers the existence of a device (e.g.
base station) that acts as an application layer gateway, in charge of translating the lower layer
protocols from both networks (e.g. TCP/IP and proprietary) and routing the information from
one point to another, as shown in Fig. 2. As a result, Internet hosts and sensor nodes can be
able to address each other and exchange information without establishing a truly direct
connection. In this solution, the WSN is still independent from the Internet, and all queries
still need to traverse a gateway device. However, sensor nodes can be able to provide web
service interfaces to external entities while maintaining their lower layer protocols.

-10-
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Figure 2. Gateway solution for integrating IoT and WSN.

As for the third approach, the TCP/IP solution, sensor nodes implement the TCP/IP
stack thus they can be considered as full-fledged elements of the Internet. Any Internet host
can open a direct connection with them, and vice-versa. In fact, this solution fully integrates
the WSN with the IoT. A consequence of this approach is that sensor nodes are no longer able
to use specific WSN protocols.
The Internet enabled nodes behave
i) as a front-end, effectively isolating the WSN sensors from the Internet, or
ii) as gateways, allowing direct data exchange between sensors and the central system.
There are multiple factors that must be taken into account before choosing a certain
integration approach. The main factors are summarized in the following paragraphs:
1. Resilience. Any WSN that directly provides its services to external entities are quite
vulnerable against attacks. Gateways and sensor nodes must be able to include security
mechanisms that increase their robustness against attacks.
2. User authentication and authorization. It is essential for some Internet-enabled sensor
nodes applications to implement security mechanisms that control who are accessing their
services.
3. Security of the communication channel. It is necessary to analyze how mechanisms such as
TLS could be used to offer an end-to-end secure channel. In fact, it is also necessary to study
the different key exchange mechanisms that should be used.
4. Accountability. For an Internet-enabled WSN, it might be interesting to develop a
distributed system that is able to record the interactions with the users of the system. By
storing all interactions, we can be able to recreate security incidents and abnormal situations.
5. Functionality. There might be some applications where the sensor nodes do not need to be
aware of the Internet. For example, WSN whose tasks are limited to collect information and
answer users queries do not need to contact any Internet service.
6. Hardware. A specially constrained sensor node might not be able to be directly connected
to the Internet due to the memory requirements of the different security mechanisms.

-11-
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7. Inherent weaknesses. Internet-enabled sensor nodes are vulnerable to many different types
of attacks, ranging from DoS attacks to exploit attacks. This particular factor is actually quite
important on choosing whether certain applications should completely isolate their sensor
nodes from the Internet, filtering all traffic at the edge of the network.
8. Network redundancy. A group of sensor nodes may offer the same functionality for
redundancy purposes, but in a TCP/IP environment an external host will request services from
specific nodes through their IP addresses. This means that it is necessary to develop specific
mechanisms in TCP/IP environments to deal with exceptional circumstances (e.g. unreachable
nodes).
9. Protocol optimizations. Most WSN-specific protocols include certain mechanisms that
allow a network to self heal itself and to optimize its internal behaviour.
After describing the different integration approaches, it would seem that the TCP/IP
solution is the best solution to successfully integrate WSN and the Internet. Not only any
external system can directly access the information provided by the nodes, but also the nodes
are aware of the existence of the Internet and are able to query any of its services. In other
solutions, such as the Front-End solution, the nodes can only access those services that are
implemented in the central system. In fact, it is actually more challenging to assure the
security of WSN that make use of the TCP/IP solution. But for considering the environmental
monitoring Front end solution is the simple, easy and effective way of integration. For
measuring the environmental parameters the data will be minimized by the base station. The
data which is necessary to monitor only send to the Internet.

5. RESULT AND DISCUSSION
The sensor node is designed to monitor environmental parameters. The temperature and
humidity are measured by the sensor SHT75. This SHT75 sensor is interfaced with MSP430
microcontroller IIC peripheral unit. The LCD module to display information is interfaced with
the microcontroller. The information after processing is send to the base station by the
XBeePro. This XBeePro transceiver is interfaced with the SPI peripheral module of the
microcontroller.
The sensor node is communicating the information to the base station. The base station
has internet facility and team viewer software for viewing information at distance. Through
the Internet the information is shared to the outside world. The developed sensor node module
and designed base station is shown in Fig. 3. The sensor node will measure the temperature
and humidity at the target area and communicated to the base station. The information
displayed at base station is shown in Fig. 4.
The front end solution is easy to implement to monitor the environmental parameters.
The TCP/IP solution need security implementations. The gateway solution is more expensive
than the front end solution. We have designed the base station and sensor node. The base
station could communicate with the sensor node through the transceiver unit. The designed
Transceiver unit is shown in Fig. 5. The authenticated information is communicated to the
sensor node from the base station before receiving the environmental parameters.

-12-
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Figure 3. Sensor node and base station design.

Figure 4. Display of temperature and humidity output at the base station.
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Figure 5. Transceiver unit.

6. CONCLUSION
The development of wireless sensors networks with the integration of Internet of Things
arise new challenges in several fields. This system includes two aspects, hardware and
software. The hardware is composed of one base station with RS232 & XBeepro and several
sensor nodes. The sensor node and base station control module are designed. The software
aspect mainly consists of one monitoring center/ base station that can supervise all the
location, through the information given by all the nodes inside the whole network. The front
end solution is the easy way to integrate the IoT and WSN for environment monitoring.
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ABSTRACT
Cloud computing is a major pattern for large data storage and analytics. The combination of
cloud computing and IoT can enable the resource sharing more efficiently than individually handling
them. In distributed systems, the resources are termed as cloud services and handled in a centralized
way. However, new challenges arise when integrating cloud for IoT. This paper presents the
architecture for integrating of cloud computing for Internet of Things and its issues. Cloud computing
has long been recognized as a paradigm for big data storage and analytics. The combination of cloud
computing and IoT can enable ubiquitous sensing services and powerful processing of sensing data
streams beyond the capability of individual “things”, thus stimulating innovations in both fields. With
the trend going on in ubiquitous computing, everything is going to be connected to the Internet and its
data will be used for various progressive purposes, creating not only information from it, but also,
knowledge and even wisdom. Internet of Things (IoT) becoming so pervasive that it is becoming
important to integrate it with cloud computing because of the amount of data IoT's could generate and
their requirement to have the privilege of virtual resources utilization and storage capacity, but also, to
make it possible to create more usefulness from the data generated by IoT's and develop smart
applications for the users. For example, cloud platforms allow the sensing data to be stored and used
intelligently for smart monitoring and actuation with the smart devices. Novel data fusion algorithms,
machine learning methods, and artificial intelligence techniques can be implemented and run
centralized or distributed on the cloud to achieve automated decision making. These will boost the
development of new applications such as smart cities, grids, and transportation systems.
Keywords: Cloud of Computing; Internet Things (IoT); big data; CoT
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1. INTRODUCTION
The next wave in the era of computing will be outside the realm of the traditional
desktop. In the Internet of Things (IoT) paradigm, many of the objects that surround us will
be on the network in one form or another. Radio Frequency IDentification (RFID) and sensor
network technologies will rise to meet this new challenge, in which information and
communication systems are invisibly embedded in the environment around us. This results in
the generation of enormous amounts of data which have to be stored, processed and presented
in a seamless, efficient, and easily interpretable form. This model will consist of services that
are commodities and delivered in a manner similar to traditional commodities. Cloud
computing can provide the virtual infrastructure for such utility computing which integrates
monitoring devices, storage devices, analytics tools, visualization platforms and client
delivery. The cost based model that Cloud computing offers will enable end-to-end service
provisioning for businesses and users to access applications on demand from anywhere.
Smart connectivity with existing networks and context-aware computation using
network resources is an indispensable part of IoT. With the growing presence of WiFi and
4G-LTE wireless Internet access, the evolution towards ubiquitous information and
communication networks is already evident. However, for the Internet of Things vision to
successfully emerge, the computing paradigm will need to go beyond traditional mobile
computing scenarios that use smart phones and portables, and evolve into connecting
everyday existing objects and embedding intelligence into our environment. For technology to
disappear from the consciousness of the user, the Internet of Things demands: (1) a shared
understanding of the situation of its users and their appliances, (2) software architectures and
pervasive communication networks to process and convey the contextual information to
where it is relevant, and (3) the analytics tools in the Internet of Things that aim for
autonomous and smart behavior. With these three fundamental grounds in place, smart
connectivity and context-aware computation can be accomplished.
The term Internet of Things was first coined by Kevin Ashton in 1999 in the context of
supply chain management. However, in the past decade, the definition has been more
inclusive covering wide range of applications like healthcare, utilities, transport, etc. Although
the definition of ‘Things’ has changed as technology evolved, the main goal of making a
computer sense information without the aid of human intervention remains the same. A
radical evolution of the current Internet into a Network of interconnected objects that not only
harvests information from the environment (sensing) and interacts with the physical world
(actuation/command/control), but also uses existing Internet standards to provide services for
information transfer, analytics, applications, and communications.
Fueled by the prevalence of devices enabled by open wireless technology such as
Bluetooth, radio frequency identification (RFID), Wi-Fi, and telephonic data services as well
as embedded sensor and actuator nodes, IoT has stepped out of its infancy and is on the verge
of transforming the current static Internet into a fully integrated Future Internet. The Internet
revolution led to the interconnection between people at an unprecedented scale and pace.
The next revolution will be the interconnection between objects to create a smart
environment. Only in 2011 did the number of interconnected devices on the planet overtake
the actual number of people. Currently there are 9 billion interconnected devices and it is
expected to reach 24 billion devices by 2020.
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According to the GSMA, this amounts to $1.3 trillion revenue opportunities for mobile
network operators alone spanning vertical segments such as health, automotive, utilities and
consumer electronics. A schematic of the interconnection of objects is depicted in Figure 1,
where the application domains are chosen based on the scale of the impact of the data
generated. The users span from individual to national level organizations addressing wide
ranging issues.

Figure 1. Internet of Things schematic showing the end users and application areas based on data.

2. CLOUD COMPUTING
Cloud computing is a model to share resources. Nowadays, cloud computing is also
useful in IT, where the user do not need to worry about maintenance and managing the
resources. Cloud computing retrieves the information from the internet using the web-based
tools and applications. Cloud computing also provides services. The service models of cloud
computing are:


Software as a Service (SaaS): It provides the universal access to sensor data.



Platform as a Service (PaaS): The ability delivered to the consumer is to organize
onto the cloud infrastructure consumer created or acquired applications created using
programming languages, libraries, services, and tools supported by the provider.

-18-
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Infrastructure as a Service (IaaS): The skill delivered to the customer is for
processing, storage and other computing resources where the customer can organize
and run arbitary software, which can include operating systems and applications.

Figure 2. A figure containing the service models of cloud computing.

However, developing IoT applications using low-level Cloud programming models and
interfaces such as Thread and MapReduce models is complex (Figure 2). To overcome this,
we need an IoT application specific framework for rapid creation of applications and their
deployment on Cloud infrastructures. This is achieved by mapping the proposed framework to
Cloud APIs offered by platforms such as Aneka. Therefore, the new IoT application specific
framework should be able to provide support for:




reading data streams either from senors directly or fetch the data from databases,
easy expression of data analysis logic as functions/operators that process data streams
in a transparent and scalable manner on Cloud infrastructures, and
if any events of interest are detected, outcomes should be passed to output streams,
which are connected to a visualization program.

Using such a framework, the developer of IoT applications will able to harness the
power of Cloud computing without knowing low-level details of creating reliable and scale
applications. A model for the realization of such an environment for IoT applications is shown
in Figure 3, thus reducing the time and cost involved in engineering IoT applications.
-19-
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Figure 3. Cloud programming models and interfaces.
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3. INTERNET OF THINGS
To communicate and create an omnipresent replicated-objective world, there has been a
growing interest in the ability of embedded devices, sensors, actuators. To create a pervasive
connection of “things or nodes” across the network, the growth of the notion of the IoT and
rapid development of technologies such as short-range mobile communication and improved
energy efficiency is expected.
This will necessary result in the generation of the extent amount of data, which have to
be stored, processed and accessed. For big data storage and analytics, a Cloud computing
concept has been recognized. We can enable ubiquitous sensing services and powerful
processing of sensing data streams beyond the capability of individual “things” by the
combination of cloud computing and IoT.
Thus, innovations are stimulating in both fields. For example, cloud platforms allow the
sensing data to be stored and used intelligently for smart monitoring and actuation with the
smart devices. To achieve automated decision making a cloud, novel data fusion algorithms,
machine learning methods, and artificial intelligence techniques can be implemented and run
as centralized or distributed.
IoT will encourage the development of new applications such as smart cities, grids, and
transportation systems. During the integration, QoS and QoE, as well as data security,
privacy, and reliability, are considered as the critical concerns.The integration of cloud
computing and IoT demands for high quality for these type of issues. With respect to the
high-quality on integration of cloud and IoT includes some topics of benefits, with the
following categories:


Proper Network architecture with supported protocols for cloud and IoT integration



Data communication management between IoT and cloud



Machine to machine communication sharing in cloud



Proper design and modifications with respect to protocols in the integration of cloud
and IoT (e.g., CoAP, IPv6)



Security, privacy and reliability of data in cloud and IoT integration



Proper sharing of ubiquitous sensing services and applications in cloud environment.

The Architecture of IoT is usually considered to be 3-layer, with Perception layer,
Network layer, and Application layer, but Middleware layer and the business layer can be
added.
This five-layer architecture is described in Figure 4.
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Figure 4. Layers of IoT.

 Business layer: Business layer is subjected to making money by processing the results
or services received from application layer. For management of IoT system including
the applications and services are responsible of the business layer. The success of IoT
technology depends on good business models.
 Application layer: Application layer couples business services and provides services
to the end user (Web Service, UI, etc.). The application layer bridges the gap between
the business layer and the boundary technology.
 Perception layer: The perception layer can be abstracted as sensing
components/nodes, actuator components/nodes. Sensing components include sensors,
RFID, bar code label, intelligent detection instruments and meters, etc. Actuator
Components include valve switch, relay, etc. Sensing components and actuator
components realize signal acquisition and control functions. The collected information
is forwarded to the Network layer for secure transmission.
 Network layer: Network layer includes various bus such as the controller area
network (CAN) bus, the RS- 485 bus, etc., or wireless network such as wireless sensor
network (WSN), Bluetooth, WiFi, etc. It realizes communication connection between
perception components, or between perception components and IoT gateway
(coordinator).
 Middleware layer: Middleware layer is between application layer and network layer
and it receives the data from network layer and it takes decisions based on the
performed results and forward that results to application layer. Data storage and
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managing services is the main activity of this layer. This layer is responsible for the
service management and has link to the database.

4. INTEGRATION OF CLOUD COMPUTING AND INTERNET OF THINGS
All p IoT can benefit from the virtually unlimited capabilities and resources of Cloud to
compensate its technological constraints (e.g., storage, processing, energy). Essentially,
between the nodes and the applications, the Cloud acts as intermediate layer. Some of the
issues can be solved, and the advantages can be obtained when adopting the CoT concept. As
the number of connected devices increased, more data is required. To store huge amount of
data, huge space and more processing is needed. More processing is not possible with IoT.
More processing and computation are only possible with cloud computing. Cloud computing
gives effective solution to implement IoT service management and composition. The cloud
can provide actual solution to implement IoT service management and composition as well as
applications that exploit the things or data formed by them. Also, the Cloud can benefit from
IoT by spreading its opportunity to deal with real world things in a more distributed and lively
manner, and for bringing new facilities in a large number of real life situations. Cloud
computing and IoT working in integration make an orientation. How data is communicated
between IoT and Cloud in integration is shown in Figure 5.

Figure 5. Data communication between cloud and IoT.
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The adoption of the CoT concept enables new scenarios for smart services and
applications based on the extension of Cloud through the things:


SaaS (Sensing as a Service), providing ubiquitous access to sensor data



SAaaS (Sensing and Actuation as a Service), enabling automatic control logics
implemented in the Cloud



SEaaS (Sensor Event as a Service), dispatching messaging services triggered by
sensor events



SenaaS (Sensor as a Service), enabling ubiquitous management of remote sensors



DBaaS (DataBase as a Service), enabling ubiquitous database management



DaaS (Data as a Service), providing ubiquitous access to any data



EaaS (Ethernet as a Service), providing ubiquitous layer-2 connectivity to remote
devices



IPMaaS (Identity and Policy Management as a Service), enabling ubiquitous
access to policy and identity management functionalities.



VSaaS (Video Surveillance as a Service), providing ubiquitous access to recorded
video and implementing complex analyzes in the Cloud.

5. PROTOCOLS USED IN CLOUD OF THINGS
 CoAP (Constrained Application Protocol): In the Cloud of Things architecture,
CoAP protocol is used to interact with Things. This protocol is similar to the HTTP
protocol, and it provides request/response interaction model between the application
end-points. Both CoAP HTTP protocols are based on same client/server model, and
both are represented by same interaction model. The CoAP protocol exchanges the
messages asynchronously over User Datagram Protocol (UDP), and to retrieve the
resources from WSN nodes or telematics devices GET method is used. In order to
modify the existing resource on a sensor nodes, or a telematics device PUT method is
used. Using the Representational State Transfer (REST) methods of GET, PUT,
DELETE, POST resources are requested and identified by the URIs. This protocol
also provides a high level of communication security.
 6LoWPAN(Low Power Wireless Area Networks): 6LoWPAN protocol is IPv6
based protocol. The innovation of 6LowPAN protocol is to provide IP access to awide
set of networked devices, and it is of low-cost. Using cross-layer optimization
approach, 6LoWPAN can reduce the IPv6/UDP header while maintaining the main
functionalities and the size of the addressing space. This protocol is also supported for
routing functionalities that are provided by the Routing Protocol for Low Power and
Lossy Networks (RPL).
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6. ISSUES OF CLOUD OF THINGS
It is not simple to allow everything become part of IoT and then having all the resources
available for cloud computing. There are some issues to take care while integrating cloud and
IoT. Issues regarding the Cloud of Things are protocol support, Energy Efficiency, Resource
allocation, identity management, IPv6 deployment, Service discovery, Quality of Service
provisioning, Location of data storage, Security and privacy, and Unnecessary communication
of data. These issues are discussed below.
 Protocol Support In homogeneous entities, different protocols must be used for
different things to connect to the Internet, for example, consider a sensor IoT, which
may be working on different protocols like WirelessHART, ZigBee, and 6LoWPAN.
Here gateway device provides support for some protocols and for some protocols it
might not have any support. Solutions can be given for this problem may be by
mapping of standardized protocols in the gateway device.
 Energy Efficiency The main issue of cloud architecture is Energy Efficiency and this
itself becomes an issue in Cloud of Things. Data communication between sensor
networks and cloud consumes much power. A wireless is composed of four
components such as sensing unit, processing unit, transceiver, and power unit. Power
plays an important role in case of video sensing, video encoding, and decoding.
Normally, as compared to decoding, video encoding is more difficult and reason for
this is an efficient compression, the encoder has to analyse the redundancy in the
video, and this is not suitable for low power entities such as batteries. For large
number of sensors an efficient usage of energy and permanent power supply would be
required.
 Resource Allocation Resource allocation is a very difficult challenge when different
IoTs and unexpected things would be asking for resources on a cloud because it very
difficult to decide what resources to be allocated for any particular IoTs. Resource
allocation has to be mapped depending upon the sensor and the purpose for which
sensor is being used, the type, amount, and frequency of data generation. D. Identity
Management. When the objects are becoming part of an internet (IoT), they have to
communicate with each other, and these objects need to be identified with a unique
identifier. It will be useful to communicate with objects that are in different network
pool. The IPv6 address space is also support for this kind of ubiquitous networking.
 Security Discovery In Cloud of Things, the cloud manager has the responsibility to
discover new services for the users and in IoT, any object can become part of it at any
moment and can leave the IoT at any moment. To discover new services and their
status and to update the service advertisement is become an issue in CoT. For
managing the status of IoT nodes, track nodes, and keep the status updates of existing
nodes, as well as newly added nodes of IoTs, an uniform way of service discovery
approach is required.
 Quality of Service Provisioning The type and unpredictability come into play as the
amount of data increases and also QoS (Quality of Service) becomes an issue.
Depending upon the type of data and its urgency to be sent to the sync node, QoS must
be supported.
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 Location of data storage Time sensitive data, like video, should be stored in the
closest possible physical location to the user, so that minimum possible time should be
involved in accessing big data. Location also matters for critical and latency sensitive
data. Nearest possible virtual storage server must be allocated for multimedia data.
 Security and Privacy Data security would be an issue on IoT side as well as on cloud
side. In terms of privacy, sensitive or private data must be stored in a virtual storage
server located inside the user’s country or trusted domain. I. Unnecessary
Communication of data. At some stages, it is no longer necessary to upload the data to
the cloud or sync device when anything would be able to connect to the Internet and to
generate data.
 Unnecessary Communication of data At some stages, it is no longer necessary to
upload the data to the cloud or sync device when anything would be able to connect to
the Internet and to generate data.

7. CONCLUSION
This paper describes cloud computing and IoTs and the integration IoT with cloud
computing for enhanced service provisioning, data storage, and better utilization of resources.
This working procedure of integration is termed as Cloud of Thing (CoT), which discussed
how IoT and cloud architectures are communicated with each other in an efficient manner,
and also some extended services. In this paper, we discussed some important issues with CoT
paradigm. Adapting standardized solutions for those issues is a future and potential work of
this paper.
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ABSTRACT
Patients are suffering from physical and mental activities called co-morbidities. We have to give
treatments for co-morbid patients while in home or in hospital. The patient should be monitored by
caregivers. Caregivers can’t predict the accurate timing and the exact change of the optimal result of
the patient. In this case, we have to use sensor to monitor the patient activities without manual support.
By using eye blink sensor, motion sensor and temperature sensor to check the level of patient and it
will be displayed in LCD. If some abnormalities occur, we have to give alarm by using buzzer to
caregiver, doctor or family members. We have to use ZigBee, for storing the patient details in the
hospital management. It is useful to check the patient report with secure level in the database.
Keywords: Sensors; ZigBee, LCD, Buzzer

1. INTRODUCTION
Patients are suffering from different kinds of disease. Due to high cost they are often
treated at home especially co-morbid patients. Our approach is to allow us to monitor the
patient continously through the sensors without the manual support (care takers). In this
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system, Information and Communication Technologies play a vital role to increase the safety
and efficiency to enable the patient monitoring. While monitoring, the data can be updated on
the PC and will send the data to the monitoring section. The collection of different data about
the patients details are stored in secure way. Modern communication system gave a major
support to the medical field.

2. LITERATURE SURVEY
This paper has been proposed [1] about the home based health monitoring system using
android Smartphone. The main aim is monitoring the patient in easier way. By using
biosensor to continuously take the temperature, Pulse Rate and ECG of the patient. It also
gives feedback to doctor and patient through their mobile device using android application.
The data can also be displayed on personal data and to reduce the health care cost.
This paper has been proposed [2] about the method of performance monitoring and
control by wireless body sensor network. We have to monitor the patient with the help of this
sensor and transmitting the health care related data whether the information is correct or not.
We have used a performance meter to measure the performance and to check the similarities
with real time measurement data.
This paper has been proposed [3] on coma patients who are not treated at home. There
are many illnesses so the health care process is reduced. A supervision action can be carried
out within hospital, but missing at home. To monitoring the patient such that blood pressure,
pulse rate, temperature, blood glucose, oxygen saturation, electrocardiogram by using mobile
bio sensor and store the result in PHR. Best practice is not in home treatment. Most practice
guideline is intended for clinical treatments are not easily mapped to home treatment.
This paper has been proposed [4] with the mhealth wireless mobile technologies used to
improve the chronic patient healthcare. Mhealth is also called mobile health technology. The
mobile health technologies are making the patient health more affordable, accessible and
available. Nowadays the key stakeholders have launched several health applications, that are
proliferating and targeted wide range of services. One of the service is GSMA tracker. The
GSMA will always track about the patient condition and intimate to the doctor. The aim of
our paper is to period guidance for mobile based health solution and to help the technicians to
promote the services by implementing the insights.

3. ARCHITECTURE OF THE PROPOSED SYSTEM
In this system, we are going to monitor the Como patient using pic microcontroller
which is shown in Fig. 1. The eye blink and motion sensor are used to monitor the eye blink
and movement of the Como patient and intimate to monitor section using Zigbee. The data are
displayed in the LCD and if any abnormal occurs then alert signal is given by the Alarm.
Another Zigbee in the server section is interfaced with a PC. The data received is decrypted
and the database is updated in hospital home page. Here the password production is applied
for secure database management. So the authorized persons only can access the database for
particular patient’s reference.
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EYE Blink
sensor
PIC16F877A
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Temperature
Sensor

Motion Sensor

Fig. 1. Architecture of Microcontroller.

3. 1. Types of Sensor
Types of sensors used are motion sensor, temperature sensor, eye blink sensor.
3. 1. 1. Motion Sensor
A motion detector is a device that detects moving objects, particularly people. A
motion detector is often integrated as a component of a system that automatically performs a
task or alerts a user of motion in an area. Motion detectors form a vital component of security,
automated lighting control, home control, energy efficiency, and other useful systems.
3. 1. 2. Temperature Sensor
Temperature is the most often-measured environmental quantity. Temperature is one of
the most commonly measured variables and it is therefore not surprising that there are many
ways of sensing it. Temperature sensing can be done either through direct contact with the
heating source, or remotely, without direct contact with the source using radiated energy
instead.
3. 1. 3. Eye Blink Sensor
Sensing element detects the optical muscles movement continuously and amplified to
give pulse output the elastic strap holds the sensing element in place of vision muscle
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movement. The active element is formed by two metallic electrodes A and B; they are placed
in a feedback loop of high frequency oscillator. When no target in present the sensor
capacitances are low therefore the oscillator amplitude is small. When we target a face of the
sensor it increases the capacitances. This increase in capacitance results in an increased
amplitude of oscillator.
3. 2. Buzzer
A buzzer or beeper is an audio signaling device, which may be mechanical,
Electromechanical, or piezoelectric. Typical uses of buzzer and beepers include alarm
devices, Timers and confirmation of user input such as a mouse click or keystroke. A
piezoelectric element may be driven by an oscillating electronic circuit or other audio
signal source, driven with a piezoelectric audio amplifier. Sounds commonly used to indicate
that a button has been pressed are a click, a ring or a beep.
3. 3. LCD (liquid crystal display)
A liquid crystal display (LCD) is a flat panel display, electronic visual display, or video
display that uses the light modulating properties of liquid crystals (LCs). LCs does not emit
light directly. LCD is used to display the results of the system operation such as sensed
values, motor status etc….
3. 4. ZIGBEE
ZigBee is a specification for a suite of high-level communication protocols. The
technology defined by the ZigBee specification is intended to be simpler and less expensive
than other wireless personal area networks (WPANs), such as Bluetooth or Wi-Fi. Its low
power consumption limits transmission distances to 10–100 meters line-of-sight, depending
on power output and environmental character.

4. CONCLUSION
The proposed system in the paper is designed for co-morbid patients using three types
of sensors if any changes occur in the body it can monitor, without manual support, while
monitoring the values will be displayed in LCD if changes the alert signal is given by the
alarm. The values are stored in ZigBee and transmitted to the PC.
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ABSTRACT
The term Internet of Things (IoT) refers to the use of standard internet protocols for interaction
between human to things or things to things in an embedded network. Although the security needs are
well-recognized, it is still not fully clear how existing IP-based security protocols can be applied to
this new setting. In this paper we discuss the various security challenges in an IoT system. The paper
also provides a standard IP-based security protocols and its implementation model which can be used
as a security system for IoT.
Keywords: Bootstrapping; 6LoWPAN; IETF; threats; IoT

1. INTRODUCTION
The Internet of Things (IoT) denotes the interconnection of highly heterogeneous
networked entities and networks following a number of communication patterns such as:
human-to-human (H2H), human-to-thing (H2T), thing-to-thing (T2T), or thing-to-things
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(T2Ts). The term IoT was first coined by the Auto-ID [4] center in 1999. Since then, the
development of the underlying concepts has ever increased its pace. Nowadays, the IoT
presents a strong focus of research with various initiatives working on the (re)design,
application, and usage of standard Internet technology in the IoT. The introduction of IPv6
and web services as fundamental building blocks for IoT applications promises to bring a
number of basic advantages including [3]:
 A homogeneous protocol ecosystem that allows simple integration with Internet hosts
 A unified interface for applications, removing the need for application-level proxies.
Such features greatly simplify the deployment of the envisioned scenarios such as
building automation in production environments.
1. 1. Threat Analysis
Security threats have been analyzed in related IP protocols including HTTPS,
6LoWPAN, ANCP, DNS security threats, SIP, IPv6, ND, and PANA. Nonetheless, the
challenge is about their impacts on scenarios of the IoTs. In this section, we specifically
discuss the threats that could compromise an individual thing, or network as a whole, with
regard to different phases in the thing's lifecycle:
1. Cloning of things: During the manufacturing process of a thing, an untrusted manufacturer
can easily clone the physical characteristics, firmware/software, or security configuration of
the thing. Subsequently, such a cloned thing may be sold at a cheaper price in the market, and
yet be still able to function normally, as a genuine thing. In the worst case scenario, a cloned
device can be used to control a genuine device. One should note here, that an untrusted
manufacturer may also change functionality of the cloned thing, resulting in degraded
functionality with respect to the genuine thing. Moreover, it can implement additional
functionality with the cloned thing, such as a backdoor.
2. Malicious substitution of things: During the installation of a thing, a genuine thing may
be substituted with a similar variant of lower quality without being detected. The main
motivation may be cost savings, where the installation of lower-quality things (e.g., noncertified products) may significantly reduce the installation and operational costs.
3. Eavesdropping attack: During the commissioning of a thing into a network, it may be
susceptible to eavesdropping, especially if operational keying materials, security parameters,
or configuration settings, are exchanged in clear using a wireless medium. After obtaining the
keying material, the attacker might be able to recover the secret keys established between the
communicating entities (e.g., H2T, T2Ts, or Thing to the backend management system),
thereby compromising the authenticity and confidentiality of the communication channel.
4. Man-in-the-middle attack: The commissioning phase may also be vulnerable to man-inthe-middle attacks, e.g., when keying material between communicating entities is exchanged.
The security of the key establishment protocol depends on the tacit assumption that no third
party is able to eavesdrop on or sit in between the two communicating entities during the
execution of this protocol. Additionally, device authentication or device authorization may be
nontrivial, or may need support of a human decision process, since things usually do not have
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a priori knowledge about each other and can, therefore, not always be able to differentiate
friends and foes via completely automated mechanisms.
5. Firmware Replacement attack: When a thing is in operation or maintenance phase, its
firmware or software may be updated to allow for new functionality or new features. An
attacker may be able to exploit such a firmware upgrade by replacing the thing's with
malicious software, thereby influencing the operational behavior of the thing.
6. Extraction of security parameters: A thing deployed in the ambient environment (such as
sensors, actuators, etc.) is usually physically unprotected and could easily be captured by an
attacker. Such an attacker may then attempt to extract security information such as keys (e.g.,
device's key, private-key, group key) from this thing or try and re-program it to serve his
needs. If a group key is used and compromised this way, the whole network may be
compromised as well.
7. Routing attack: Routing information in IoT can be spoofed, altered, or replayed, in order
to create routing loops, attacks etc.
8. Privacy threat: The tracking of a thing's location and usage may pose a privacy risk to its
users. An attacker can infer information based on the information gathered about individual
things, thus deducing behavioral patterns of the user of interest to him. Such information can
subsequently be sold to interested parties for marketing purposes and targeted advertising.
9. Denial-of-Service attack: Typically, things have tight memory and limited computation;
they are thus vulnerable to resource exhaustion attack. Attackers can continuously send
requests to be processed by specific things so as to deplete their resources. This is especially
dangerous in the IoTs since an attacker might be located in the backend and target resourceconstrained devices in an LLN. Additionally, DoS attack can be launched by physically
jamming the communication channel, thus breaking down the T2T communication channel.
Network availability can also be disrupted by flooding the network with a large number of
packets.
2. SECURITY SYSTEM
The term security subsumes a wide range of different concepts. In the first place, it
refers to the basic provision of security services including confidentiality, authentication,
integrity, authorization, non-repudiation, and availability. These security services can be
implemented by means of different cryptographic mechanisms, such as block ciphers, hash
functions, or signature algorithms. For each of these mechanisms, a solid key management
infrastructure is fundamental to handling the required cryptographic keys. In the context of
the IoT, however, security must not only focus on the required security services, but also on
how these are realized in the overall system and how the security functionalities are executed.
This section provides a security approach to an IP based network. We use the following
terminology to analyze and classify security aspects in the IoT:
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-

The security architecture refers to the system elements involved in the management of
the security relationships between things and the way these security interactions are
handled (e.g., centralized or distributed) during the lifecycle of a thing.

-

The security model of a node describes how the security parameters, processes, and
applications are managed in a thing. This includes aspects such as process separation,
secure storage of keying materials, etc.

-

Security bootstrapping denotes the process by which a thing securely joins the IoT at a
given location and point in time. Bootstrapping includes the authentication and
authorization of a device as well as the transfer of security parameters allowing for
trusted operation.

-

Network security describes the mechanisms applied within a network to ensure trusted
operation of the IoT. Specifically, it prevents attackers from endangering or modifying
the expected operation of networked things. Network security can include a number of
mechanisms ranging from secure routing to data link layer and network layer security.

-

Application security guarantees that only trusted instances of an application running in
the IoT can communicate with each other, while illegitimate instances cannot
interfere.

We now discuss an exemplary and traditional security architecture relying on a
configuration entity for the management of the system with regard to the introduced security
aspects (see Figure 1). Assume a centralized architecture in which a configuration entity
stores and manages the identities of the things associated with the system along with their
cryptographic keys. During the bootstrapping phase, each thing executes the bootstrapping
protocol with the configuration entity, thus, obtaining the required device identities and the
keying material. The security service on a thing in turn stores the received keying material for
the network layer and application security mechanisms to resort for secure communication.
Thing Security model
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Network Security
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Application

Application
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Fig. 1. Overview of Security Mechanisms.
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Things can then securely communicate with each other during their operational phase
by means of the deployed network and application security mechanisms.
2. 1. IP-based security solutions for IoT
In the current scenario, there exists a multitude of control protocols for the IoT. Recent
trends, however, focus on an IP approach for system control. Currently, a number of IETF
working groups are designing new protocols for resource constrained networks of smart
things. The 6LoWPAN working group [4] focuses on the definition of methods and protocols
for the efficient transmission and adaptation of IPv6 packets over IEEE 802.15.4 networks
[5]. The CoRE working group [8] provides a framework for resource-oriented applications
intended to run on constrained IP network (6LoWPAN). One of its main tasks is the definition
of a lightweight version of the HTTP protocol, the Constrained Application Protocol (CoAP)
[9] that runs over UDP and enables efficient application-level communication for things.
In the context of the IP-based IoT solutions, consideration of TCP/IP security protocols
is important as these protocols are designed to fit the IP network ideology and technology.
While a wide range of specialized as well as general-purpose key exchange and security
solutions exist for the Internet domain, such as IKEv2/IPsec [10], TLS/SSL [11], DTLS [12],
HIP [13][14], PANA [15], and EAP [16] etc. Many of these protocols are currently discussed
as candidate solutions in the 6LoWPAN and CoRE IETF working groups. Application layer
solutions such as SSH [17] also exist, however, these are currently not considered. Figure 2
depicts the relationships between the discussed protocols and how they can be used in the
security system of an IoT.
The Internet Key Exchange (IKEv2)/IPsec and the Host Identity Protocol (HIP) reside at
or above the network layer in the OSI model. Both protocols are able to perform an
authenticated key exchange and set up the IPsec transforms for secure payload delivery.
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Fig. 2. Relationships between IP-based security protocols.
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Currently, there are also ongoing efforts to create a HIP variant coined Diet HIP [13]
that takes lossy low-power networks into account at the authentication and key exchange
level. Transport Layer Security (TLS) and its datagram-oriented variant DTLS secure
transport-layer connections. TLS provides security for TCP and requires a reliable transport,
while DTLS secures and uses datagram-oriented protocols such as UDP. Both protocols are
intentionally kept similar and share the same ideology and cipher suites. The Extensible
Authentication Protocol (EAP) is an authentication frame-work supporting multiple
authentication methods. EAP runs directly over the data link layer and, thus, does not require
the deployment of IP. It supports duplicate detection and retransmission, but does not allow
for packet fragmentation. The Protocol for Carrying Authentication for Network Access
(PANA) is a network-layer transport for EAP that enables network access authentication
between clients and the network infrastructure. In EAP terms, PANA is a UDP-based EAP
lower layer that runs between the EAP peer and the EAP authenticator.
Even though 6LoWPAN and CoAP progress towards reducing the gap between Internet
protocols and the IoT, they do not target protocol specifications that are identical to their
Internet pendants due to performance reasons. Hence, more or less subtle differences between
IoT protocols and Internet protocols will remain. While these differences can easily be
bridged with protocol translators at gateways, they become major obstacles if end-to-end
security measures between IoT devices and Internet hosts are used.

3. CONCLUSION
Starting from discussing the security challenges in an IoT network, this paper reviewed
the architectural design for a secure IP-based Internet of Things and its challenges with
special focus on standard IP security protocols. A first conclusion refers to the fact that the
security architecture should fit the lifecycle of a thing and its capabilities. This includes
aspects such as the way security domain is created, the need for a trusted-third party in this
process, or the type of protocols applied. Security protocols should further take into account
the resource-constrained nature of things and heterogeneous communication models. The link
layer, the network layer, as well as the application layer has distinct security requirements and
communication patterns. As future work, we aim at a deeper feasibility analysis of the
discussed protocols in different settings and for different trust models.
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ABSTRACT
Today people want the world on their hands. It outlets the revolutions of computing and smart
environment. Some technologies like ambient intelligence satisfy the maximum need of smart world
but these technologies are not tightly coupled with internet, so the people need another technology
extension. Internet of Things (IoT) is an ideal emerging technology to influence the internet and
communication technologies. Simply “Internet of Things” connects „living and non living things‟
through „internet‟. Traditionally in the object oriented paradigm everything in the world is considered
as an object, but in the IoT paradigm everything in the world is considered as a smart object, and
allows them to communicate to each other through the internet technologies by physically or virtually.
This paper proposes architecture to enable the users to control and monitor smart devices through
internet. It creates an interface between users and smart home by using GSM and internet
technologies, or it simply creates GSM based wireless communication from the web server into the
smart home. In this architecture the users give commands through web then the users inputs are
converted into GSM-SMS commands. These commands are sent to embedded system module
(embedded system directly connect with devices) through GSM network, and finally the user
commands are parsed and executed by microcontroller to control any electronic objects like home
appliances, lights, etc. and it sends the acknowledgement. The embedded system module can be placed
anywhere in the world and it will be controlled by IoT Agent through GSM network.
Keywords: Internet of Things; SMS; Web Interface; GSM; Embedded system; Web Server
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1. INTRODUCTION
In today’s modern and smart trend people expect new devices and new technologies to
simplify their day to day life. The innovators and researchers are always trying to find new
things to satisfy the people but the process is still infinite. In the early 1990s, Internet
connectivity began to proliferate in enterprise and consumer markets, but it was still limited in
its use because of the low performance of the network interconnects. In the 2000s Internet
connectivity became the norm for many applications and today is expected as part of many
enterprise, industrial and consumer products to provide access to information. However, these
devices are still primarily things on the Internet that require more human interaction and
monitoring through apps and interfaces. The objective of IoT is Anything, Anyone, Anytime,
Anyplace, Any service and any network [2]. Fig. 1 describes the coupling of C‟s and A‟s.
That reveals, people and things can be connected anytime, anyplace, with anyone, ideally by
using in any path/network and any service.

Figure 1. Objectives of IoT

This implies addressing elements such as Convergence, Content, Collections
(Repositories), Computing, Communication, and Connectivity in the context where there is
seamless interconnection between people and things and/or between things and things so the
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A and C elements are present and tightly coupled. This paper proposes a novel architecture of
IoT enabled Smart home which is control and monitor smart devices through GSM and
Internet Technologies. Normally the smart homes will be conscious about what happens
inside a building, mainly impacting three aspects:
Resource usage (water conservation and Energy consumption etc.)
Security
Comfort
The user can control or check the status of any resources or enable/disable security
options of the smart home. This paper introduces an IoT agent which is brain of this
architecture and it controls web server and remote embedded system module. At very short
period of time the IoT agent reads the user data from the web server, created a SMS command
and it will be sent to remote embedded system module through GSM-SMS. This command
will be received by GSM receiving module which is connected with embedded system placed
in a remote home. The home appliances and other devices are directly connected and
controlled by this embedded system module. The GSM module is inbuilt with IoT agent and
embedded system module. After executing the commands the acknowledgement will be sent
to user.

2. LITERATURE SURVEY
If all objects and people in daily life were equipped with identifiers, they could be
managed and inventoried by computers. Besides using RFID, the tagging of things may be
achieved through such technologies as near field communication, barcodes, QR codes, Mobile
Computing, Ambient Intelligence. [12] Describes the origin and vision of IoT and the paper
investigated and analyzed applications, challenges and future trends of IoT. Chonggang Wang
et al., broadly discussed the state of the art of IoT. Yin Jie proposed a novel idea of applying
IoT technologies to smart home [9]. Alberto M.C et al. proposed architecture for accessing
smart home devices through web clients. The paper uses Link Smart Middleware layer to
create interface between web server and embedded system unit. The embedded System
physically connects with web server and act as a gateway to the devices [3]. Tengfei Zhang,
Perumal, T et al. [4,11] introduced new solution to create a interface between user and smart
home using GSM and IoT. Ming Wang et al. [5] developed smart central controller to set up a
radio frequency 433 MHz wireless sensor and actuator network (WSAN). A series of control
modules, such as switch modules, radio frequency control modules, have been developed in
the WSAN to control all kinds of home appliances directly. Application servers, client
computers, tablets or smart phones can communicate with the smart central controller through
a wireless router via a Wi-Fi interface. Yepeng Ni and Sun Yi et al. [6,10] introduced
lightweight Wi- Fi–ZigBee wireless home gateway to access smart home devices.
ZigBee technology used to transmit the data collected from the node network to the
embedded gateway, and then communicates with the monitoring PC by Wi-Fi network. Wi-Fi
module used to send commands from monitoring PC to ZigBee network, and then control
home device. Yuanxin Lin et al. [8] present a Smart Home Monitoring System to achieve the
remote access of home devices to the Internet and the ZigBee short range wireless sensor
networks connect with terminal. Kelly, S.D.T. et al. [7] proposed the framework of the
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monitoring regular domestic conditions by means of low cost ubiquitous sensing system using
IoT. Ashna, K presents the design of a simple low cost wireless GSM energy meter and its
associated web interface, for automating billing and managing the collected data globally.
Xufeng Ding design a distributed heterogeneous wireless sensor network for agriculture
environmental monitoring and early warning system based on Internet of Things technologies.
The system includes a ZigBee coordinator node, multiple ZigBee sensor nodes, multiple
ZigBee routing nodes, a GSM SMS module, and the management software based on SQL
running on the remote control centre PC.

3. OVERVIEW OF INTERNET OF THINGS
In the digital world, especially the computer communication starts with sharing data
between machine to machine, and it moves to machine to infrastructure, then machine to
environment, and machine to people but now internet is everything. The people also want to
communicate with all non living things through internet such as home appliances, furniture,
stationeries, cloths etc.
The people already have A lot of technologies to interact with living things but IoT
enable to communicate with non living things with comfort Manner. IoT is a convergence of
several technologies like ubiquitous, pervasive computing, Ambient Intelligence, Sensors,
Actuators, Communications technologies, Internet Technologies, Embedded systems etc., see
Fig. 2.

Figure 2. IoT architecture.

In the architecture, embedded system, sensors and actuators are the physical
components which are directly interacting with the users. The users manipulate the data
through these components. ICT, ubiquitous/pervasive computing, Internet protocols used to
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create communication among the devices and manage high end user interactions. According
to the IoT architecture the components are further classified into three functional units (Fig.
3). In the IoT architecture, “Internet Oriented” represents internet and its technologies and it
act as a middleware between user and intelligent things and so it’s called as intelligent
middleware. Intelligent middleware will allow the creation of a dynamic map of the
real/physical world within the digital/virtual space by using a high temporal and spatial
resolution and combining the characteristics of ubiquitous sensor networks and other
identifiable “things” [2].

Figure 3. Classification of IoT based on functionalities.

Figure 4. Functional Integration of IoT

“Things Oriented” is known as “Intelligent Things” which represents sensors and
actuators which is respond it to stimuli from the environment in a consistent manner. This
phase sense and react based on the environment and user actions such as When white light is
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shone on a red object the dye absorbs nearly all the light except the red, which is reflected. At
an abstract level, the colour surface is an interface for the object, and the light arriving at
object Can be a message sent to the thing, and accordingly its reflection is the response from
the thing. The consistency in responses received from the interfaces for each message, enables
things to interact with their surroundings. Hence to make the virtual world comprehensible,
there needs to be consistency in messages and it responses. This is enabled through standard
interfaces, which is in turn to facilitate interoperability. Simply this phase focuses the
functionalities and communications among sensor/actuators, embedded devices and any other
smart devices.
“Semantic Oriented” is known as “Intelligent Process” which represents knowledge
based and decision making processes.

4. ARCHITECTURE
Today, Global System for Mobile Communication is a vital communication technology
and the proposed architecture uses GSM is a primary communication technology between the
home and IoT agent. The IoT agent is the core part of this architecture because it manages
web server data, SMS command, GSM module interactions and all knowledge based
processes (parsing, analysis and creation of SMS commands).
A. Web Users
The web users are common people, this architecture provides them to know the status of
the home devices and control (ON or OFF) the devices. The user can send the commands
through any web enabled devices like PC, Tablet, iPOD, smart phones or any WAP enabled
devices.
B. Web Server

Figure 5. Smart Home architecture for IoT
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Web server might be a Tomcat, Apache, IIS etc. and it must have internal database. The
user data kept in the centralized database and it will read by IoT agent through COM or
DCOM, API or any other ODBC. The web server is not involved to parsing and knowledge
processes. It belong only request and response to the user and stores the data. The web server
have internal timer to refresh the web page to update the status of the smart home devices.
The IoT agent also have internal timer to refresh the status of the devices from the embedded
module.
C. IoT Agent
The IoT is the software and hardware unit which continuously monitors Web server and
GSM module for incoming SMS from smart home. The special SMS has unique structure
which is constructed by microcontroller of embedded unit. Once the
NEW_MESSAGE_RECEIVED event generated by GSM module the IoT Agent reads newly
arrived SMS and check it whether special SMS or not. If it so, it parse and extract the data.
The special SMSs are always start and end with special symbol like „#‟, ‟@‟, ‟&‟, etc. and
this paper uses „#‟ symbol. After confirming special SMS, the IoT Agent parse the data based
on <SPACE> or <ENTER> or whitespaces. For example the incoming SMS Like “#R1L001
1 <enter> R2L002 0 <enter> KL001 0 <enter>HF001 0<enter> HL001 1 #” In this
example agent checks starting character and then parse SMS into actual parameters like
R1L001 : 1
R2L001 : 0
KL001 : 0
HF001 : 0
HL001 : 1
In the SMS commands R represents Rooms, L represents Lights, K represents Kitchen,
H represents Hall. If the device is ON or OFF, represents 1 or 0. This parsed data will be
executed by IoT Agent and Micro Controller.
Some Sample SMS Commands are:
Table 1. SYNTAX of SMS commands.

SMS Commands

Description

#status#

Get Device Status

#<ID1> ON#

Device 1 ON

#<ID1> OFF#

Device 1 OFF

#OFF ALL#

Switch OFF all Devices

#ON ALL#

Switch ON all Devices
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Figure 6. Smart Home based functional interface using IoT

The agent also continuously monitors web server for user inputs. The user can see the
status of the home devices through the web client. The IoT agent maintains the current status
of the devices and keeps updating with short period of time. The web server keeps refreshing
the data to the web client. Whenever the user changes the status or gives any data, this will be
updated in the web server internal database then the IoT agent will handle the routine process
based on the data.

5. GSM INTERFACE
The GSM receiving module acts as a gateway in communication module. This receiving
module can be a GSM/GPRS modem, mobile phone or any SMS send/receiving device. This
device connects with computer and microcontroller through USB or serial cable. The AT
(Attention) commands are used to manage connections and to send/receive the SMS. The IoT
Agent will receive SMS by NEW_MESSAGE_RECEIVED event. When new SMS arrived
the agent parsed and process what the SMS command tells. Sample AT Commands are
“AT+CMGL” List messages, “AT+CMGR” Read message, “AT+CMGS” Send message.
The interface module communicates with GSM device and reads the SMS and checks whether
It is a special SMS or ordinary SMS. If it is a command SMS, this commands are executed by
IoT Agent.
A. Measurement of SMS Transfer Rate
In GSM architecture SMS messages are carried on either SD-CCH or SACCH
depending on the use of the traffic channel. When the TCH (Traffic Channels) is not
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allocated, i.e., no voice call or data transfer are in progress, but the short message is carried on
the SDCCH (stand alone dedicated control channel). In this architecture the GSM module
does not commit TCH but it does dedicate to send SMS only. So it always uses SDCCH to
send SMS. Basically the SMS delivery is based on network, location and time.
Let λsms, λι and λv be the arrival rates for SMS message, Location updation and voice
call setup respectively. The arrival rate of this aggregate traffic that uses SDCCH channels is
given by

λc = λsms + λι + λν

(1)

Let the mean service time (i.e. channel holding time) for a single SMS message be
𝜇𝑠𝑚𝑠, and that of location updating and voice call setup message be 𝜇𝑙 and 𝜇𝜈 for
respectively. The unconditional expected service time of an arriving message is then given by

𝜇𝑐 = 𝜆𝑠𝑚𝑠/ × μ + 𝜆𝑙/𝜆𝑐 × μ𝑙 + 𝜆𝜈/𝜆𝑐 × μ𝑣

(2)

6. SMART DEVICE INTERFACE
The interface between devices and embedded system is established by physical
connection using cables.
A. Microcontroller

Figure 7. Embedded Module

Microcontroller (μс) is the brain of this module because it controls the entire devices in
the smart home directly. Whenever the new SMS is received in GSM modem μс reads the
message and execute. The μс reads the device status and values. Then it constructs the special
structured SMS and sends it to IoT Agent through GSM network. The μс uses AT (Attention)
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commands to access GSM modem. In this proposed architecture the μс can support Xn
devices and one GSM module. The μс creates interface with GPS and GSM components
through RS232 protocol.

7. CONCLUSIONS
The paper presents a web based architecture for IoT using GSM for the implementation
of smart home applications and GSM based design of smart home controlling system.
Prototype operates for data gathering and transmission using GSM-SMS and preliminary test
prove that the developed prototype is capable to monitor and control devices in the deployed
environment and has several advantages in term of fast delivery, zero data lose, low cost,
flexibility, user friendliness and energy efficiency. The established GSM network is a highly
efficient and the average SMS deliver time is 3.5 sec. It is important to note the following
attributes of the application: the user interfaces are simple and intuitive. In future this
architecture will be extend to implement with video streaming of home activities using GSMMMS and RTMP protocol and improve the security of the data transmission and
authentication process.
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ABSTRACT
Cloud Computing portrays today’s commonly existing computing paradigm change in
information technology. However, privacy and security are considered as primary issues to its wide
adoption. A set of security issues appears ahead and remains as a strong barrier for the users to easily
adapt into Cloud Computing technology. Though, Cloud Computing is a promising technology to
facilitate the development of on-demand, larger-scale, flexible computing resources, without security
embedded into this innovative technology, it may lead to failure. This article summarizes the security
perspectives of Cloud Computing.
Keywords: Cloud Computing; Security Challenges; hacker; governance

1. INTRODUCTION
Cloud Computing is entirely not a new concept but it has intricate connection to the
grid Computing paradigm and other oriented technologies such as distributed systems in
general. Cloud Computing is a model for enabling ubiquitous, convenient, on demand
network access to a shared pool of configurable computing resources such as networks,
servers, storage, applications and services, that can be rapidly provisioned and released with
minimal management effort or service provider interaction. The modern trend of frequently
adopting this technology by the organizations, rapidly introduce new risk on top of all the
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other existing risks. Hence, obviously putting everything into the cloud storage will only
make it easier for hacker.

2. CLOUD SECURITY
A comprehension of the basics of cloud security incorporates key security and privacy
issues, headway in cloud security, top dangers and risks, alerts and considerations when
deploying cloud technologies, hence the National Institute of Standards and Technology
issued the Guidelines on Security and Privacy in Public Cloud Computing. These guidelines
give an overall portrayal of the security and privacy challenges vital to public cloud
computing, and distinguish considerations for agencies outsourcing data, applications and
foundation to a public cloud environment. One of the largest problems to be addressed in
cloud computing is that of security – identifying threats, understanding responses, and
evaluating the tradeoffs involved in making this emerging technology secure for common use.
Cloud computing is a model for enabling ubiquitous, convenient, on demand network access
to a shared pool of configurable computing resources(for example, networks, servers, storage,
applications and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

3. MAJOR CONCERNS IN CLOUD COMPUTING SECURITY
The authors have explained about a security document named “Security Guidance for
Critical Areas of Focus in Cloud Computing” released by the Cloud Security Alliance (CSA)
in December 2009, where they identified thirteen areas of concerns in three major sections.
They are Domain 1: Cloud computing architectural framework; 2:Governing in the cloud,
Domain2: Governance and enterprise risk management, Domain 3: Legal and electronic
discovery, Domain 4: Compliance and audit, Domain 5: Information lifecycle management,
Domain 6: Portability and interoperability; Domain7: Traditional security, business
continuity, and disaster recovery, Domain 8: Data center operations, Domain 9: Incident
response, notification, and remediation, Domain 10: Application security, Domain 11:
Encryption and key management, Domain 12: Identity and access management, Domain 13:
Virtualization’’
The top seven threats in Cloud Computing are “Abuse and nefarious use of cloud
computing; Insecure application programming interfaces; Malicious insiders; Shared
technology vulnerabilities; Data loss/leakage; Account, service and traffic hijacking; and
Unknown risk profile”.

3. CONCLUSIONS
There are numerous chances of data breach in cloud environment. Many security attacks
creep in every day. However, considering the sensitivity of the data stored and the vitality of
the information any security breach should be avoided.
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ABSTRACT
The fast growth in the population density in urban areas demands more facilities and resources.
To meet the needs of city development, the use of Internet of Things (IoT) devices and the smart
systems is the very quick and valuable source. However, thousands of IoT devices are interconnecting
and communicating with each other over the Internet results in generating a huge amount of data,
termed as Big Data. To integrate IoT services and processing Big Data in an efficient way aimed at
smart city is a challenging task. Therefore, in this paper, we proposed a system for smart city
development based on IoT using Big Data Analytics. We use sensors deployment including smart
home sensors, vehicular networking, weather and water sensors, smart parking sensor, and
surveillance objects, etc. initially a four-tier architecture is proposed, which includes 1) Bottom Tier:
which is responsible for IoT sources, data generations, and collections 2) Intermediate Tier-1: That is
responsible for all type of communication between sensors, relays, base stations, the internet, etc. 3)
Intermediate Tier 2: it is responsible for data management and processing using Hadoop framework,
and 4) Top tier: it is responsible for application and usage of the data analysis and results generated.
The collected data from all smart system is processed at real-time to achieve smart cities using Hadoop
with Spark, VoltDB, Storm or S4. We use existing datasets by various researchers including smart
homes, smart parking weather, pollution, and vehicle for analysis and testing. All the datasets are
replayed to test the real-time efficiency of the system. Finally, we evaluated the system by efficiency
in term of throughput and processing time. The results show that the proposed system is scalable and
efficient.
Keywords: IoT; Big Data; Smart Systems; Smart City; Hadoop

-54-

World Scientific News 41 (2016) 1-304

1. INTRODUCTION
According to the report published by CISCO in 2008, things connected to Internet
surpassed the number of people living on earth [1]. It is also added that these things would
touch the limit of fifty billion by 2020, taking us to the world of digitization. These things
interact and communicate with each other with the help of internet – we call it the Internet of
Things (IoT). The advancement in the IoT affecting human lifestyle in a positive manner in
the field of healthcare [2], automation, transportation, and emergency response to man-made
and natural disasters where it is hard for the human to make decisions. The Internet will be no
longer considered as the network of computers. However, it will be involved with the billions
of smart devices along with the embedded systems. As a result, Internet of Things (IoT) will
greatly increase its size and scope, providing a new way of opportunities, as well as
challenges [3]. The majority of the countries have put forward longstanding national strategies
for the implementations of IoT after completing the intangible stage of service level. For
instance, Japan’s broadband access is providing the facility of communication between
people, people and things, and things and things [4]. Similarly, South Korea’s smart home
enables their people to access things remotely [5]. Singapore next generation I-Hub [6]
intentions to comprehend the next generation “U” type network through a secure and
ubiquitous network [7]. The stated initiatives laid the foundation of IoT [8]. In the literature,
extensive research work has been performed on the Smart home technology [9] focusing on
individual homes.
Due to the incorporation of ubiquitous and pervasive computing, the trend of living is
now changed. It is noticed that by 2050, seventy percent of the world population will live in
cities [10]. Hence, a rapid increase has been seen in the transition of the population towards
cities. Therefore, it results in enhancing the number of things to be interconnected with each
other, which results in generating an overwhelming amount of the data. Such data comprises
heterogeneous properties, referred as big data. Hence, analyzing such data based on the user
needs and choices, the cities would become even smarter. The massive amount of information
generated by the embedded and pervasive devices will be shared across assorted platform and
applications to enrich the cities smarter and predict accordingly in term of its planning and
development.
Having understood the feasibility and potential of the IoT and the smart home, in this
paper, we propel the concept of the smart home towards the smart city based on big data
analytics. In the paper, we proposed the complete architecture to develop the smart city using
IoT-based Big Data analytics. The 4-tier architecture is proposed, which has the capability to
analyze thehuge amount of IoT datasets generating from various sources of the smart systems
in the city such as smart homes, smart car parking, vehicular traffic, etc. Moreover, the
analysis is performed on the IoT datasets to make smart city decision using the proposed
system. Finally, the system is tested and evaluated with respect to efficiency measures in
terms of throughput and processing time.

2. PROPOSED SYSTEM
The primary concept of the smart city is to get theright information at the right place
and on a right device to make the city related decision with easiness and to facilitate the
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citizens more quick and fast way. To develop the IoT-based smart city, we deployed several
wireless and wired sensors, surveillance cameras, emergency buttons in streets, and other
fixed devices. The main challenge in this regard is to achieve smart city system and link smart
systems’ generated data at one place. Here we are presenting the proposed system including
the detail description, the architecture, and the implementation model.
2. 1. System Description
Figure 1 shows the overview of the system including sensors deployment and the smart
systems used for building the smart city. We proposed the deployment of various types of
sensors at different places to collect and analyzed the data. The ultimate goal is to achieve
smart homes, smart parking, weather and water systems, vehicular traffic, environment
population and surveillance systems. In a smart home, the home is continuously monitored by
sending data generated from the sensors measures the smoke and temperature. Similarly, to
detect a fire at real-time, the electricity and gas consumption to effectively manage the power,
gas, and water consumption to the houses and different areas of the city. Similarly,
monitoring the pollution will help in the health care of the citizens and alert them when the
pollution increases than a particular threshold.
The smart parking helps in the checking of vehicles coming and going out of different
car parking zones. Thus, an intelligent car parking can be designed. The smart car parking
data provides lot facilitation of the citizens as well as merchants as being a part of the smart
city. In our system, the citizens easily get the information of the nearest free slot of parking at
real-time. Similarly, the citizen gets the information from the smart city about more suitable
places to park his/her vehicle. This system reduces the fuel consumption of cars.
Weather and water system provides the weather related data like temperature, rain,
humidity, pressure, wind speed, water levels at rivers, lakes, dams, and other reservoirs. All
these information is collected by placing the sensors in water reservoirs and other open areas.
In the world, most of the flood occur due to the rain and similarly, few others by snow
melting and dam breakage. Therefore, we use rain measuring sensors and snow melting
parameters in order to predict the flood earlier. We also predict about the water reservoirs in
advance in order to meet the need of the water to the citizens.
Vehicular traffic information is the most significant source of a smart city. Through this
type of data source and with useful real-time analysis, the citizen and as well as the
government can get more benefits. The city travelers also get the destination information
based on the current intensity of traffic and the average speed of the vehicles. The traffic can
be diverted to other routes from the congested one, and it will reduce the fuel consumption as
well as decreases pollution that occurs due to the crowded traffic. Government authorities get
the real-time information about the blockage of the road due to the accident or other things.
They can make necessary action at real-time to manage the traffic. In our smart city system,
we are getting the traffic information by GPRS, vehicular sensors. We get the location of each
vehicle the number of vehicles between two pairs of sensors placed at the various location of
the city.
A city can never be smart with unhealthy citizens. Therefore, while designing smart
city, we set a separate module to get environmental data, which includes gases information
such as particular metals, carbon monoxide sulfur dioxide, ozone, and noise as well as. These
gases are very dangerous for human health that causes liver disordering, coughing, and heart
diseases. People should not go outside when these gasses are more in the environment.
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Especially the children, old age people, people for physical exercise, already sick people,
should not go outside from their homes when any of the polluted gas is more in the
environment. This can only be possible when there is an access to all these information to the
people at real-time and alerts are generated when any of the gas excesses a particular
threshold. Moreover, the places where there are more population, the government should
reduce the cause of the pollution like moving industries to other places, diverting traffic to the
other routes etc.

Environmental Pollution

Surveillance

Vehicular Traffic

Carbon mono-oxide
CCTV
Pedestrian count
Sulfur-di-oxide
Time
Emergency button
voice
Noise
Front screen sensors
Ozone
Free slots
others Smoke Pollution Data
Location
water
Temperature
others
Electricity consumption
Rain
Total slots
Humidity
Gas consumption
No of vehicles
River/lake water
Temperature
Time
Pressure
Wind speed
Smart Home

Weather and water
system

Smart Parking

Aggregator
IoT Platform

Smart City System
Figure 1. Sensors Deployment.

2. 2. System Architecture and implementation model
Based on the needs of the smart city, initially, we proposed a 4-tier architecture to
analyze IoT-based smart systems’ generated data in order to establish smart cities. The
complete architecture is shown in Figure 2.
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Figure 2. IV-Tier Architecture for IoT Big data analytics for remote smart city and urban planning
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Tier 1. Bottom Tier: This layer handles data generation through various IoT sources and then
collect and aggregate that data. Since there are a lot of IoT sensors participating in the
generation of data, therefore a lot of heterogeneous data is produced with varying format, and
with different point of origin and periodicity. Moreover, some data have security, privacy, and
quality requirements. Also, in sensor data, the metadata is always greater than the actual
measure. Therefore early registration and filtration technique are applied in this layer, which
filters the unnecessary metadata, as well as repeated data.
Tier-II; Intermediate Tier-I: This tier is responsible for the communication between
sensors, sensors to relay through ZigBee technology, rely to GW or base station and then on
internet various communication technologies can be used. At the analysis sides between
various analysis servers, Ethernet is used.
Tier-III: Intermediate Tier-II: This layer is the central layer of the whole analytical system,
which is responsible for the processing the data. Since we need real-time analysis for the
smart system. Therefore, we need a third party real-time processing tool to combine with
Hadoop. Therefore, for real-time implementation, Spark is used. However, Strom, VoltDb can
also be the alternatives. At a lower layer of Hadoop, the same structure of MapReduce and
HDFS is used. With this system, we can also use HIVE, HBASE, and SQL for managing
Database (in-memory or Offline) to store historical information for urban planning.
All the data are stored at Hadoop using HDFS and analysis are performed at
intermediate tier-II. The last tier is the interpretation tier, which is the usage of the results of
analyzed data and then generating reports. Here, the generated results are announced and used
by many applications, such as flood detection, security, citizen facilitation, and city planning.
The complete implementation model of the system is given in Figure 3. It shows the full
details of all the steps performed while data processing till decision making. Initially, every
system generate their data, such as smart home generated data, vehicular data, smart parking
data, etc. At every system, there is a relay node, which is responsible for collection data from
all the sensors in the system. It uses ZigBee technology to communicate with the sensors.
The relay handles collecting data from all sensors and then sending to the analytical
system through GW and Internet. As the sensors have a lot of metadata, and they also
generate the heterogeneous type of data.
Therefore, all the unnecessary metadata and redundant data are discarded. Moreover,
the data is classified by the message type and the identifier. After classification, the classified
data is converted to the form, i.e., understandable to the Hadoop ecosystem, such as sequence
file.
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Figure 3. Implementation Model

3. SYSTEM IMPLEMENTATION AND EVALUATION
We take existing datasets through mentioned smart systems from various reliable
resources. The datasets includes 1) the smart home collected dataset including the water usage
of each house, temperature [11], etc., 2) the vehicular datasets including all the details of the
vehicles traveling between many pairs of source and destination at various places of the city,
and the location and mobility information [12-15] 3) parking datasets including the current
status of number of vehicles in the parking area [16-18], 4) pollution datasets including
various gases and noise pollution [16-18], 5) weather dataset including continuous
measurement of temperature, humidity, rain [16-18], etc., outside as well as inside the home.
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As all these datasets are offline, but to make it real-time, the datasets are replayed all the
datasets at the same time using various computers towards the server, as we shown in the
implementation model. The real-time traffic is processed by Hadoop-pcap-lib, Hadoop-pcapscr-de libraries and converted into sequence file to make it capable of processing on Hadoop.
Each facility of the smart city is implemented as a separated class or sub-module. Citizens
have limited access to the results of these modules, and the government has full access to
them. For evaluation purpose we take single node setup on UBUNTU 14.04 LTS coreTMi5
machine with 3.2 GHz processor and 4 GB memory. Since the system is based on big data
analytics, therefore at this level, the systems is only evaluated with respect to the efficiency
and response time using offline traffic as well as real-time traffic.
The processing time results with respect to offline datasets size is shown in Figure 4 and
the throughput analysis result is shown in Figure 5. It is evident in the graph that when the
data size is increased the processing time proportionally increased, both data size and
processing time are directly proportional to each other. Moreover, throughput is also directly
proportional to data size because of the parallel processing nature of Hadoop system, which is
the major achievement of the system.
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Figure 4. Processing time of various size vehicular datasets

-61-

5345,28

World Scientific News 41 (2016) 1-304

Throughout (MBps)
20
18
16

Throughout (MBps)

14
12
10
8
6
4
2
0
78

150

301

450

1228,8

1843,2

3276,8

5345,28

Dataset Size
Figure 5. Throughput of datasets depending on the size

4. CONCLUSION AND FUTURE WORK
In this paper, we proposed an IoT-based system in order to achieve smart city to
facilitate the government as well citizens while performing real-time decisions based on
current city scenarios. To process ahuge amount of data, coming with very high speed, we use
Hadoop ecosystem with Spark at the top layer. The existing smart systems’ datasets are used
to test and evaluate the system’s efficiency. In future, we are planning to deploy the system
using practical smart systems to test the real world implementation and feasibility of the
system.
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ABSTRACT
IoT in its entirety means not just gathering data, analyzing it and viewing reports but it
consummates when it results in actionable items/intelligence. Our use case takes a type of networking
system , firewalls in this case, to showcase the relationship between IoT in its purest sense to a similar
system feeding the servers with huge amounts of actionable data which we can mine and provide
useful recommendations. In a nutshell, this use case talks about big data that is a result of IoT and how
it is mined in our specific use case.
Keywords: Firewall; Juniper; Palo Alto; Checkpoint; Big data; Hadoop; HBase; ELK; Mahout and
NodeJS

1. INTRODUCTION
Firewalls are systems that are very critical to the security and smooth running of an
organization. They handle enormous volumes of data and constantly filter them real time to
figure out the right communication from the malicious.
Firewall devices generate huge volumes of data to be analyzed as well in the form of
traffic data, threat data etc... In our case we do not have or employ external sensory equipment
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on to the device/system we want to monitor and act. Firewall devices being computer class
systems already are leveraged to feed us with information. Firewall devices write their traffic
and threat data to system log files in the respective devices. We put a hook on to it, have them
routed to the server, capture it to analyze & act.

2. MAIN THESIS
This specific use case is about a large airline company handling its booking and queries.
Traffic and booking are directly proportional and it follows a pattern to a major proportion
although not 100% predictable. Flight enquiries and eventual booking follow a pattern where
mid-weekdays handling low amount of enquiries (mostly business travelers), higher volumes
on weekends and very heavy traffic on holidays and long weekends. Our system not only
relies on the queries to the booking system but also the validity of such enquiries thereby
spinning extra servers to handle traffic and shutting down systems to avoid cost when the
quantifiable traffic is low. The scenario is best described in the following diagram. Our tech
stack to work on such consists of the typical big data stack with some quick reporting and
recommendation tools. We employ Hadoop, HBase, ELK and NodeJS for server.
High level Use case diagram
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Technology stack / Deployment diagram
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3. CONCLUSIONS
We hereby conclude that heavy volumes of enquiries does not directly correlate to
weekends and holidays but could also happen on any given day and such should be
scrutinized. Since such involves leveraging the first entry point which is firewall , the amount
of data is humongous and good amount of recommendation logic would have to be in place to
help guide the application to perform to its best.
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ABSTRACT
Cloud Computing allow the users to dynamically provide computing resource to meet their
information technology needs. Cloud providers are able to rent resources from cloud for many
computational purposes using any one of the provisioning model static/dynamic the company can pay
bills as per the model. One of the major drawbacks in cloud computing is linked to step up the
dataflow model with better resources. Resource allocation is performed with the aim of minimizing
the costs and to get high throughput. The added challenges in resource allocation is satisfying the
customer demands and application necessities. In this paper, we have presented an extensive survey on
various resource allocation strategies for various dataflow model and their challenges are discussed in
detail.
Keywords: cloud computing; information technology; resource allocation

1. INTRODUCTION
Cloud computing is a computer paradigm where data and services reside in massive
scalable data centers in the cloud and can be used with any connected devices over the
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internet. It is a way of providing various services on virtual machine allocated on a larger
physical machine which resides in the cloud. Cloud Computing enables users to acquire
resources dynamically and elastically. One of the major challenges in resource provisioning
technique is to determine the right amount of resources required for the executing the task in
order to reduce the financial cost from the user's point of view and to maximize the resource
utilization from the service providers side So, Cloud computing is one of the preferred options
in today’s venture.
Resource provisioning is the process of selecting, deploying, and run-time management
of software (e.g. , database management servers, load balancers) and hardware resources such
as CPU, storage, and network for ensuring the guaranteed performance. This resource
provisioning considers the Service Level Agreement (SLA) for providing services to the
cloud users. This is like an initial agreement between the cloud users and cloud service
providers to ensure the Quality of Service(QoS) parameters like performance, availability,
power consumption, reliability, response time,etc. Based on the use and application needs
Static Provisioning/Dynamic Provisioning and Static/Dynamic Allocation of resources have
to be made in order to efficiently make use of the resources without violating Service Level
Agreement and meeting these QoS parameters. Over provisioning/under provisioning of
resources must be avoided. Another important constraint is power consumption. It is
necessary to reduce power consumption, power dissipation and also on VM placement. Some
techniques to avoid excess power consumption are used.
So the main goal of the cloud user is to reduce cost by renting the resources and from
the point of the cloud service provider’s to increase the profit by efficiently allocating the
resources. In order to achieve the main goal of the cloud user has to ask for cloud service
provider in advance to make a provision for the resources by statically or dynamically so that
the cloud service provider will know what and how much resources are required for a given
application. By provisioning the resources, the QoS parameters like availability, throughput,
security, response time, performance, reliability must be achieved without violating SLA.
The development of the Internet of Things, has increased the rate and quantity of data
being generated endlessly hence there is a need to analyze and manage such high velocity data
in real-time forms. For this high dataflow a proper resource need to be provided for execution.
The various processing techniques are discussed below:

2. LITERATURE REVIEW
J. Dean and S. Ghemawat [1] proposes map reduce encoding model for processing and
generating large data sets which automatically execute parallel on a large cluster of
commodity machines. The run-time system takes care of the details of partitions in the input
data, scheduling the program's execution across a set of machines, handling machine failures,
and managing the required inter-machine communication.
M. Zaharia, T. Das, et. al. [2] explain discretized streams (D-Streams), a stream
programming model for large clusters that provides high consistency and powerful integration
with batch systems. The spark streaming is to make streaming as a series of short batch jobs,
and bring down the latency of these jobs as much as possible. This new parallel recovery
technique that makes the system to be cost-efficient for stream processing in large cluster.
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L. Neumeyer, B. Robbins et al., [3] proposes the S4 (Simple Scalable Streaming
System) architecture engine to solve problems in the circumstance of exploring application
that use data mining and machine learning algorithms. The S4 design Provide a plain
Programming Interface for processing data streams by using local memory in each processing
node and avoiding disk Input/output bottlenecks also making cluster with high availability
that can scale using commodity hardware.
B. Satzger, W. Hummer et al., [4] presented a new stream computing platform known as
elastic stream cloud (esc) an easy programming model for programmers based on DAGs
defines the data flow of a program, whose vertices represents a operations apply to the data.
The data that are streaming through the graph are expressed as key/value pairs. This system
hides complexity near-term along with distribution and fault tolerance. By making the system
to dynamically adapt to changing workloads based on a high frequency trading scenario.
M. Maheswaran, S. Ali et al., [5] proposes Dynamic mapping (matching and
scheduling) heuristics for a class of autonomous tasks using heterogeneous distributed
computing systems using Five immediate mode heuristics (HiHi, KPB, MCT, OLB and the
MET) and three batch mode heuristics (Sufferage, Min-min, HiHi) shows OLB is slightly
better than other immediate modes and Sufferage is better than others
Z. Wu, X. Liu et al., [6] presented a market-oriented hierarchical scheduling tactic in
cloud workflow systems using the candidate service-level scheduling algorithm which utilize
three meta-heuristic based scheduling algorithms as well as genetic algorithm (GA), ant
colony optimization and particle swarm optimization are adapted and the results show ACO
performs better the other meta-heuristics.
F. Zamfirache, M. Frincu et al., [7] presented a simple population based method for task
scheduling in heterogeneous distributed systems using hybrid perturbation operator which
combines greedy and random strategies in order to make sure local improvement of the
schedules and compares against sps (Simple Population Scheduler) algorithm shows hybrid
perturbation works better in task scheduling.
R. Castro Fernandez, M. Migliavacca et al., [8] shows SPS (stream processing system)
approach which integrates scaling in which SPS partitions operators on demand in response
to bottleneck operators and in failure recovery the sps maintains two versions of operator o's
state, which could be partitioned for scale out: the current state, maintained by o, and a recent
state checkpoint stored by operator backup(o)through explicit state management of stateful
operators. This approach treats operator state as an independent entity such as checkpoint,
backup, restore besides these shows sps works well in scaling out .
R. Tolosana-Calasanz, J. Angel Banares et al., [9] utilize the token bucket model that
stores data elements from a stream and then forwards them to the computational phase of a
work flow stage at a predefined rate over a shared Cloud infrastructure while providing each
workflow with a particular QoS requirement thereby adding control strategy at each workflow
stage to dynamically adjust Token Bucket parameters to adapt the resources available so that
variations in data size (data inflation/deflation) between stages can be self configured by the
application
Andres Quiroz, Hyunjoo Kim et al., [10] work on a decentralized healthy online
clustering approach used to detect patterns and trends in distributed environment and used it
to optimize provisioning of virtual (VM) resources it also presents a model-based approach to
estimate application service time using the long-term application performance monitor to
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provide feedback about the suitability of requested resources as well as the system ability to
meet Quality of service constraints and Service Level Agreement.
Ye Hu, Johnny Wong et al., [11] proposes heuristic algorithm to find out a resource
allocation strategy (Shared or Dedicated) which consider the processing of interactive jobs
only where global arbiter makes resource allocation decision, information on the number of
servers that should be allocated to each Application Environment would be very helpful
making it to use the smallest number of servers required to meet the Service Level Agreement
of both classes and then did a comparative evaluation of first come first serve (FCFS), headof-the-line priority (HOL) and a new scheduling regulation called probability dependent
priority (PDP).
Saeid Abrishami, Mahmoud Naghibzadeh et al., [12] utilizes Partial Critical Paths
(PCP), which aims to reduce the cost of workflow execution with a user defined deadline by
mapping each task to an appropriate resource and of ordering the tasks on each resource to
satisfy some performance criterion and it consists of two phases one-phase algorithm which is
called Infrastructure as a service Cloud Partial Critical Paths (IC-PCP), and a two-phase
algorithm which is called Infrastructure as a service Cloud Partial Critical Paths with Deadline
Distribution (IC-PCPD2) have a polynomial time complexity which makes them suitable
options for scheduling large workflows and the result shows IC-PCP performing better.
W. Dawoud, I. Takouna et al., [13] Microeconomic Inspired Approach to determine the
number of Virtual Machine allotted to each user according to user financial capacity there by
mechanically adjusting to the ever changing equilibrium point caused by active workloads
and ensures that resources are shared proportionally by continuously monitoring the response
time of user application. Ming Mao, Marty Humphrey [14] proposes auto-scaling mechanism
which finishes all jobs by user specified deadlines in a cost-effective way based on a monitorcontrol loop that adapts to dynamic changes such as the workload bursting and delayed
instance acquisitions there by eliminating user instances. The major drawback is it does not
task with increased size.
According to K. Tsakalozos, H. Kllapi et al., [15] Genetic Algorithm (GA) which is
designed and implemented to compute the optimized system state, i.e., VM-to-node mapping
and the resource capacity allocated to each VM, so as to optimize resource consumptions but
it doesn’t provide optimized state when the node increases.
The technique proposed by R. Jeyarani, N. Nagaveni [16] makes use of the Provisioner
called adaptive power-aware virtual machine provisioning (APA-VMP) where the resources
are provisioned varying from a large resource pool. This is from Iaas provider point of view
where the traditional Virtual machines(VM) are launched in appropriate server in a data
center. The cloud data center considered here is heterogeneous and large scale in nature. The
proposed meta scheduler maps efficiently a set of Virtual Machine instances onto a set of
servers from a highly dynamic resource pool by fulfilling resource requirements of maximum
number of workloads.

3. TECHNIQUES USED
The various techniques and algorithms were used for effective handling of resource
provisioning for dynamic flow of data. These methods were used for widely used for
searching solution space and outperforms well in provisioning resources.
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3. 1. Partial Critical Path
In the PCP [12] scheduling algorithm, the critical path and partial critical paths of the
whole workflow is to be found. In order to find these, some idealized, notion of the start time
of each work flow task are needed before scheduling of the tasks is done. This means that
two notions of the start times of tasks are available , the earliest start time computed before
scheduling the work flow, and the actual start time computed by the scheduling algorithm. For
each unscheduled task the Earliest Start Time (EST) is found as the earliest time can start its
computation despite of the actual service that will process the task which is determined during
scheduling Since grid is a heterogeneous environment and the computation time of tasks
varies from service to service the EST cannot be found exactly.
3. 2. Genetic Algorithm
Genetic Algorithm [15] finds the survival of the fittest among individuals over
successive generation for solving a problem. Each individual indicate a point in a search space
and a possible solution. The individuals in the population are then performs a process of
evolution. Genetic Algorithm is based on an analogy with the genetic structure and behavior
of chromosomes within a population of individuals using the following foundations:





Individuals in a population compete for resources and mates.
Those most successful individuals in each competition will produce more offspring
than those individuals that perform badly.
Genes from good individuals propagate throughout the population so that two highquality parents will sometimes create offspring that are better than either parent.
Thus, each successive generation will become more suited to their environment.

3. 3. MicroEconomic-Inspired Approach
In infrastructure as a Service (IaaS) how many virtual machines (VMs) a user should
request from an IaaS Cloud specified that users have an inadequate budget and that there are
speed-up barriers set by the available physical resources. Follow a microeconomic-inspired
approach [13] to determine the number of VMs allotted to each user according to user
financial capacity. Since the core physical resources are shared among all cloud tenants, the
performance the users get out of the cloud may significantly vary over time. Therefore, this
approach continuously monitors the response time of user applications and adjusts the amount
of resources accordingly. At its equilibrium point, the suggested approach maximize profit.
From the provider’s point of view this profit corresponds to financial benefit whereas from
the consumer’s point of view, the same profit corresponds to quality of service received.
3. 4. Particle Swarm Optimization (PSO)
Particle swarm optimization (PSO)[17] is a computational method that optimizes a
given problem by repeatly trying to enhance the candidate solution in terms of quality. PSO
optimizes a problem by having a population of candidate solutions (agents) and moving these
particles around in the search-space according to simple mathematical formula over the agents
position and velocity. Each agent movement is influenced by its local best known position
but, is also guided to the best recognized positions in the search-space, the better positions are
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found by other particles are updated. This is expected to move the swarm toward the best
solutions.
3. 5. Tabu Search
Tabu Search [18] is a meta-heuristic that guides a local heuristic search procedure to
explore the solution space outside local optimality. One of the major components of Tabu
Search is its use of adaptive memory, which creates a more elastic search actions. Memorybased strategies is most important of tabu search approaches, founded on a quest for
integrating principles by which alternative forms of memory are appropriately combined with
effective strategies for exploiting them. To address the problem related with training
multilayer feed forward neural networks. These networks have been broadly used for
prediction as well as classification in many different areas.

4. CONCLUSION
Cloud computing has been the playing a major role in a distributed computing system
due to the way the resource provisioning and charging. Providing and Managing Resource is a
crucial task with various innovative technology for small to large needs. Many researchers
have put forward their ideas for new and innovative solutions for handling such an imperative
area. In this paper, we have carried out a decisive review of the most recent work carried out
in this area.
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ABSTRACT
The main objectives of social internet of things is to separate the two levels of people and things
to allow objects to have their own socail network, to allow humans to impose rules to protect their
privacy and only access the result of autonomous inter- object interactions occouring on the object’s
social network. Smart object will not make a difference, but social objects will make it. The main
contributions is to identify the apporiate policies for the establishment and the management of social
relationsship between objects.To describe a possible architecure for the internet of things that includes
the functionalities to intergrate things into socail network.
Keywords: Internet of things; Social network; Social communities of smart object; Gateways and
objects; Benefits and examples of social internet of things

1. INTRODUCTION
The Internet of Things integrates a large number of technologies and envisions a
variety of things or objects around us that, through unique addressing schemes and standard
communication protocols, are able to interact with each others and cooperate with their
neighboursto reach common goals. Recently the idea that the convergence of the Internet of
Things and the Social Networks worlds is possible, or even advisable, is gaining momentum.
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This is due to the growing awareness that a Social Internet of Things would carry many
desirable implications into a future world populated by intelligent objects permeating the
everyday life of human beings. In fact, applying the social networking principles to the
Internet of things can lead to several advantages .The Social Internet of things structure can be
shaped as required to guarantee the network navigability, so as that the discovery of objects
and services is per-formed effectively and the scalability is guaranteed like in the human
social networks.A level of trustworthiness can be established for leveraging the degree of
interaction among things that are friends and the models designed to study the social networks
can be reused to address internet of things.

2. SOCIAL INTERNET OF THINGS
Internet of things will change everything. Everyday object, data, systems and people
will be connected to create an intelligent network. The social network of things is the
interconnections of hybrid services, objects and people where ordinary users will eventually
have the ability to create their own personalized social services easily and conveniently
through use of the network. The interconnected hybrid network will lay the foundation for
entirely new approaches to creating meaningful online and offline social experiences. The
social internet of things allows people to be more social in a safe and secure manner. It allows
companies that specialize in specific products to evolve into data driven digital organisations.
Companies can now develop in meaningful business in entirely different industries because of
the connections that exists between their products and their customers.

Fig. 1. Social internet of things

3. SOCIAL COMMUNITIES OF SMART OBJECTS
Social media is the single most impactful development. Now various appliances.
Objects and devices can be use social media as well to post data about their state in the social
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network of human interact in social network with humans and other objects and other objects
and to build a social communication network with other objects. The socialization of objects
data will provide more accurate and contextual information which can be used to offer value
added services to users in their social sphere. The cooperation between smart objects will
create trusted, dynamic communities that enable insightful data that is beneficial to people
and organisation. It provide us in secure manner. In big data making big money involves that
the social web has proven to be an amazing source of information, our likes, dislikes, updates
and interactions all are a critical part of the big data revolution, which has led to a much
deeper understanding of consumer behaviours. Face book, Twitter and Google have all turn
this data into billions dollar in the form of analytics, targeted marketing services and more.

4. GATEWAY AND OBJECTS
In Gateway and Objects systems, the combination of layers may vary mainly depending
on the device characteristics. The following three scenarios can be foreseen. In a simple one, a
dummy Object that is equipped with a functionality of the lowest layer, is only enabled to
send simple signals to another element (the Gateway). The Gateway is equipped with the
whole set of functionalities of the three layers. In another scenario, a device (e.g., a video
camera) is able to sense the physical world information and to send the related data over an IP
network.
The object would then be set with the functionality of the Network Layer other than that
of the Application one. Accordingly, there is no need for a Gateway with Application Layer
functionality. An Application Layer in a server, somewhere in the Internet, with the gateway
application layer functionality would be enough. According to a third scenario, a smart object
(e.g., a smart phone) may implement the functionality of the three layers so that the Gateway
is not needed, but for some communication facilities targeted to maintain the Internet
connectivity of the object. This is the case of a smart phone, which has enough computational
power to perform all the three- layer operations and that may need a Gateway for ubiquitous
network connectivity.

5. BENEFITS OF SOCIAL INTERNET OF THINGS AND EXAMPLES
Social internet of things improves the customer relationship by providing an accurate
analysis of customer data. The continuous feed of data from the communities gives us big
data team. It is the power to predict the movements and the evolution of the market. It
improves business in a great success.
Examples: Social media today highlights some of the technology is paving the way for
the future. It includes smart vending machines , Video media advertising in store retail mobile
applications and much more. Focus on social messaging the most of the users spend time on
mobile phone. As the user’s location is critical for social apps, the lot can provide us with
detailed information about the user and its surroundings. The internet of things devices are
tracking and recording more data points. For business, this is a unique opportunity to reach
consumers through a new type of screen.
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6. APPLICATIONS
Several applications can benefit from the availability of social relation-ships between
things interconnected to a network composed of trillions of nodes. While a few interesting
applications can be the increase in the number and categories of objects able to connect to the
Internet.

Fig. 2. Applications in the Internet of social things

1. Antonio has bought a new house in a block recently built according to advanced ecofriendly principles. Each at is equipped with controllers and sensors able to manage and
measure energy consumption and production (photovoltaic and solar cells) during the whole
day. By means of their IoT social network, the domestic controllers are able to ex-change
information on the energy usage with reference to: consumption and production of energy to
perform local benchmarking, identification of the energy providers that best match the house
needs identification of the household appliances with the highest efficiency levels. A light in
any house changes the color according to the energy saving level obtained by its owner,
which differs from other houses in the block. Ownership and co-location relationships are
exploited in this scenario.
2. Daniele is a frequent traveler for work and needs the network to connect to his colleagues,
customers, and family. His smart phone is a member of the IoT social network and is able to
get information about the places in his surroundings that are covered by a stronger signal, by
less congested UMTS cells, by its operator base stations (for free data service), and by free
WiFi. Again, the right friend devices in this scenario are found by looking for special
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member categories (smart phone and PCs) and geographical locations.
3. There are several sensors that are going to be installed more and more numerous in any
environment. These provide information about the status of environments in terms of
temperature, crowdedness of the ambient (rooms, theatres, discos, and others), identity of the
people, humidity level, and other parameters about the weather. All these objects may
exchange friendship with the controller of Laura's closet. She is preparing for her next travel
and automatically acquires the list of clothes to be used for a comfortable travel.

7. CONCLUSIONS
The main goal of this paper is focused on the integration of social networking
concepts into the Internet of Things which leads to the so called Social Internet of Things
paradigm. Recently, the SIoT has been the subject of several independent research activities
as it promises to achieve scalable solutions in networks interconnecting trillions of nodes
and to support new interesting applications. More specially, in this paper it identified the
types and the characteristics of the social relationships that can be established by objects in
the SIoT.
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ABSTRACT
Privacy-preserving data mining has been considered widely because of the wide propagation of
sensitive information over internet. A number of algorithmic techniques have been designed for
privacy-preserving data mining that includes the state-of-the-art method. Privacy preserving data
mining has become progressively popular because it allows sharing of confidential sensitive data for
analysis purposes. It is important to maintain a ratio between privacy protection and knowledge
discovery. To solve such problems many algorithms are proposed by various authors across the world.
The main objective of this paper is to study various Privacy preserving data mining techniques and
algorithms used for mining the item sets.
Keywords: Data mining; Privacy-preserving data mining (PPDM); Perturbation; Frequent pattern
mining

I. INTRODUCTION
Data mining is the procedure of extracting the significant, available information from a
large database. Frequent pattern mining determines the frequent relationships in large
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repositories of data, called patterns. On the other hand, the sensitive information about
individuals being published may be disclosed, which create many privacy issues. Due to
privacy issues many individuals are unwilling to share their data to the public that may leads
to absence of data. Thus, privacy should be considered as an important in the field of Data
Mining. Privacy Preserving Data Mining becomes a current research area to boom various
privacy related issues.
This paper provides a wide study of various literatures and finally gives some
conclusions based on the certain parameters. The rest of the paper is structured in such a way
that Section II includes the classification of PPDM techniques. In section III various PPDM
techniques and studies related to privacy issues, proposed by different authors are given.
Finally, conclusion and future directions are given in Section IV.

II. PRIVACY PRESERVING DATA MINING (PPDM)
A. PPDM Classification
The PPDM techniques can be generally classified, into two scenarios as illustrated by
Fig. 1:

PPPDM
Central server

Anonymizationbased

Perturbationbased

Distributed

Cryptographybased

Figure 1. Classification of PPDM Hierarchy

i) Central Server ii) Distributed hierarchies are described here.
i) Central Server Scenario:
This Scenario is also known as Data Publishing Scenario because it tells how data
is protected by the PPDM techniques before publishing it for data mining task. In this
any number of the data owners/data miners are can be involved in the process of
mining and handling privacy issues. The available information can be more adaptable.
The best appropriate methods under this scenario are Anonymization and Perturbation.
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ii) Distributed Scenario:
This scenario deals with steps involved in the mining process, for protecting against
private databases that are carried out by the PPDM techniques. The data owners can
get the aggregate results by combining their Databases. Perturbation based techniques
are broadly used in this scenario. Few researches has focused on finding efficient
protocols for specific problems of data mining such as 1) classification 2) clustering 3)
pattern matching 4) association rule. Some of these studies are based on Central server
scenario and few are based on Distributed scenario.

III. PPDM TECHNIQUES
In this section, to achieve privacy various PPDM algorithms and their techniques based
on the above classification hierarchy are discussed in detail. The three major classical PPDM
techniques: Anonymization, Perturbation and Cryptographic.
A. Anonymization Based
Sometimes the original form of the data must be published publically. Though it is not
perturbed or encrypted; some sort of safety measure should be implemented before
releasing the data in case of anonymization. Anonymization can be achieved through
methods such as generalization, data removal, suppression and swapping. Kanonymity method is considered as the classical anonymization method and the
majority of the studies are based on k-anonymity. During the process of
anonymization the quasi–identifier (QI), which is the mixture of person precise
identifiers, is considered. Most common methods to achieve k –anonymity are to
generalize. In this method the possibly identifying attributes are first mapped using
aggregation for numeric data and swapping for nominal data. A different
anonymization technique known, as Condensation is a statistical approach which
constructs constrained clusters and then produces pseudo data from the figures of
these clusters.
B. Perturbation Based
Disclosing a ‘perturbed’ version of a data is one of the data distortion method for
privacy protection, before releasing it for data mining. One of the widely accepted
perturbation technique adding noise from a known distribution. In both scenarios,
central server as well as in distributed perturbation methods can be used. These
methods use data distortion techniques such as adding noise, randomization etc. The
classifier for the original dataset is built directly from the perturbed dataset.
Perturbation techniques can be used for achieving privacy but there are certain
limitations: i) it restricts the range of algorithmic techniques ii)loss of implicit
information. A data distortion technique that masks the data by randomly modifying
the data values is known as Randomization.
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C. Cryptography Based
This approach addresses the problem of reconstructing missing values of building an
accurate data mining model. Therefore they propose a cryptographic protocol based on
decision-tree classification on horizontally partitioned databases. Cryptographic
techniques are widely considered in distributed environment. In distributed data
mining environments to maintain privacy a secure multiparty computation (SMC)
technique is used. SMC depends on either one of these three techniques: 1)
homomorphic encryption 2) circuit evaluation 3) secret sharing. Pseudonymization is
an approach that breaks the link between personal and medical information.
Pseudonyms can be constructed using the encryption technique and it can be
performed either at the database-level or at the application-level.

IV. PRIVACY PRESERVING DATAMINING
Unil Yun and Jiwon Kim [1] had introduced the new efficient algorithms like
association rule learning and inductive-rule learning. The new model is introduced which is
equal to that of multi- party computation which requires a secure protocol. Now days in
business and research field’s data mining techniques are becoming popular. In case of
complex algorithms and large inputs the general solutions are not enough. For any private
data mining the solutions is based on guiding principle and the number of bits along with
independent computation done by the individual parties.
Ryang, H et al., [2] had presented an approach for Association rule mining technique,
where the important rules are discovered and it is denoted as X → Y .Where X is a set of
items and Y is an item. In real time applications each item can have different nature; therefore
multiple minimum supports are considered by Association rule mining. A novel tree structure
is constructed with single scan is proposed called MHU-Tree (Multiple item supports with
High Utility Tree). High utility item sets with multiple minimum supports are mined using
MHU-Growth (Multiple item supports with High Utility Growth), algorithm.
Fouad, M.Ret al., [3] proposed a technique to protect the privacy of individuals
,organizations will try to disclose only the minimum amount of information. For hiding the
identity they apply a set of transformations such as (1) data suppression (2) data
generalization (3) data perturbation to the micro data. Data transformation has suffered by the
two major problems, namely, scalability and privacy risk, to address this, a scalable algorithm
is proposed that meets the differential privacy. Two contributions of this work are 1) a
personalized anonymization technique is proposed and 2) The proposed aggregate
formulation and specific sampling are combined to give an anonymization algorithm
satisfying differential privacy.
Deokate Pallavi B and M.M. Waghmare [4] had focused on the major research issue as
Data mining-as-a-service. An organization (data owner) can outsource its resources to a third
party service provider (server). Data owner contains the private properties like items of the
outsourced transaction database and association rules. To protect the privacy the data owner
encrypts and sends data for mining queries and accepts the true patterns from the server. The
author also describes the problems faced by the corporate privacy while outsourcing the
transactional databases. An attack model is proposed based on previous knowledge and a
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privacy preserving outsourced data mining scheme is introduced. It ensures that the attacker’s
previous information is different from the data transformed.
A. S. Syed Navazet al., [5] proposed a technique in order to protect data sets. The
inference rules need to be prevented by removing/adding certain item sets in the transactions.
The purpose of hiding the Inference rules is to, so that the user may not be able to discover
any valuable information and also any organization can release their data without the fear of
‘Knowledge Discovery In Databases’. The major threat to the database security is uncovering
the hidden patterns. Two fundamental approaches to protect sensitive rules are that, by hiding
the frequent sets of data items the rules are prevented from generating and by locating their
self-confidence below a user-specified onset the importance of the rules get reduced.
N. V. Muthu Lakshmi and Sandhya Rani [6] proposed a technique to improve the
performance of the business or organizations the users makes use of strategic decisions with
help of association rules found by researchers using many algorithms. To get mutual benefits
data or information is shared to many users therefore in association rule mining threat occurs.
Best solutions with minimum side effects are provided by exact hiding approaches among the
existing techniques in this paper. In order to hide delicate rules by expressing constraint
satisfaction problem, a modified inline algorithm is proposed along with the concepts of
positive and negative border sets. By accepting divide and conquers technique, the efficiency
of the proposed algorithm is increased.
Li, Yet al., [7] presents a way to preserve privacy of data; a random perturbation
process to individual values is introduced by perturbation-based PPDM approach. In this
work, the scope of PPDM based on perturbation to Multi-Level Trust (MLT-PPDM) is
extended. If the data miner is more trusted, then they can access the data with less perturbed
copy. The key challenge of providing MLT-PPDM services is to prevent such diversity
attacks. This solution prevents the data miners from accessing the perturbed copies by
reconstructing the original data using any individual copy in the collection.
Tseng, V. S et al., [8] proposed an UP-Growth (Utility Pattern Growth) algorithm, for
pruning candidate item sets they used set of techniques for mining high utility item sets. High
utility item sets info’s are upheld in a data structure named UP-Tree (Utility Pattern Tree, so
that the candidate item sets generations are done with only two database scans. As a result the
performance of UP-Growth is compared with the state-of-the-art algorithms. The trial results
show that UP-Growth not only reduces the number of candidates effectively but also perform
better than other algorithms considerably in terms of execution time.
Jiawei Haet al.,[9] had used a mining top-k frequent closed patterns whose length
should not be minimum`, where k represents number of frequent patterns and minsignifies the
minimal length of each pattern. The performance shows that in most cases, TFP performs
better than two frequent closed pattern mining algorithm, CLOSET and CHARM with the
best tuned min support. Thus he conclude that mining top-k frequent closed patterns without
min support is more desirable for frequent pattern mining, than the traditional min supportbased mining.
Mohammed J. Zaki and Ching-Jui Hsiao [10] had proposed an efficient algorithm for
Closed Association Rule Mining where only the set of closed frequent item sets is mined
rather than mining all frequent items. Here it is assumed that any rule between item sets is
equivalent to the some rule between closed item sets. Another algorithm known as CHARM
is proposed for mining all closed frequent item sets. A wide experimental assessment on a
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number of actual and artificial databases shows that CHARM is better than a previous method
via an order of magnitude.
Jieh-Shan Yeh and Po-Chiang Hsu [11] had made a study that mainly focus on privacy
preserving utility mining (PPUM) and also presents two new algorithms, HHUIF and MSICF,
in order to hide sensitive item sets, so that the oppositions cannot mine them from the altered
database. This also reduces the impact for hiding sensitive item sets from the disinfected
database. The results show that HHUIF achieves reduced miss costs than MSICF and also has
a lower difference ratio than HHUIF between original and disinfected databases.
Unil Yun et al.,[12] uses an algorithm named MU-Growth (Maximum Utility Growth)
that is used for mining process by the candidates along with two techniques. Moreover, a
MIQ-Tree (Maximum Item Quantity Tree) tree structure is generated in order to capture
database information with a single-pass. The proposed data structure is reorganized for
reducing overrated utilities. Performance evaluation of MU-Growth shows that, it not only
decreases the number of candidates but also overtakes state-of-the-art tree-based algorithms
with overrated methods in terms of their runtime with alike memory usage.
Phuong-Thanh Laet al.,[13] explored the lattice concept, which is a well-organized
structure between theories. For real-world applications discovering an effective strategy for
dynamically appraising the lattice is an important issue, where the new transactions are
regularly inserted into databases. This study suggests a method for building the initial
frequent closed item sets lattice from the original database in order to build an effective
storage structure for mining association rules. The lattice is updated when new transactions
are introduced and also the number of database rescans is reduced in the maintenance process
over the complete database. This algorithm is related with building a lattice in batch mode so
that they can demonstrate their effectiveness.
Ting Wang and Ling Liu [14] presents an organized study on protecting output privacy
problems in data mining, and mainly, stream mining: (i) it highlight the importance by
viewing the problem as ,output privacy does not guarantee the protection of input privacy; (ii)
Also present a general disclosure model and inferencing that feats the intra window and inter
window privacy holes in stream mining output; (iii) it also propose a light-weighted counter
measure that effectively removes these holes without explicitly detecting them, while
reducing the loss of output accuracy; (iv) while maintaining hard privacy guarantee, further
improve the basic scheme by enchanting account of two sorts of semantic constraints,
directing at excellently preserving utility-related semantics; (v) lastly, a wide experimental
evaluation over both real data and synthetic, so that efficiency of this approach gets validated.
Gangin Leeet al. [15] proposed a novel algorithm, based on sliding window model of
weighted best frequent pattern mining over data streams (WMFP-SW) is done, to obtain the
weighted maximal frequent patterns replicating recent information done on data streams. He
concluded by saying that the report of Performance experiments that MWFP-SW overtakes
the previous algorithms in terms of runtime, usage, scalability and memory.
Dongwon Lee and Sung-Hyuk Park [16] presents a utility-based association-rule mining
method that valuates association rules by calculating their explicit business benefits. Based on
previous studies, three key elements such as opportunity, effectiveness, and probability are
identified. To apply the utility-based mechanism to the processing of large transaction
databases, constructed a functional algorithms, with heightened attention paid to their
strategies, and based on real-world databases they are evaluated. Experimental results show
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that the proposed approach can offer users with better business welfares than the high-utility
item set, suggesting numerous important strategic suggestions for both research and practice.
Grigorios Loukides and Aris Gkoulalas-Divanis [17] had proposed a novel approach
for anonymizing data that satisfies the data publishers’ utility needs and includes low
information loss. To achieve this, an accurate information loss measure and an operational
anonymization algorithm that explores a large part of the problem space got introduced. A
general untried study, by medical statistics, proves that this approach permits many times
more accurate query answering than the state-of-the-art methods, in terms of their efficiency.
C. Saravanabhavan and R. M. S. Parvathi [18] incorporated the privacy preserving
concept into the before developed weighted utility mining approach. In this, by considering
the sensitive item sets they have presented an effective algorithm for mining of privacy
preserving high utility item sets. The algorithm contains three major stages, 1) Data
sanitization, 2) Building of sensitive utility FP-tree and, 3) Mining of complex utility item
sets. The testing had been carried out using real and also synthetic dataset. The presentation of
the proposed algorithm is assessed with the help of the evaluation metrics such as Database
difference ratio and Miss cost.
Stanley R.M. Oliveira and Osmar R. Zaiane [19] addresses the privacy problem against
unauthorized secondary use of information. They introduce a family of geometric data
transformation methods (GDTMs) which ensure that the mining procedure will not disturb
privacy up to a certain degree of security. It focuses mainly on privacy preserving data
clustering, particularly on partition-based and hierarchical methods. While preserving general
features for clustering analysis,the proposed methods alter only confidential numerical
attributes to meet privacy requirements. It demonstrates that our methods are real and provide
acceptable values for balancing privacy and accuracy.
Elena Dasseniet al., [20] observes the privacy issues of a broad group of rules, which
are known as association rules. If the discovered hazard of these rules is above a certain
privacy threshold, those rules must be considered as sensitive. Occasionally, delicate rules
should not be revealed to the public since, it may be used for impeding sensitive data, or they
may provide advantage for business competitors.

V. CONCLUSION
Data mining is a large and sensitive domain where the Privacy preservation plays a vital
role in providing data privacy. This paper gives a study of various research papers that have
used different privacy preserving data mining technique to provide accurate results. Since, no
such technique exists which overcomes all privacy issues, research in this direction can make
major contributions.The future work can be carried out using any one of the existing
techniques or using a combination of these or by developing entirely a new technique.
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ABSTRACT
Internet of things (IoT) enables the communication between the users and the devices with
internet. The information that is retrieved from the internet should be based on the users’ query by
enabling the authenticate access. The retrieved information should be of topic related, semantic,
context aware, indexing system and ontology based retrieval system. The most observable applications
for Information Retrieval are Web search engine. There are multiple papers based on the information
retrieval system. The idea of this paper is to analyze the literature on the retrieval of information based
on the query relevant context.
Keywords: IoT; communication; Information retrieval

1. INTRODUCTION
The Internet of things links smart objects to the Internet. It can allow an exchange of
data never available before, and brings users’ information in a more secure way. The Internet
of Things has been most correlated with machine-to-machine (M2M) communication in
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manufacturing, power utilities and data transfer. Products built with M2M communication
capabilities are often referred as being smart. The IoT extends internet connectivity beyond
traditional devices to a diverse range of devices and everyday things that utilize devices to
communicate and interact with the external environment through the Internet. It makes our
life more efficient.
There is no limit to the opportunities in the field of IoT until our imagination continues.
Like internet, IoT has the potential to change the world. The Internet of Things will
disintegrate the sectors and can reduce the cost. It empowers the physical objects to
communicate with the internet and be interactive, responsive, and a base of information
access and transfer.

Fig. 1. Interaction between the components in IoT

Information retrieval is mainly focused on searching methods and structure of the
information within files, databases, web documents, etc. Information retrieval is characterized
as a process of identifying a set of documents that are relevant to selected topic or query [1].
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Fig. 2. Information Retrieval model

The steps of information retrieval processes are




Obtains the information regarding the basic resources, related attributes, etc.
Integrates the object related information, realizes the intelligent indexing and
integration of the information
Utilizes the computing technologies and process the information related to objects to
realize decision and control in the real world.

2. RELATED WORKS
2. 1. Search engine based Information Retrieval
Chiu C. Tan et al [5] proposed a Micro search in ubiquitous computing environments
for embedded devices. Information inside a small device are indexed by user’s queries are
resolved accurately. The Conventional search engine is designed with limited hardware and
algorithms cannot be used. Information retrieval techniques are adopted for query resolution,
and propose an efficient top-k query resolution algorithm.
Huajing Li et al [7] discussed the problems of the current CiteSeer architecture and
proposed a new architecture for a next generation CiteSeer application. The modular web
services and pluggable service components are the main basis. The proposed new data model
was basically different from that of the old CiteSeer model. The system has data flexibility,
good scalability and query efficiency.
Haodong Wang et al [13] proposed Snoogle, a search engine in which user’s queries to
find a particular mobile object or a list of objects. Snoogle information is indexed and user
queries are processed by using information retrieval, and communication overhead is reduced
by bloom filters. To protect sensitive information from the users Security and privacy
protections are designed into Snoogle. Communication costs are reduced in the system by
making use of compressed Bloom filter of object data and the false positives are maintained at
a low rate. A Flexible security method is introduced using public key cryptography that
protects user privacy.
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Norasykin Mohd Zaid et al [16] proposed an Ontology-based search framework consist
elements such as user, query, query interface, search process, and result. The query interface
is represented as keywords or sub-keywords structures based on the ontology stratified
structure. The relationships between terms to be defined and keywords are enabled by
ontology. In Ontology, the information is retrieved by sharing common vocabularies. After
the query is sent, the search query is processed in the system, and the search process looks for
the matched documents and the user gets their result. The obtained results can be reviewed
and if the users are not fulfilled with the results the process can be repeated again.
2. 2. Digital library based Information Retrieval
Jeremy Stribling [6] presented OverCite, a design based on a distributed hash table
(DHT) for a cooperative and distributed library. Document search and retrieval service is
provided to researchers worldwide. The basic evaluation results in servicing more queries per
second, and the total storage capacity is increased in a system of n nodes by n/4 factor. The
OverCite is advantageous as it supports the scaling of large data sets and document alerts.
Robert Kahn et al [8] proposed naming, identifying, and invoking digital object
methods in a system which provides a well-suited national-level enterprise and great
flexibility. It’s possible to locate digital objects without any prior knowledge about the object
or its locations. The users have a benefit of admitting added conventions that various users
may.
2. 3. Indexing Information Retrieval
C. Lee Giles et al [2] presented an autonomous citation indexing system which indexes
academic literature in electronic format. CiteSeer understands the different formats of citation
parsing, citation identifying in a different format to the same paper and also the contents if
citations are identified. The literatures are retrieved by citation links such as journals, authors,
the evaluation and ranking of papers, etc. based on the research identifications and the number
of citations.
Steve Lawrence et al [3] discussed the creation of digital libraries of scientific literature
on the web. The works are efficient location and full-text indexing of articles, autonomous
citation indexing, information extraction, displaying the citation context and query sensitive
summaries, detection of similar documents and overlapping of documents, correction of
distributed errors, user profiling, analyzing the graphs, computation of authorities and hubs.
The details of several aspects are proposed by focusing the citation indexing components.
Mathias Lux [11] presented LIRe (Lucene Image Retrieval) which is an open source
Java library for retrieving the content based image. Global image features are provided in
which indexing and retrieval are offered. It is based on an embedded text search engine which
is lightweight. The Integration of applications is done without depending on a database server.
2. 4. Context aware information retrieval
Michael J. Covington et al [4] introduced environment roles, and created a uniform
access control framework used to secure context-aware applications. Security architecture is
presented to support security policies which make use of environment roles, to control access
to resources. Security-relevant context is captured by using the well-developed concepts
which access the requests. The access control frameworks are highly versatile and accurate.
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Michalis Giannikos et al [15] proposed design and implement architecture for retrieving
information in the IoT. In the proposed scheme, information retrieval is limited using the
access control policies and information is organized to make easy the development of context
aware services. The paper presented lookup architecture for the IoT which tries to achieve a
dual goal: access control is provided for the information items, the development of context
aware services is facilitated. In contrast to similar approaches, this schema object is associated
with much information, but users are allowed to access only a subset: the items that are
associated with the same attributes as the users. It associates an item with a user role
unauthorized access of the item is protected and its context-specific.
Charith Perera et al [17] present the context aware fundamentals and necessary
backgrounds in the IoT model. The evaluation results highlights the past lessons and finds
possible ways for future works. The importance of context awareness is shown clearly. The
goal has been achieved by helping us to understand the happenings in the past and the future
plans effectively and efficiently.
2. 5. Semantic based Information Retrieval
Xiaomin Ning [9] present SemreX which implements the retrieval of literature on a
large scale efficiently and a single access point are browsed. It proposes the concept of
Semantic Association to reveal relationships explicitly or implicitly between semantic entities
by merging with the ontology-based information visualization technique. It makes easier for
retrieving semantically relevant information, and the users’ current search intentions are
captured by the content relationships while preserving the scientific knowledge.
Feng Zhao et al [18] proposed an Acrost retrieval system for IoT environment based on
the topic centric and semantic aware retrieval system. Two topic centric collectors are
combined to obtain the initial contents of the information. By accumulating the conditional
random fields-based and regular expression based approaches, the metadata is extracted. The
relevant contents are ranked and the query is parsed for achieving the semantic aware
retrieval. The model improves the efficiency and response time.
2. 6. Data mining based Information Retrieval
Hoefel, Guilherme [10] presents a highly accurate and scalable new two-stage approach
to learning a sequence classifier that is easily used in data mining applications. This approach
integrates the conditional random fields (CRFs) and the support vector machines (SVMs).
The Maximum-margin nature of SVMs gives benefit to the approach and it is highly accurate.
The training set is same for every SVM, CRF input has fewer features, and so it’s scalable. As
it joins the existing published software in an unequivocal way it’s easy to use.
Xin Xin et al [12] proposed a unified approach, Constrained Hierarchical Conditional
Random Fields, to accomplish the three labeling tasks simultaneously. This approach
described the composite structural dependencies. The inference process avoids the logical
errors based on the Viterbi algorithm. The prototype model of use- oriented semantic
academic conference calendar is developed. The calendar is built automatically for the user by
finding, extracting and by updating the semantic information from the web. Other applications
like finding experts, finding sponsors are done with semantic conference data.
Milos Radovanovi´c et al [14] investigated a novel facet of the dimensionality curse,
referred as hubness and demonstrated by the Inclination of some documents. The origins of

-95-

World Scientific News 41 (2016) 1-304

hubness are a consequence of high (intrinsic) dimensionality of data which is not based on
skewness and sparsity and of term frequency distribution. Hubness process is the behavior of
similarity measures in vector spaces with high dimensionality. The deliberation begins with
the classical VSM, but more advanced variations like Okapi BM25 are generalized as
conclusions.

3. CONCLUSION
This paper presents the broad view on various research articles relating to the various
methodologies of information retrieval in IoT. It explains various concepts relating to the
query based information retrieval. We discussed about the various models and techniques and
believe that the work will help researchers to obtain the overview of Information Retrieval
(IR).
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ABSTRACT
The aim of Internet of Things (IoT) is to enable the integration and interconnection of the
existing physical components, internet and the people. This paper deals with the different protocols
and its related challenges and its security issues in IoT. This paper is a general study of the protocols
present in the Internet of Things along with an analysis of the challenges and security issues that an
end-user shall face as an effect of the spread of IoT. The major of the study concentrates on the
protocols,its challenging areas and also the security and privacy issues on the Internet of Things. No
corrective action had been proposed for the security drawbacks have been examined in the paper.
Keywords: IoT; MQTT; XMPP; DDS; AMQP; Security; Privacy

1. INTRODUCTION
The Device to Device (D2D) communication technology of the Internet of Things (IoT)
explains the concept of free flow of information in the various embedded computing devices
using the internet. The term “Internet of Things” aims at providing advanced mode of
communication between the different systems and devices as well as facilitating the
interaction of humans with the virtual environment. The Internet of Things with all its
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advanced capabilities in the information exchange area is a flawed concept from the security
viewpoint and proper steps has to be taken in the initial phase itself before going for further
development of IoT for an effective and widely accepted adoption.

2. PROTOCOLS IN IOT
In a system all the devices must communicate with each other (D2D). The data from a
device should be collected and sent to the infrastructure on the server (D2S) which in turn has
to share device data (S2S), by providing it back to devices, to analyze programs, or to the
people.





MQTT: a protocol for Device-to-Server communication (D2S)
XMPP: a protocol for a special case of the D2S pattern, to connect people to the
servers
DDS: a bus for Device-to-Device communication (D2D)
AMQP: a queuing system for Server-to-Server communication (S2S)

Fig. 1. IoT protocols with respective response time

2. 1. MQTT
Message Queue Telemetry Transport (MQTT) targets device data collection. Its
main purpose is telemetry (remote monitoring). It collects data from many devices and
transports that data to the IT infrastructure and targets large networks of small devices that
need to be monitored or controlled from the cloud.
MQTT enables Device-to-Server (D2S) transfer that has a simple, clear and compelling
single application, which offers clear control options. A hub-and-spoke architecture is natural
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for MQTT. Since the IT infrastructure uses the data, the entire system is designed to transfer
data into enterprise technologies like ActiveMQ and Enterprise Service Buses (ESBs) in an
easy manner.

Fig. 2. Message Queue Telemetry Transport (MQTT) implementing a hub-and-spoke system

The Fig. 2 is an application for MQTT for monitoring a huge oil pipeline for leaks. The
sensors analyses a location. The system identifies the problem and performs action to rectify
that problem. MQTT can be applied to power usage monitoring, lighting control, and even
intelligent gardening that shares a need for collecting data from many sources and making it
available to the IT infrastructure.
2. 2. XMPP
eXtensible Messaging and Presence Protocol (XMPP) was developed for instant
messaging (IM) to connect people to other people via text messages. XMPP provides a great
way to connect a home thermostat to a Web server so one can access it from one phone. Its
strengths in addressing, security, and scalability make it ideal for consumer-oriented IoT
applications.
XMPP uses the XML text format as its native type, making person-to-person
communications natural. XMPP runs over TCP, or over HTTP on top of TCP. The key
strength is a name@domain.com addressing scheme that helps connect the needles in the
huge Internet haystack. XMPP offers an easy way to address a device. It is not designed to be
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fast. Most implementations use polling, or checking for updates which is done only on
demand. The “real time” to XMPP is on human scales, measured in seconds.

Fig. 3. The Extensible Messaging and Presence Protocol (XMPP) provides text communication
between points

XMPP provides a great way, for instance, to connect one home thermostat to a Web
server so one can access it from one phone. Its strengths in addressing, security, and
scalability make it ideal for consumer-oriented IoT applications.
2. 3. DDS
The Data Distribution Service (DDS) targets devices that directly use device data. It
distributes data to other devices (Fig. 5). The aim of DDS is to establish connection between
devices. It is data-centric middleware standard with origin in high-performance defense,
embedded, and industrial applications. DDS can efficiently deliver millions of messages per
second towards many simultaneous receivers.
The data demands in devices are very different. The performance of devices is fast.
DDS are measured in microseconds. DDS provides multicast, configurable reliability, detailed
quality-of-service (QoS) control and pervasive redundancy. DDS provides efficient methods
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to filter and select accurately which data goes where. Lightweight versions of DDS are used
for small devices in constrained environments.

Fig. 4. Data Distribution Service (DDS) implements a publish/subscribe architecture

DDS implements direct bus communication between devices with the presence of a
relational data model. The direct bus is a database as it is the networking, analog to a
database. The high-performance devices should work together as one system in order to store
the data in an efficient database. DDS delivers the reliability, flexibility, and speed necessary
to generate real-time, complex applications. Applications include wind farms, military
systems, medical imaging, hospital integration, asset-tracking systems, and automotive test
and safety.
2. 4. AMQP
The Advanced Message Queuing Protocol (AMQP) is all about queues (Fig. 5) that
sends transactional messages between servers. It is a message-centric middleware that is
developed from the banking industry that can process thousands of reliable queued
transactions.
AMQP is mostly used in business messaging. It usually defines “devices” as mobile
handsets communicating with back-office data centers. AMQP is best suitable for the serverbased analysis functions or control plane.
AMQP focuses on the message transaction without any loss of data. Communications
from queues to subscribers use TCP and from the publishers to exchanges which provides
strictly reliable point-to-point connection. The endpoints must acknowledge acceptance of
each message. The standard also describes an optional transaction mode with a formal
multiphase commit sequence. AMQP middleware focuses on tracking all messages and
verifying every message is delivered as intended, without any failures or reboots.
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Fig. 5. The Advanced Message Queuing Protocol (AMQP)from the banking industry

3. CHALLENGING AREAS
3. 1. Security: IoT connects more devices and transfers the entry points for malware. Less
expensive devices are more subject to tampering. API and Machine-to-Machine
communication, Integration middleware, more layers of software,creates more complexity
and new security risks.The booting of security is done when the integrity and authenticity of
the software on the device is verified using cryptographically generated digital signatures.
3. 2. Trust and Privacy: A core use case for the IoT is monitored with remote sensors that
will be heightened for sensitivity to controlling access and ownership of data. Compliance
will continue to be a major issue in medical and assisted-living applications, which could
have life and death issue. New compliance frameworks to address the IoT’s unique issues will
evolve. Social and political concerns in this area may also hinder IoT adoption.
3. 3. Complexity, confusion and integration issues: The IoT system with multiple
platforms, numerous protocols and large numbers of APIs lacks in integration and testing
which leads to confusion around evolving standards. Reduced adoption and unanticipated
development resource requirements will result in slip schedules and slow time to revenues
will require additional funding for IoT projects and longer runways for startups.
3. 4. Evolving architectures, protocol wars and competing standards: The IoT with many
players are bound to be ongoing conflict as legacy companies seek to protect their corrective
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system's merits and open systems supporters try to set new standards. There may be multiple
standards that evolve based on different requirements determined by device class, power
requirements, capabilities and uses which presents opportunities for platform vendors and
open source advocates to contribute and influence future standards.
3. 5. Concrete use cases and compelling value propositions: Lack of clear use cases or
strong Return On Investment examples will reduce adoption of the IoT. Although technical
specifications, theoretical uses and future concepts may suffice for some early adopters,
mainstream adoption of IoT will require well-grounded, customer-oriented communications
and messaging around “what’s in it for me.” Detailed explanations of a specific device or
technical details of a component won’t cut it when buyers are looking for a “whole solution”
or complete value-added service. IoT providers will have to explain the key benefits of their
services or face the proverbial “so what.”
3. 6. Access control: Different forms of resource and access control are applied. Role-based
access controls are developed into the operating system limit the privileges of device
components and applications so they access only the resources they need to do their jobs. If a
component is proved to be compromised, then the access control ensures that the intruder has
as minimal access to other parts of the system. Device-based access control mechanisms are
analogous to network-based access control systems like Microsoft Active Directory.
3. 7. Device authentication: The device authentication is plugged into the network, which
authenticates itself prior to receiving or transmitting data. The user authentication permits a
user to access a corporate network based on user name and password, machine authentication
allows a device to access a network based on a similar set of credentials that has been stored.
3. 8. Firewalling and Intrusion Prevention System: The device requires a firewall in order
to control traffic that is destined to end at the device. The embedded devices should have
unique protocols, which should differ from enterprise IT protocols. The smart energy grid
acquires its own set of protocols assessing the devices talk to each other. Industry-specific
protocol filtering and deep packet inspection capabilities are required to identify malicious
payloads hiding in non-IT protocols.
3. 9. Updates and patches: The device in operation should receive hot patches and software
updates. The operators should roll out patches and authentication should be provided by the
devices which should consume lesser bandwidth or impair the functional safety. The software
updates and security patches must be delivered in a way that conserves the intermittent
connectivity and limited bandwidth of an embedded device and exactly eliminates the
possibility of compromising functional safety.

4. SECURITY AND PRIVACY ISSUES
Gartner’s views on IoT Challenges:



Security: Increased digitization and automation creates new security disquiet
Enterprise: Security issues could pose safety risks
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Consumer Privacy: Potential of privacy contravention
Data: Lots of data will be generated, both for big data and personal data
Storage Management: The cost-effective data should be identified by the industries
Server Technologies: The investments should be increased
Data Centre Network: Human interface applications are optimized by WAN links, in
which IoT is expected to create pattern change by automatic data transmission.

5. CONCLUSION
In this paper, we have studied all the protocols and its associated challenges in Internet
of Things. The four protocols outlined here vary with techniques which are categorized based
on Quality of Service, addressing, and application. QoS control represents data delivery
flexibility in which the complex QoS system may be harder to implement, but it solves more
application based demands. These protocols are critical to the rapid evolution of the IoT. The
Internet of Things is a big place, with room for many protocols. In the conclusion, the study
of the protocols and the challenging issues results in choosing the efficient and effective
protocols for the future work.
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ABSTRACT
In recent decades, the evolution of biometric technology from the first revolutionary works in
faces and voice recognition to the current state of development such as ﬁngerprint, face, or iris,
signature or hand. This path of technological growth has naturally led to a dangerous issue that has
started emerging in recent years. The conflict of this rapidly emerging technology to external attacks
and, in specific, to spooﬁng. Spooﬁng, referred by the term attack in modern standards. It refers that it
has ability to fool a biometric system by means of giving forged version of original biometric system
into the sensor where illegitimate user acts as an genuine user. The entire biometric community,
including researchers and developers has put themselves into the challenging task of proposing and
developing efficient protection methods. The main objective of this paper is to provide a broad
overview on anti-spooﬁng, with special attention to face modality.
Keywords: Biometric; face spoofing; security; anti-spoofing

I. INTRODUCTION
An anti-spooﬁng method is automatically distinguish between real biometric trait in
sensor and the falsely produced artifacts in biometric system. It is also worth noticing that
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certain anti-spooﬁng techniques may also be extremely effective to detect many other types of
presentation attacks. The work covers methodologies, state-of-the-art techniques, and also
aims at providing an outlook of research development. The rest of the paper is structured as
follows. In Sect. II some general anti-spooﬁng concepts are summarized. In Sect. III the
person who reads can ﬁnd a comprehensive survey of the different research works in face
anti-spooﬁng. To conclude, the summary and discussion are given in Sect. IV.

II. METHOLOGIES
In general perspective the anti-spoofing is classified into three methods. That depends
upon the biometric system module. They are sensor level, feature level, score level.




Sensor Level methodology: In general, sensor level methodology is hardware-based
approach. It measures one of three characteristics, namely: (i) intrinsic properties of a
living body, including physical properties, electrical properties, spectral properties or
visual properties (e.g., colour and opacity); (ii) involuntary signals of a human body
which can be recognized to the nervous system (e.g., pulse, blood pressure) (iii)
response to external stimuli, also identified as challenge-response methods, which
require the user support as they are based on detecting voluntary or involuntary
responses to an external signal.
Featured Level methodology: In general, featured level methodology is softwarebased approach. In this the standard sensor will sense the sample and detect the fake
trait. As such, the biometric system will distinguish between the original and fake
system (e.g., images, speech, face etc.,) not directly from the human body, in the case
of sensor-level techniques. It is classiﬁed into two methods namely; static and
dynamic anti-spooﬁng. It depends on whether they work with only one instance or
with a sequence of samples in biometric trait. In common, static features are preferred
more over dynamic method. This sub-division method is predominantly used in face
recognition system, where the system works on single image (e.g., passport picture) or
video sequence (e.g., surveillance camera).
Anti-spoofing
techniques
Sensor Level
(Hardware Based)
Featured Level
(Software Based)

Score Level

Figure 1. General classification of Anti-Spoofing techniques
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 Score Level methodology: In general, score level method is a combination of both
software and hardware. It has been started analyzing in the field of finger antispoofing. This protection method, much less common than the previous two
categories. Due to their partial performance, they are designed as complementary
measures to the sensor-level and feature-level techniques presented above, and are
usually integrated in the matcher(as shown in Fig. 1)

III. STATE-OF-THE-ART TECHNIQUES
A concise summary of the most general face spooﬁng techniques is presented. This
initial short overview on spooﬁng can be helpful to understand spooﬁng techniques.
A. FACE SPOOFING
This generation, probably the most current version of this tradition to change one self’s
physical appearance, is the using plastic surgery, which is becoming more popular ,gratitude
to the availability of advanced technology, with affordable cost and high speed. In recent
times, it has been a challenge for automatic face authentication trait to recognize a person
after some face surgery. Even without turning to permanent treatments, some works have also
exposed that face-based biometric systems may be circumvented just by wearing regular
make-up .The general classification of face spoofing are categorized into three types namely;
photo attack, mask attack, video attack.

3D Spoof

Mask Attack

Face spoofing
techniques
Video Attack
2D Spoof
Photo Attack

Figure 2. General classification of Face Spoofing techniques

B. FACE ANTI-SPOOFING
Though the initial face anti-spooﬁng works date back more than a decade it has not been
until the last few years. Many countries have focused on this spoofing attack to biometric trait
where Europe created revolution in doing projects. Among the entire important factor for the
development of new protection methods against many attacks. The acquisition and
distribution of several public face spooﬁng databases that have made possible for researchers
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to focus on the design of efficient countermeasures and not on data acquisition issues
considered to be the most efficient method. The both factors have fostered the recent
publication of multiple techniques in 2D face anti-spooﬁng and to initiate a promising
research line in new protection algorithms for 3D face recognition systems against mask
attacks.
C. FACE RECOGNITION
Face recognition is one of the types of biometric software application. That can
recognize a specific person in a digital image by analyzing and comparing the patterns it with
the database. This recognition system is mainly used for security purposes in many fields.
Here it summarizes the survey on face recognition system.
Sooyeon Kim et al., [1] proposed a new method to secure face identification systems
from fake 2D photos. The key factor that is utilized are, camera functioning, variable
focusing. In shape-from-focus, by using focus measures, it is possible to construct 3D images.
In order to calculate the existence of depth information, used the characteristic of defocusing
method, even though need not recover the 3D depth images. The parts of image that are not in
focus become blurry, by adjusting the focusing parameters. With this function, can estimate
differences in the degree of focus between original faces and fake faces. Then use this
information to detect face liveness. To evaluate this method, controlled two databases using a
handheld digital camera and a webcam which results in optimized detection of liveliness of
faces with presence of various noises.
Javier Galbally and Riccardo Satta [2] provide a comprehensive study on the likelihood
to spoof 2.5D and 3D face recognition systems with minimum-cost self-manufactured
models. Models have been produced by taking advantage of the newly available and
inexpensive off-the-shelf 3D sensing, processing technology and printing technology. It
reports a systematic and rigorous evaluation of the real risk posed by a newly acquired
spoofing database. The usual low-complexity and low-cost characteristics of attacks make
them accessible to the general public. The current study addresses the spoofing issue
analyzing the feasibility to perform minimum-cost attacks with self-manufactured threedimensional (3D) printed models to 3D and 2.5D face recognition systems. A new database
with 2D, 2.5D and 3D real and fake data from approximately 26 subjects was acquired for the
experiments.
Sonal Girdhar et al., [3] proposed a method using soft biometrics. Although soft
biometric system such as eye color, age, gender, ethnicity, etc., requires the ability to uniquely
identify an individual, yet they provide some additional information about the user and
improve the efficiency of the system. Here projected a technique to integrate liveness
detection with soft biometrics to enhance the performance of the authentication system. It
provides a good high end solution for liveness detection which is difficult to breech.
Andr´e Anjos et al., [4] proposed new technique of countermeasure solely based on
foreground/background motion correlation using Optical Flow. Firstly begin a publicly
available photo-attack database with associated protocols to measure the value of countermeasures. Based on the available data, conduct a study on current state-of-the-art spoofing
detection algorithms based on motion analysis, showing they fail under the light of these new
dataset. Outperforms all additional algorithms achieving nearly perfect scoring with an equalerror rate of 1.52% on the available test data.
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R. Raghavendra and Christoph Busch [5] proposed a novel PAD algorithm based on
statistical features extracted using BSIF (Binarized Statistical Image Features) and the
Cepstral features extracted using 2D-Cepstrum. The proposed PAD algorithm forms a
standard solution for both face and iris biometric modality. Given a biometric sample, the
proposed PAD algorithm will extract both BSIF and 2D Cepstrum features separately, which
were fused to form a single feature vector before obtaining a decision using the linear SVM.
Extensive experiments are carried out on the face and iris publicly available database like
CASIA and ATVS. For face used CASIA face spoof database and for the iris used ATVS.
The proposed Presentation Attack Detection algorithm will extract the statistical features that
can capture the micro-texture variation using BSIF and Cepstral features .That can reflect the
micro changes in frequency using 2D Cepstrum analysis.
Tiago de Freitas Pereira et al., [6] proposed a novel and appealing approach to detect
face spoofing using the dynamic texture (spatiotemporal) extensions of the highly popular
local binary pattern operator(LBP). The key idea of the approach is to find out and detect the
structure and the dynamics of the facial micro-textures that characterize real faces but not fake
ones. Evaluated the approach with two publicly available databases (Replay-Attack Database
and CASIA Face Anti-Spoofing Database). The results show that our approach performs
better than state-of-the-art techniques following the provided evaluation protocols of each
database.
Sooyeon Kim et al., [7] proposed a new feature descriptors extracted from the raw light
field photograph. In addition, an anti-spoofing face method is proposed by applying new
feature descriptors. To evaluate our method and to measure error rates in experimentation
section, created databases using the light field camera. A light field camera is a sensor that
can record the directions as well as the colors of incident rays. This suggests a novel approach
for defending face spoofing attacks, like printed 2D facial photos and HD tablet images, using
the light field camera. By viewing the raw light field photograph from a different standpoint,
extract two special features which cannot be obtained from the conventional camera. To
verify the performance, had experiments on compose light field photograph databases. This
method achieves at least 94.78% accuracy or up to 99.36% accuracy under different types of
spoofing attacks.
Jukka Komulainen et al., [8] proposed, under several types of scenic face attacks,
addressess this issue by studying fusion of motion and texture based countermeasures. It
provide an intuitive way to explore the fusion potential of different visual cues and show that
the performance of the individual methods can be vastly improved by performing fusion at
score level. The simplified anti-spoofing framework actually works significantly better when
spoofing decision is made within 100 frames.
Ivana Chingovska et al., [9] proposed techniques for decision level and score-level
fusion to integrate a recognition and anti-spoofing systems, using an open-source framework
that handles the ternary classification problem (clients, impostors and attacks) clearly. By
doing so, able to report the impact of different spoofing counter-measures, fusion techniques
and thresholding on the overall performance of the final recognition system. It may be
intuitive to imagine that a multimodal biometric system will be more robust to spoofing,
because one needs to bring copies of more than one biometric trait to mislead the system.
Allan da Silva Pinto et al., [10] proposed video-based face spoofing detection through
visual rhythm analysis. It takes advantage of noise signatures generated by the recaptured
video to distinguish between fake and valid access. To capture the noise and to obtain a
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compact representation, we use the Fourier spectrum followed by the computation of the
visual rhythm and extraction of the gray level co-occurrence matrices, used as feature
descriptors.
Roberto Tronci et al., [11] proposed a method in which both video and static analysis in
order to employ complementary information about motion, texture and liveness and
consequently to obtain a more robust classification. Its technology is intrinsically flat to spoof
attack. The reported performances are strictly linked to the specific kind of attack which they
refer to.

IV. CONCLUSION
To conclude this paper, various methods were learned which involved in face
recognition system. It may be stated that, although a large amount of work has been done in
the field of spooﬁng detection and many advances have been reached, attacking
methodologies have also evolved becoming more and more sophisticated. As a importance,
there are still big challenges to be faced in the protection against direct attacks, that will
optimistically lead in the coming years to a new generation of more secure biometric systems.
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ABSTRACT
Internet of Things plays a major role in various areas. This paper presents a study about IOT in
a wider context and describes about the various technologies involved in implementation of IOT and
the application areas namely smart grid, smart home, smart security, industrial areas etc.
Keywords: Internet of Things; RFID; M2M; NFC; V2V

1. INTRODUCTION
IOT is a platform in which objects and persons are given a distinctive identity and then
they are used to interchange the data over a network. IOT was first named by Kevin Ashton
while working at Auto-IDlabs. Over a last few decades the usage of internet came into
existence .Now a day’s about two billion people use internet for various purposes, and as the
usage increases it gives rise to an another big area called IOT(Internet Of Things).With the
help of this technology the objects around us are connected and then communication is made
with the help of internet. IOT allows the objects to be sensed and controled remotely over a
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network. IOT creates a world where all objects, are called smart objects, and these smart
objects are connected to the internet and then communicated. The main goal of IOT is used to
create a better world for human beings. Internet of Things continues to be the latest, most
hyped concept in the IT world and it is considered as a global network which allows the
communication between human-to-human, human-to-things and things-to-things.
In this paper section 2 describes about the Architecture of IOT, section 3 describes
about the technologies involved, section 4 describes about the future applications, finally
section 5 concludes this paper.

2. ARCHITECTURE OF IOT
The structure of IOT is divided into five layers as mentioned in Fig. 1 they are,






Device layer
Transmission layer
Middleware Layer
Application Layer
Business Layer

BUSSINESS LAYER

APPLICATION LAYER

MIDDLEWARE LAYER

TRANSMISSION LAYER

DEVICE LAYER

BUSSINESS STRATERGY

APPLICATION MANAGEMENT

EVER-PRESENT
COMPUTING

SAFE TRANMISSION

DEVICE OBJECTS

DATABASE

3G,BLUETO

SENSORS

Fig. 1. Architecture overview

2. 1. Device Layer
It is also known as perception layer, it deals with identification and objects specific
information by the sensor devices. Based on sensor type, the information can be about place,
hotness, orientation, action trembling acceleration, moisture, chemical changes etc. The
composed information is passed to transmission layer for its safe transmission.
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2. 2. Transmission layer
The transmission layer can also be called ”Network Layer”. This layer firmly passes the
information from sensor devices to the information dispensation system. The broadcasting
standard can be wired or wireless and technology such as 3G, Bluetooth, infrared, ZigBee,
etc. Thus, the transmission layer transfers the information from device layer to Middleware
layer.
2. 3. Middleware Layer
Middleware layer is liable for the provision management and it maintains a relationship
with the database. It receives the information from transmission layer and saved at the
database.
2. 4. Application Layer
Application layer provides overall management of the function based on the substance
information processed in the Middleware layer.
2. 5. Business Layer
Business Layer is accountable for overall management of IOT system which includes
the applications and services [10].

3. TECHNOLOGIES INVOLVED
There are numerous technologies available to implement the concept of IOT. This
paper, discusses the following technologies





Radio Frequency Identification (RFID)
Machine-to-Machine Communication (M2M)
Near Field Communication (NFC)
Vehicle-to-vehicle (V2V) communication

3. 1. Radio Frequency Identification (RFID)
Radio frequency identification (RFID) is described as a system which transfers the
identity of an object or person wirelessly, with the help of radio waves. RFID technology
gives a rise to a numerous stern issues including safety measures and privacy concerns [1].
Radio Frequency Identification is used with biometric technology for security purposes. RFID
provides identification from a distance, which is not similar to bar-code technology. RFID is
used for automatic capturing of data or with the help of radio frequency. Identification is done
without a line of sight. RFID systems can differentiate different tags which are present in the
same general area without any human aid [2].
3. 1. 1. RFID principles
Number of RFID’s is available at the highest level of Radio Frequency Identification
devices are classified into two types they are,
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1. Active RFID (it requires an power infrastructure)
2. Passive RFID (it does not require any batteries) [2]
3. 2. Machine-to-Machine Communication (M2M)
The major objective of M2M communications is to assist the sharing of information
between electronic systems originally."M2M architecture" can exactly consign to any number
of machines communicating, it is usually accepted that M2M principles concern mainly well
to networks where a huge number of machines are used, flat up to the 1.5 billion wireless
devices [3]. M2M communication is branded by linking a huge number of low power
intelligent objects partaking the data and making concerted decisions without person
intervention [4]. Five primary M2M concepts that have been reported are,
1. The hold up for large-scale exploitation of devices,
2. Cross-platform networking,
3. Autonomous monitoring and control,
4. Visualization of the structure, and
5. Safety measures [3]
3. 3. Near Field Communication (NFC)
The most important feature of NFC is that it is a wireless communication interface with
a functioning space restricted to about 10 cm. This interface can work in several modes. The
modes are notable whether a device creates its own RF field or it retrieves power from the RF
field generated by another device. If device generates its own field it is called an active device
or if a device does not produce power from RF field is called a passive device.
Active devices have power supply, where passive devices don’t. NFC is based on the
concept of message and reply [5]. It is a short-range half-duplex communication protocol
which provides simple and safe communication between various devices. The two parts of
NFC communication is branded as initiator and target devices. The Initiator initiates and
guides the information exchange between the parties. The target responds to the requests
made by initiator [6].
3. 4. Vehicle-to-vehicle (V2V) communication
In V2V Communication lots research has to be done. In this, vehicles act as a node in a
set of connections and commune with each other with the help of sensors connected in an adhoc network. The structure of V2V network is a complex as there is no predetermined
topology to be followed as vehicles are moving from one place to another. Applications for
vehicular networks is classified into four major categories, namely security and crash
forestalling, traffic infrastructure organization, vehicle telematics, and activity services and
network connectivity Vehicles converse with each other inside a range of 1000 m.
Two different types of communication are possible; first is vehicle-to-vehicle and the
other is vehicle with the kerb infrastructure. Vehicular statement system is developed as a part
of Intelligent Transport System (ITS). From a network architecture attitude, focus is primarily
positioned on routing protocols; Physical layer (PHY), Medium Access Control (MAC) layer,
and data lines [7].
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4. FUTURE APPLICATIONS
4. 1. Prediction of natural disasters
The grouping of sensors and their independent synchronization and simulation will help
us to project the occurrence of land-slides or other natural disasters and to take proper actions
in prior:
4. 2. Smart Security
IOT can also be used to determine its applications in the field of safety and supervision
e.g., supervision of spaces, tracking of persons and resources, infrastructure, etc.
4. 3. Design of smart homes
IOT can help in invent of smart homes e.g., power utilization management, interface
with appliances, detecting emergencies, residence security and discovery of things easily, etc.
[8].
4. 4. Using IOT for safer mining production
Mine safety is a big apprehension for most of the countries due to the functioning
condition in the subversive mines. To stop and decrease disasters in the mining production,
IOT technologies are need to be used to make prior warning, calamity forecasting, and
security improvement of subversive production [9].
4. 5. Smart grid
The progress of most aspects of the smart grid would be improved by the application of
the IOT technology. The structural design of IOT for the smart grid was initiated in China,
which is of three layers: the sensitivity layer, the system layer and the function layer[10].

5. CONCLUSION
The IOT has the capability to append a new dimension to this process by establishing a
communication among smart objects. The internet has significantly transformed the manner
we live, as in situation all the communications are done via the internet. This paper presents a
study about the architecture of IOT and also about the various technologies involved in
implementation of Internet of Things. This paper also lists some of the applications of IOT.
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ABSTRACT
The Internet of Things (IOT) is presently a fast catching paradigm in which the everyday
objects are manufactured with essential capabilities such sensing, networking and processing. These
capabilities enable them to communicate with one another and with other devices and services over
the Internet to complete some objective. One of the most important issues is security. When devices
are given the freedom to talk to each other, then there are immense possibilities of misuse. In this
paper, we propose a secure communication approach for device-to-device communication. It is an
Identity-based encryption approach which includes revocation of keys if misuse is detected. The
proposed method takes into consideration the high probability of misuse and hence malicious devices
are identified and eliminated. This paper presents the design of the proposed approach along with a
first level implementation using Java and MsAccess.
Keywords: Internet of Things; communication; Internet
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I. INTRODUCTION
The Internet of Things (IOT) has become an important topic in engineering circles and
technology-based industries. This technology is an inherent part of a numerous networked
products, sensors and systems which are being manufactured with the current electronics
miniaturization approaches. Basically IOT is the facility and technology used to connect a
wide range of computing/communication devices or gadgets. These devices can be remotely
managed and controlled, thus moving towards a magical world of do-anything-fromanywhere.
This may sound like science fiction, but the reality is, today it is possible to use IOT
technology to “see” buildings for sale from your mobile or your laptop. Thus a buyer can
“see” houses from various angles before deciding which one to buy. IOT technology is
offering the possibility to transform all sectors such as industry, agriculture, healthcare,
entertainment, etc., by increasing the availability of information along a different dimension
using networked sensors [Carolyn Marsan et. al.].
The advantages of the IOT technology are that it offers communication, control and
automation, monitor, and information. Also it saves time and money, offering an efficient and
better quality of life. The main problems of IOT are compatibility, complexity, privacy and
security. From the security perspective, the following issues are evident.
Networking Challenges: Today’s networking technology was not designed to support large
numbers of computing/communicating gadgets. Further complication is because these devices
are low-power devices that interact with the human users, physical world, and the cloud in
complicated ways. These requirements cause major research challenges in the area of
networked systems, specifically in terms of scalability, open network interfaces and
multitenancy [Rajeev Alur et. al.].
Security Challenges: Additional challenges are due to the devices being diverse, interacting,
and potentially unsecure, security threats from ubiquitous devices, system-wide security
abstractions.
In this paper, we present one approach to secure the IOT environment, specifically the
communication between IOT devices. In Section II, some of the security requirements for
IOT environment and the prevailing research work are discussed. In Section III we describe
the proposed identity based encryption with secured outsourced revocation for IOT
environment. The results are given in Section IV and concluded thereof.

II. SECURITY OF INTERNET OF THINGS
IOT devices are typically wireless and may be setup in public places and are made
secure using end to end encryption. Encryption is also used for information security in the
IOT environment. Every IOT device must be secured throughout its lifecycle by providing
secure booting, access control, authentication of the device, firewall, and regular patches. A
typical IOT communication environment is depicted in Figure 1.
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Cloud Services
for IOT

Mobile
App

IOT Device

Web App

Fig. 1. IOT Communication Environment

Security in this environment must be in terms of authentication and secure
communication between (i) mobile-app and cloud services, (ii) cloud services and the
backend web applications and (iii) device to device communication.
In this paper, we propose the identity-based encryption mechanism with revocation for secure
device-to-device communication.

III. DENTITY BASED ENCRYPTION WITH SECURED OUTSOURCED
REVOCATION FOR IOT ENVIRONMENT
Identity-Based Encryption (IBE) is an alternative of public key encryption. The major
advantage is simplified key management in a certﬁcate based Public Key Infrastructure (PKI)
by using human-unique identities for e.g., name, email address, IP address, etc. as public keys
in Private Key Generator. In the IOT environment the devices are the users. After generation
of keys the Private Key Generator communicates to the user (IOT device or the mobile
device). Because of this, the physical devices are able to stay linked. If both device are
authenticate PKG serves the device2 keys. The message (M) can be transfer to device1 to
device2 is shown in Fig. 2

PKG
PKD2
Public key

M

PRD2
Private key

DEVICE 1

DEVICE 2
Communication

Fig. 2. IOT device-to-device
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During a misdeed, i.e., when any device if found to misbehave, then the central key
management system (the PKG) will revoke the keys of the misbehaving IOT device. This is
known as revocation and is shown in Fig. 3. Normally, all the users despite the consequences
of whether their keys have been revoked or not, have to make contact with PKG frequently to
prove their identities and update new private keys. It requires that private key generator is
online and the protected channel must be maintained for all communication.
PKG
Data

Revocation
Registration

IOT DEVICES

MANAGER
Key distribution

Fig. 3. Revocation process in IOT

Key Update Cloud Service Provider (KU-CSP) is a central system used for outsourced
revocation. This is shown in Figure 4. The KUCSP updates the users key each and every time
when ever the user needs. KU-CSP mostly operate key generation related operations during
key-update and key-issuing processes. KU-CSP leaving only a invariable number of
uncomplicated operations for PKG and users to do locally.

KU-CSP
Outsourcing key

Update key

PKG

IOT DEVICES
Private key

Fig. 4. System model of IBE with outsourced revocation for IOT environment

PROPOSED MODULES
The IOT communication is considered as a three stage communication – (i) registration
of a device (ii) communication between the registered devices under secure conditions and
(iii) communication between the registered devices under revoked conditions.
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(i) REGISTRATION MODULE
In this module, the new IOT device registers with the PKG. The PKG would generate
and provide the (public key, secret key) pair to the new users, entering into the system. Key
generation is done with random prime numbers to generate a unique (public key, secret key)
pair.
IOT Device 1

PKG

IOT Device 2

Start

Send Request to
Communicate

Check user
validity &
authentication

Not registered
user
Invalid user

Valid

Receive PUk

Send key

End

Fig. 5. Registration Module
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(ii) SECURE COMMUNICATION
In this module to check whether the users are already registered. If there is registered
user means PKG send their public key to both client and server. Using the key they perform
send and receive function. If there is not registered user means PKG says invalid user.

IOT Device 1

PKG

IOT Device 2

Start

Send Request to
Communicate

Check user
validity &
authentication

Not registered
user
Invalid user

Valid

Receive PUk

Send key

End

Fig. 6. Secure communication between two IOT devices
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(iii) REVOKED CONDITION
The misdeed algorithm run by PKG. It takes as input from the user, a valid user list and
the set of identities to be misdeed. Before that PKG check the user data in database. The
misdeed process run PKG, after the process PKG send message to user and update their
database.

IOT Device

PKG

Start

Check
validation
misbehavior

Check DB
user
validation

yes
End

no

IOT misbehaving
process
User misdeed

Update DB

End

Fig. 7. Misdeed process
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PSEUDOCODE
Procedure process_msg(in)
{
Msg=substring(in.readUTF());
If msg==”REG_REQ” then
If found(user in db) then
invalid user registration
Else
Generate key()
Update DB with new user
Send PUk to user
endif
Elseif msg==”REQ_SND”
If found(user in DB)
Then get key from DB
Send PUk to user1 ,PRk to user2
Else
unauthenticated user
//can not be communicate
Endif
Elseif msg==”REQ_RCV”
If found(user in DB)
Then get key from server
Receive data
Else
Not REQ_RCV message
Endif
Elseif msg==”MISDEED”
If found(Check user validity)
//if user in DB
IOT misbehaving process
Update DB (user misdeed)
//else not REG-REQ
Send message to client (user misdeed)
Else
Not registered user
Endif
Endif
}

Fig. 8. Pseudo code for IBE with outsourced revocation for IOT environment
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If the below screenshots show the little work of IBE project by using java and msaccess.in future we develop the IBE project is in secured communication. The java
programming language is a high-level language. The java programming language is unusual
in that a program is both compiled and interpreted. The java is a platform it has two
components they are the java virtual machine, the java application programming interface. Ms
access is a database management tool that enable one to have good command of data collected
in windows system. The programmer enables one to sort, retrieve, summarize and report
results speedily and efficiently. It can combine together data from various files through
creating relationships, and can make data entry in well-organized and accurate.
SCREENSHOTS
i. REGISTRATION
New IOT device registers with the Private key generator. The PKG would create and
provide the key pair to the new users while entering into the system. Key generation is done
with random prime numbers to generate a unique key pair in PKG.
SERVER SIDE

CLIENT SIDE

Fig. 9. Registration of user

ii. COMMUNICATION
Difficult to construct the key pair(public key and private key) to ID based key sharing
scheme.ID based cryptosystem can modifies the keys ID based public key to the
authentication purpose. ID based cryptosystem with authenticate it cannot stop the receiver
from substituting a new message from the encrypted message.

-128-

World Scientific News 41 (2016) 1-304

SERVER SIDE

CLIENT SIDE

Fig. 10. Communication request to pkg

iii. MISDEED
IBE, there has been little work on studying the misbehaving IOT device mechanisms.
Propose a way for the users to sometimes renew their private keys without interacting of
PKG. The PKG publicly post the key update information, which is much more convenient to
users.
SERVER SIDE

CLIENT SIDE

Fig. 11. Communication request after the user misbehaving IOT device
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IV. CONCLUSION
The internet has significantly changed the way we live, and today much interaction is
among the internet of things. Our mobile phones, household appliances, vehicles, etc. can
communicate with each other. Among the various issue concerned with the IOT, security
plays a vital role. The freedom available with the devices in the IOT, to talk to each other, is a
major threat to security. When misused, this freedom can lead to miscreants creating havoc. In
this paper, we proposed a secure communication approach for device-to-device
communication. It is an Identity-based encryption approach for confidential communication
between sender and receiver. The method also includes revocation of keys if misuse is
detected. The fact that there is a high probability of misuse of freedom to communicate in IOT
we have included revocation and thus malicious devices can be identified and eliminated. The
design of the proposed approach along with a first level implementation using Java and
MsAccess had been presented in this paper. As future work we propose to implement the
complete algorithm on a network simulator and test with multiple devices.
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ABSTRACT
Wireless Sensor networks are widely adopt in military, target tracking, signal processing and
monitoring applications like traffic and structural, the small and low cost unreliable sensor nodes in
these applications uses batteries as the sole energy source. The energy efficiency becomes difficult
task as the tiny and less weight battery act as source of each node. Scheduling the different category
of data packets is a way to reduce the power consumption and increasing the lifetime of sensor nodes.
The existing scheduling algorithms are not adapted to the environment changes. The basic FCFS (First
Come First Serve) suffered by long delay while transmit the real time data packets. In DMP (Dynamic
Multilevel Priority) real time data packets occupies highest priority, the remaining non real time data
packets sent to lower priority level queues. Some real time task holds the resources for longer time,
the other task have to wait, it makes the deadlock condition. The NJN (Nearest Job Next) will select
the nearest requesting sensor node for service, real time packets have to wait long time. The proposed
Adaptive weighted scheduling scheme changes the behavior of the network queue by adaptively
changes the weights based on network traffic. Simulation results proof that, adaptive weighted
scheduling algorithm works better than the FCFS and DMP data scheduling in terms of energy
consumption and lifetime. Our future scheme to integrate Internet of Things (IoT) with the WSN to
increase the performance of the wireless networks.
Keywords: Data Scheduling Schemes; Energy Efficient; Network lifetime; Sensor Network; IoT
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1. INTRODUCTION
Wireless Sensor Networks (WSNs) have small size, less cost and low battery powered
device which able to collect sensing data and process the data and to generate the needed
information which is forwarded to the base station. Each sensor node consists of a limited
power source, radio through which sensor node can communicate with other nodes within its
communication range. Normally all the sensor nodes contain four important units such as
sensing area- which sense the data in the deployed region, memory- it used to store the data
for future application and analysis, processor- aggregate the data for reducing the power and
power unit- provide supply to the entire system [1-2].
In recent decades WSNs have applied in wide range of applications, from military
surveillance to environmental monitoring, disaster relief, and home automation [3-4]. For
instance, sensors are collaboratively detects, process, deliver and receive the sensed data
continuously, also estimate the accurate location of moving targets and also classify the
targets which are nearby distance under the limited energy consumption. Nowadays, video
sensor networks are one of the challenging applications. Since multimedia processing
generally involves computationally intensive operations, computation power emerges as a
highly demanding resource in video sensor networks [5-6].

Fig. 1. Wireless sensor network

Only the limited studies and research papers published in the data scheduling and its
performance in wireless sensor networks [7-8]
The IoT is developing network technologies in academia and industry. The IoT enabled
devices have less expensive, less power consumption, scalability and resource constraints.
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The applications area of IoT includes smart city, health monitoring, smart homes,
environmental monitoring…
The most existing algorithm First Come First Serve (FCFS) process the data in the
arrival order, it makes the real time packets to wait long time than the other non real time
data’s [9]. The next scheduling scheme named as Earliest Deadline First (EDF) process the
packets based on their deadline assigned, it gives highest priority to low deadline packets
leads high memory consumption [10-12].
The recent algorithm called Dynamic Multilevel Priority (DMP) scheduling works
based on Time Division Multiple Access (TDMA) scheme, it provide three level of priority
levels. The real time packets stay in first high priority level and remaining two levels
occupied by other non real time packets. The main limitation in DMP is that, the real time
packets holds resources more time than the non real time packets makes deadlock [8,23,24].
The proposed Adaptive Weighted Packet (AWP) Scheduling adjusts the weights according to
the dynamic which is based on nature of average queue size and priority which could results
low loss rate, low delay and delay jitter of premium services.
The remaining of the paper scheduled as following order. The section II discuss about
existing scheduling schemes in WSN and their pros and cons. The proposed AWP detailed at
section III. The performance of FCFS, DMP, NJN and AWP schemes evaluated in the section
IV. Finally the paper concluded with some research issues in future at section V.

2. RELATED WORK
This section deals about existing packet scheduling algorithms based on arrivals,
priority and deadline in wireless sensor networks.
2. 1. FCFS (First Come First Serve)

Fig. 2. FCFS Scheduling Scheme
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FCFS scheduler act as basic and most existing algorithm used in WSNs applications in
early days, which process the data packets in the same order as it’s received from the input
queue. FCFS does not differentiate real time and non real time data packets as shown in
Figure 2. In some real time applications like healthcare monitoring, disaster management, that
data should process first than the temperature, pressure monitoring applications data’s. FCFS
will provide long delay for real time data’s makes inefficient in many places. The next version
of fair queuing as weighted fair queuing (WFQ), it distribute the available resources to the
different member sessions with a set of pre- defined weights. WFQ overcome the starvation
problem faced by low priority queues [14-18].
2. 2. Nearest Job Next (NJN)
The data collection requests in the online scenario can be captured by a Poisson arrival
process and the travel distance (and time) distribution between any two sensor nodes in the
sensing field, the collection process can be modeled as an M=G=1=C-NJN queuing system,
which accommodates at most C requests at the same time. The approach is to model the ondemand data collection process as a queuing system an M=G=1=C queuing system.
When talking about service disciplines, the first one come to our mind would be the
first-come-first-serve discipline, whose performance has been extensively explored by the
queuing theory society. However, FCFS discipline schedules requests based on their temporal
features, which may make the ME unnecessarily move back-and forth, as shown in Figure 3.
This is clearly undesirable since usually the travel time of the ME dominates the data
collection latency. Furthermore, with wireless communications, it is possible for the ME to
collect data from multiple sensor nodes at a single collection site [22].

Fig. 3. NJN-Discipline
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The ultimate metric to evaluate the data collection performance is the response time R
of requests, i.e., from the time the request is sent to the time it is served. With the expected
system size and by Little’s Law,

[ ]

[ ] 𝜆

----------------- (1)

For a given request, its response time R consists of three parts, the residual service time
Sr of the request under service upon its arrival, the waiting time from the first departure after
its arrival to the time it enters service W, and its service time S

R = Sr + W + S ------------------------ (2)
2. 3. Dynamic Multilevel Priority (DMP) packet scheduling
The existing data scheduling schemes named as FCFS, real time and non real time
scheduling are suffered by high processing overhead and not adaptable to wireless changing
environment. FCFS will make high end to end delay for real time sensitive data due to
process in the order as it receives the data from the source. The priority data scheduling are
affected by starvation of non real time packets. The zone based topology in DMP having three
level of hierarchy, the delay sensitive packets are occupied in first priority and processed by
FCFS and remaining packets are in next highest priority levels to reduce the waiting time and
delay shown in Figure 4. The TDMA scheme used to access the data’s at different level in the
queues. In DMP the high priority queues holds more bandwidth for longer time, it affects the
non real time packets have to wait leads to deadlock condition [8].

Fig. 4. DMP Scheduling Scheme
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3. ADAPTIVE WEIGHTED PACKET SCHEDULING SCHEME (AWP)
The proposed scheme performs efficient in terms of low loss rate, queuing delay, and
jitter than the existing scheduling schemes in WSN. It combines the features of round robin
and weighted fair queuing. The average queue size and buffer space increases the bandwidth
in DMP; it overcome by adaptively changing the weights leads smaller buffer size and low
delay. The EWMA (Exponential Weight Moving Average) is used to calculate the average
queue size which used in weight calculation.
Based on the data arrival, it adaptively varies the queue size by assigning weights which
is used to achieve the premium service. The weights are classified based on threshold which is
maximum and minimum. The low delay is achieved by minimum value and acceptable delay
by maximum threshold value. When the average queue size increased than the minimum
threshold, delay will increase, it overcome by providing more weights makes should not
exceed upper limit.
Assuming 𝑣 as average queue size, Q is the instantaneous queue size and is the
low-pass filter, the average queue size of premium service is estimated as,

avg → (1-f1) avg + f1 × Q ---------------- (3)

Fig. 5. Adaptive Scheduler
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4. RESULTS AND DISCUSSION
In this section, we illustrated the effectiveness of our proposed scheduling schemes
through Network Simulator (NS2) simulation. The Simulator configured according to the
802.11 wireless channels setting with packet size of 64 bytes. The simulation model consists
of 101 nodes and 5-10 zones, the nodes are distributed randomly by selecting the (x, y)
locations over the zones. The values are taken by varying the zone size from 5 to 10 as shown
in Figure 6, as the size of zone increases AWP perform better and less delay than the FCFS
and DMP due to the dynamic adjusting weight and queue size characteristics.
Table 1. Parameter and Values

Parameter

Value

Channel

Wireless Channel

Propagation

Two Ray Ground

Antenna

Omni Directional Antenna

MAC Address

802.11

Network Interface

PHY/Wireless

Number of nodes

101

Initial Energy

100 J

Sensing Period

1.0ms

Packet Size

64 bytes

Receiver Power

0.01

Transmitter Power

0.02

Fig. 6. Zone Size Vs End to End Delay
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Due to unavailability of dynamic and adaptive property FCFS gives higher delay, it
makes unsuitable for real time data applications like health monitoring and military
applications.
Table 2. End to End Delay (micro second)

Number of
Zones

FCFS

DMP

NJN

AWP

5

0.0145

0.0037

0.0038

0.0037

6

0.0125

0.0042

0.0042

0.0040

7

0.01110

0.0043

0.0041

0.0042

8

0.0054

0.0013

0.0013

0.0012

9

0.0059

0.0015

0.0015

0.0014

10

0.0076

0.0021

0.0020

0.0020

Table 3. Energy Consumption (Joules)

Number of
Zones

FCFS

DMP

5

0.9583

0.3958

0.3858

0.3457

6

0.8810

0.3094

0.3091

0.2932

7

0.8438

0.3291

0.3022

0.3166

8

0.7036

0.2013

0.2000

0.1979

9

0.5693

0.1751

0.1711

0.1757

10

0.5859

0.1639

0.1700

0.1639
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Fig. 7. Zone Size Vs Energy Consumption

Fig. 8. Zone Size Vs Network Lifetime
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The energy consumption is a measure of energy spent for transmitting or forwarding a
packet from node to another anode or to base station. In Figure 7 the zone size plotted on x
axis and energy consumption plotted on Y axis. The AWP gives slightly improved
performance than the DMP due to its behavior of queue size and adaptive weight
characteristics. The network lifetime depends on the energy consumption and battery source.
The node consumes less energy makes increased lifetime. In FCFS packets have to wait long
time when the queue filled, it leads high energy consumption. Another DMP scheduling, the
queue size are fixed, it does not support changes in the environment makes waste of energy.
The queue size and priority are adaptively changing according to dynamic nature in AWP, so
it provide better lifetime for sensor nodes than the FCFS and DMP.

5. CONCLUSION AND FUTURE WORK
We evaluated the effectiveness of data scheduling algorithms in wireless sensor
networks. The Simulation result demonstrated that, When compare to the FCFS and DMP
scheduling, the adaptive weighted packet scheduling outperforms in terms of energy
consumption, end to end delay and network lifetime. In FCFS, the packets are forwarded how
it arrives to the queue, no priority assigned to packets; it leads that real time data’s have to
wait long time named as static weight delay problem. The DMP scheme contains three
different levels of priority, the real time data’s occupies high priority, when the absence of
real time data’s, the occupied resources are not shared by non real time data’s, it makes the
high energy consumption and low life time. NJN gives highest priority to the neighboring task
only. The AWP scheme achieve good performance by schedules the weights by adaptively
changing behavior of queue size and priority, that performs makes AWP suitable for real time
sensor applications with high QoS performance.
The performance of data scheduling schemes can be increased by integrating with IoT
environment and applying suitable optimization techniques and sensor scheduling schemes as
the future scope.
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ABSTRACT
Internet of Things (IOT) is a recent trend in communication field that makes internet as a
universal thing. It makes all the objects in the world to interconnect with one another and with other
devices to attain certain objective. Each object will be equipped with sensors, micro-controllers and
receivers for digital communication. Geographic Information System (GIS) is a computer system that
deals with geographical data. GIS has an ability to gather, store, examine and manage spatial data and
allow users to manage data in maps. IoT and GIS are coupled together to provide a better
understanding of geographical data and patterns. This tie-up helps in mapping IoT in an interactive
way. This article describes the overview of the integration of GIS enabled IOT applications.
Keywords :Internet of Things; Geographic Information System; Sensor; Mapping
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1. INTRODUCTION
Internet had become a part of our life that makes our day-to-day activities simple and
easier. Internet is a large database in which data can be accessed anywhere and at anytime. It
is also a large network that connects people together. But now-a-days, a new protocol named
IoT connects people even to devices, software and our surrounding things. Internet of Things
is a paradigm that connects all the objects in the world that are equipped with sensors into a
network to gain useful information about these objects [1]. The objects communicate with
each other and with devices to attain a common goal. IoT is an encouraging research area due
to its vast application. It is a new model that utilizes wireless communication technologies for
interaction between the objects. The elements in IoT are specified as a thing that should have
an exclusive address [2].
1. 1. Techniques enabling IoT
IoT can be enabled using various techniques. Fig. 1 shows the techniques that enables
IoT. The techniques are Near Field Communication (NFC), Machine-to-Machine
Communication (M2M), Radio-Frequency Identification (RFID) and Vehicle-to-Vehicle
communication (V2V) [3].
TECHNIQUES ENABLING IOT

RADIO-FREQUENCY IDENTIFICATION(RFID)

NEAR FIELD COMMUNICATION(NFC)
MACHINE-TO-MACHINE
COMMUNICATION(M2M)

VEHICLE-TO-VEHICLE
COMMUNICATION(V2V)
Fig. 1. Technologies that enable IoT

Radio-Frequency identification (RFID) monitors objects in real-time. It consists of a
reader and tag. Tags are applied to objects to obtain information using radio-frequency
electromagnetic field. The readers are used to read the electronic information in the tag. Tags
are microchips with antennas. Near field communication (NFC) is similar to RFID i.e. NFC
integrates RFID reader into smart phones. NFC is the most trending technology that
communicates with other NFC enabled mobiles by getting them touched or bringing them
close. Machine-to-machine communication (M2M) is a process of communicating between
microcontrollers, sensors, computers and smart phones. M2M communication is used for
sensing, providing access control between different devices and processing the information.
Vehicle-to-Vehicle communication (V2V) is a new technology that uses vehicle as a node.
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The vehicles communicate with each other through an ad-hoc network. V2V
communication does not have a static topology so it is bit complex.
1. 2. Components of IoT
There are three components of IoT. Fig. 2 shows the components of IoT. They are
hardware, middleware, presentation [4]. Hardware is used to collect information from the real
world objects using sensors, micro-controllers and embedded communication hardware.
Middleware is an intermediate component that connects the hardware component with the
presentation component to visualize it. It is used for on-demand storage and also provides
tools for data analysis. Presentation component creates application to visualize and interpret
the information collected from the hardware component. This application can be accessed
anywhere at any platform.

HARDWARE

MIDDLEWARE

PRESENTATION

SENSORS

ON-DEMAND
STORAGE

VISUALIZATION
TOOLS

MICRO-CONTROLLERS

TOOLS FOR DATA
ANALYSIS

INTERPRETATION
TOOLS

EMBEDDED
COMMUNICATION
NETWORK

INTEROPERATION

DECISION MAKING

Fig. 2. Components of IoT

2. GEOGRAPHIC INFORMATION SYSTEM (GIS)
Geographic Information System (GIS) is a processing system that has an ability to
combine all types of data based on locational component of data. GIS is an application that
deals with digital geographical data. It allows users to create maps, visualize information and
integrate data of varying types.
2. 1. GIS Dimensions
There are four different types of GIS. Fig. 3 shows the types of GIS. They are Fourdimensional GIS, Multimedia/hypermedia GIS, Web GIS, Virtual reality GIS [5].
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GIS

FOURDIMENSIONAL GIS

MULTIMEDIA/HYPE
RMEDIA GIS

WEB-GIS

VIRTUAL REALITY
GIS

Fig. 3. Types of GIS

Four-dimensional GIS can handle three dimensions for space and one dimension for
time. So that it has a capability to handle more spatial data. Multimedia\hypermedia GIS
works with geographically referenced multimedia data like sounds and videos that are
selected from a geographically referenced image map. The data are stored in an extended
relational database. Web-GIS provides an internet based application that uses geographical
data. Now-a-days many geomantic applications are web based. Virtual reality GIS create,
manipulate and explore geographically referenced environments.
2. 2. Views in GIS and GIS tools
The idea of GIS is presented in three different views. The views of GIS are shown in
Fig. 4. They are map view, database view and spatial analysis view. In map view, GIS
performs map processing where each data will be represented as a map. The database view
manages the data. The data can be a geographical data, images, reports and sounds. The
spatial analysis view analyze and visualize spatial data [6].

DATABASE
VIEW
SPATIAL
ANALYSIS
VIEW

MAP VIEW

GIS

Fig. 4. Views of GIS

There are various open source GIS software are available [7]. The open source software
and their purposes are listed below in Table 1.
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Table 1.Open source GIS software
CATEGORY

SOFTWARE

Desktop GIS

QGIS, GRASS GIS, gvSIG, SAGE
GIS, uDIG

Web map servers

GeoServer, Mapnik, MapServer,
MapGuide Open Source

Spatial database management
systems

PostGIS, SpatialLite, TerraLib

3. BACKGROUND STUDIES ON GIS ENABLED IOT APPLICATIONS
Peng du et al., [8] designed an emergency management system for public road transport
networks using IoT and GIS. IoT is used for observing traffic and serious transport
infrastructure in road networks. GIS is used for situational alertness and emergency actions.
The authors had presented this work to take safety measures in road transport networks.
Shu-jinliu, Guo-qingzhu [9] proposed an evacuation system by using IoT and GIS
technologies to obtain information about the building. IoT and GIS technologies had been
used to analyze the impact of smoke on evacuation. The authors concluded that the proposed
system have improved evacuation efficiency and also promotes the intellectualization of fire
protection.
Isikdag [10] had integrated Internet of Things (IoT) and Building Information
Modelling (BMD) to build a new GIS system. Building Information Modelling enables
interoperability i.e. exchanging information between different software. IoTenables
communication between all devices. The author presented a GIS system that combines
information in building “models” and information obtained from city objects. The author
concludes that this fusion can be used in system emergency response, urban surveillance,
urban monitoring and smart buildings for a smart system.
Wang li-qun, Jiaji-wei [11] had used IoT as a supplementary to GIS. The author
combined GPS positioning module with Radio frequency Identification (RFID) for fast data
gathering and spatial locating. The experiment results shows that it provide anenhanced
decision support for environmental quality management by having both the wireless
identification of IoT and robust spatial data expression and analysis capacity of GIS.
Dustin Demuth, Arne Broring, Albert Remke [12] proposed an approach for providing
direct and live access to citizen science sensor platform. For this purpose the author had used
OGC Geo services REST API on the sensor platform. The authors made the sensor platform
to be the head class node on the internet of things, so that it directly provide interfaces that are
made reliable by the Open Geospatial Consortium (OGC). The experimental results shows
that GIS user can directly have a measured data access to the citizen science sensor platform.
Liu Zengxian and Gao [13] Jun had used Internet of Things and GIS to make the Shanghai
city of China to be a smart city. The proposed GIS concentrates more on spatial information
management capabilities of Internet of Things. The authors used Internet of things to rapidly
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identify the features and benefits of GIS spatial analysis. The authors concludes that “Smart
Shanghai” builds the city intelligent network and greatly effective multi-party collaboration.
Yongzhi Liu et al., [14] proposed a digital management platform of urban sewage pipe
network service. Urban sewage pipe network service is a new methodology to collect and
handle spatial data that is combined with the attribute data of sewage pipe network. The
authors used IoT and GIS that contains GIS Spatial management and analysis module, sewage
information control center module, sewage pipe network grid management module and
drainage pipe network dynamic simulation module. The author concludes that the proposed
method has been used as a safeguard for water environment and has been applied to Sanya
city of Hainan.
Tan Ji-ming et al., [15] demonstrated the correlation between Internet of Things and 3D
GIS. The authors had improved the spatial and temporal resolutions in the equipment and
facilities of the oilfield network by combining the information sensed and collected
automatically from the facilities with the spatial sense and bearings provided by the 3D virtual
scene. The experiment result shows that application of IoT and 3D GIS in oilfield had a great
advantage in managing the equipment and facilities based on space and time.
He Yu-Cai Wang Dan, Chen Long-hua [16] incorporated Internet of Things and GIS for
information management based on space. The author had used wireless sensor network of
Internet of Things for information collection, GPS had been used to find the exact location of
information collection node and GIS mapping tools had been used for spatial analysis. The
author concludes that the proposed monitoring system had rapidly and exactly located the
position of fire and generates the fire emergency command.
Qiao Yan-you et al., [17] designed an infrastructure management system that utilized
GIS to accomplish management and analysis activities by gathering and storing spatial data.
Internet of Things had been used to correctly identify individual objects, so that data can be
gathered and updated quickly in the database. The author concludes that usage of GIS Spatial
data analysis and Radio Frequency Identification (RFID) in the infrastructure management
system had improved its working efficiency.

4. CONCLUSION
Internet of Things is anemergingfield that makes the world digitize and GIS is a
powerful tool that deals with geographical data. So utilizing IoT techniques in GIS systems
will make the world smarter. This article summarizes the literatures on integration of IoT and
GIS technologies and its real time application in various areas which helps the researchers to
get an overview of GIS enabled IoT applications.
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ABSTRACT
The Internet of Things is a new era where the day-to-day objects can be mannered with sensing,
networking and processing capabilities that will allow them to get across with one another round the
internet to attain divers intent.
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1. INTRODUCTION
With the swift proliferation of Internet technology and communications technology, our
lives are gradually led into a visionary space of imaginary world. Nevertheless, human beings
subsist in the real world and cannot be thoroughly implemented round the services in the
imaginary space. To snuff out these constraints, a newfangled technology is required to blend
imaginary space and real-world on an identical platform which is called as Internet of Things
(IoTs). This survey is based on several security and privacy issues related to Internet of
Things (IoTs). Then, discussion on some applications of IoTs in real world is made. The rest
of the paper is organized as follows: Section 2 defines the various components of IoT such as
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outline, evolution and architecture. Section 3handles the applications of IoT. Section 4
includes the security and privacy interest of IoTs. Section 5 concludes survey study with
references at the end.

2. IOT- AN OVERVIEW
2. 1. Expansion of IoT
The “I” in IoT refers to the “Internet” that corresponds to the Internet protocols (i.e.) the
digital data of the real world is stored in the virtual storage drive called cloud. The “T” in
“IoT” is used to define “Thing” which is actually a sensor through which the data is
transmitted or controlled which is demonstrated in Fig. 1,

Cloud

Network

Sensor

The world

Fig. 1. Structure of Internet of Things

As shown in Fig. 2 Soon everything and anything could be connected through the
Internet of Everything (IoE) known as Internet of Things (IoT).

Industry
&
Robotics

Home

Smart
cities

Smart
Planet
IoT

Shopping

Wi-Fi
Routers

Fig. 2. Smart planet IoT
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2. 2. Evolution
The Internet of Things will be the next big thing to hit the enterprise. The IoT will
design a complete new data structure – something that will be leaner, cheaper networking
abilities that are high-caliber to today’s state-of-the art by multiple order of magnitude. Fig. 3
shows the evolution of the IoT.

“HUMAN
TO HUMAN”



SMS
Mobile

Internet
Of
SERVICES

Internet
Of
CONTENT

PreInternet

“WWW”



e-mail
information

“WEB 2.0”


e-commerce

Fig. 3. Evolution of Internet of Things

2. 3. Architecture
The thing words relates to smart sensors, simple human-machine interfaces (HMIs), and
so forth which conjoin in a Network of Things (NOT), to ubiquitously interact with other
thing, the environment and people. NoT is basically a resource-challenged ecosystem,
typically with medium-high time access delays, increase in error level, lower data throughput
and limited time online where energy consumption must be increased to the maximum. The
basic blocks of communication, computation and interaction using sensors, actuators, and
HMI are distinguished in a simplified model of a thing. The Internet world is built around
computers, centralized software infrastructures, or in the cloud. Applications and services
usethingto provide context awareness, artificial intelligence, effective computing and so forth.
Depending on their specifications both tablets and smart phones can be used.
Nevertheless, due to their power (battery, lifetime) we find it more appropriate to consider
them more related to the world of computers and Internet than when compared to the world of
things. Currently, Internet provides the basic infrastructure for the interchange of information.
However, in order to have access, it has several constraints such as the need for unique
identifier, to have a change of communication, and adopting the Internet Protocols.
Nowadays, this “IP wall” is looped through an IoT gateway. In order to provide services to
end users the Internet is used as it is the global interconnection method in which a web of
services and applications make use of the information extracted by the IoT. On each of them,
needs are virtual representations of the things of the IoT in order to enable interaction. Once
the “IP wall” is saved, thanks to the connectivity provided by the Internet services one can
access the information. But, for the information to be useful, it must be understood and this
results in the origin of the “understanding wall” [1].
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2. 3. 1. Protocols
By implementing the communication between the devices (D2D) the functionality of
the IoT is initiated. And then the device data is collected and given to the infrastructure of the
server (D2S), which then shares the device data (S2S), possibly providing it back to the
devices, or to people.
MQTT: In short it is a protocol for collecting device data and communicating with the servers
(D2S). But is defined as a publish-subscribe based “light weight” messaging protocol. In the
real world application the MQTT is used by the face book messenger. Its components are,



MQTT Broker
MQTT methods

XMPP: It is a protocol best for connecting devices with people which is a special case of the
D2S pattern, since people are connected to servers. It is based on the XML (Extensible
Markup Language).
DDS: A fast bus for integrating intelligent machines (D2D).
AQMP: A queuing system designed to connect servers to each other (S2S).

3. APPLICATIONS
IoT touches every facet of our life. It is widely used in many applications like building
and home automation over wearable.
3. 1. Building & Home Automation
From enhancing security to reducing energy and maintenance costs, TI offers a variety
of innovative IoT technologies for monitoring and controlling intelligent buildings and smart
homes. As in Fig. 4 the IoT consists of different sensors like temperature, gas, motion and
LDR. Initially the Intel Galileo got connected to the Internet by using Wi-Fi. The parameters
of sensors like p1, p2, p3, etc. will be read when the connection is made. The threshold levels
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for the required sensors are set as t1, t2, t3, etc. The sensor data are stored in cloud by sending
the required data to the web server. The data can be analyzed anywhere any time. If the
threshold level is lesser than the sensor parameter then the respective alarm a1, a2, a3, etc.
will be raised and in order to control the parameters the required actuation is done. In this
model the temperature, gas leakage and movement in the house is monitored. The temperature
and the movement detectionis stored in cloud for analyzing. If the temperature exceeds the
threshold then the cooler will turn on automatically, similarly the alert sound is produced for
the gas leakage.

CLOUD

User end
INTERNET
ROUTER

Temperature
sensor

Gas Sensor

PIR Motion
sensor

Relay
Wi-Fi
Intel
Galileo
board

LDR

Relay

Relay

Relay
Power
supply

Buzze
r

Fig. 4. IoT model of Home Automation System

3. 2. Smart cities
The IoT brings together the People, Process, Data and Things necessary to make
Networked Connections that are more relevant and valuable as seen in Fig. 5.
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Fig. 5. IoT in smart cities

3. 2. 1. People
In IoT, people will be able to get connected to the Internet in multitude ways. In today’s
world people have a very close connection to the internet through their devices such as PCs,
tablets, TVs, and smart phones also to social networks such as Face Book, Twitter, LinkedIn
and Pinterest. Everything will get connected in immeasurable ways as technology and people
evolve towards the path of using IoT. [2]
3. 2. 2. Data
Using IoT data is gathered and streamed over the internet to a central source to be
analyzed and processed. As the number of things connected to the Internet increase rapidly,
they will become more intelligent by converting data into more useful information. Instead of
sending raw information, when things are connected they send higher standards of data back
to machines, computers and to people for further evaluation and decision making. This
conversion of raw information to useful data using IoT is important as it has the capacity to
make faster and more intelligent decisions, also allowing us to control our environment more
effectively[3].
3. 2. 3. Things
Things such as sensors, consumer devices and enterprise assets are physical items that
are connected with the Internet and with each other. In IoT, these things will help sense more
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data, become context-aware, and provide more experimental information to help people and
machines make more relevant and valuable decisions.
3. 2. 4. Process
Process is vital to understand how people, data and things work with each other to give
a better result in the connected world of IoT. With the correct process, connections become
vital as they add value to IoT because information is delivered at the right time to the right
person in the most secure and reliable way possible.[4]
3. 3. Wearables
Wearable devices are now the most trending discussion related to the Internet of Things
(IoT). Using lower end applications one could support connections to simple sensors, security
and low-speed wireless access all from a low-cost battery. MCUs can operate for a long
period of time on very low current. Hence they can be used in wearable applications where
storing, processing and sensing are needed at the biometric frequency time intervals. These
sensor oriented devices use some periodic processing power; however, minimizing wireless
data transmission time will offer power saving for the largest system [5].
3. 4. Healthcare
The Internet of Things (IoT) could be a game changer for the healthcare industry. It
transforms the healthcare industry by increasing efficiency, lowering cost and focusing better
on patient care. It provides the major advancement in three main fields, such as
3. 4. 1. Cloud-based hospital hygiene system
Hospital-Acquired Infections (HAI) are devastating from the perspective of both the
clinical and economic point of view, also implementing a heavy toll on patients and
contributing to rising healthcare costs. Unfortunately, 20% to 40% of HAI patients are
transmitted to hospital employees, and it has been discovered that proper hand hygiene only
occurs approximately to about 55% of the time by hospital care providers. So this lead to
recording of the individual staff interactions with the hand sanitizer dispenser using real- time
location system (RLTS) technology that is attached to the employee badges and sanitizers
dispensers. This data was then utilized to accurately understand the intact levels of hospital
staff [6].
3. 4. 2. Solution for the functionality of core practice
This IoT solution helped maintain a central record of all the patient files and real time
monitoring, thus helping physicians to devote more time to treat patients. These solutions are
capable of collecting and analyzing the data of different modules.
3. 5. Protein research and analytics tool
This solution focuses mainly on protein research and protein composition analysis. It
ensures the reliability and accuracy of the equipment and provides researchers evident access
to appropriate computing power for testing [7].
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4. SECURITY AND PRIVACY
IoT security is the area of endeavor that is concerned with safeguarding connected
devices and networks in the Internet of things. The Internet of Things involves the increasing
support for objects and entities- known, in this context as things that are provided with unique
identifiers and the ability to automatically transfer data through a network. Much of the
increase in the usage of IoT communication comes from computing embedded sensor systems
that are used in industrial machine-to-machine (M2M) communication, home and building
automation and wearable computing devices.

Retail & Logistics

Pharmacy

Education

IoT
Applications

Food production

People & home

Fig. 6. IoT applications

IoT devices are typically wireless and are located in public places. Wireless
communication in today’s Internet is made more secure through encryption. Encryption is
also a key to ensure that information is secure in the IoT. However, in order to support robust
encryption many of the present IoT devices are not powerful enough. To facilitate encryption
on the IoT, algorithms need to be designed more efficient and consume less energy and
efficient key distribution schemes are required.
In addition to encryption, identity management is a vital component of any security
model and unique identifiers are essential to the IoT devices. Using these identifiers personal
identities at financial institutions, identify illegal activity and other functions can be
established. Thus, they ensure that smart objects are who they say they are which is essential
to the success of IoT.
The customer privacy is a very important issue. To achieve this many technologies are
developedand still the developing process continues. VIRTUAL PRIVATE NETWORK
(VPN) and TRANSPORT LAYER SECURITY(TLS) are the currently enhancing
technologies for privacy goals.[8]
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5. CONCLUSION
In conclusion, the IoT connects the virtual world of things to the real world things. The
main technology of IoT is RFID and sensors. Nowadays the sensors plays a major role and
makes the human life more sophisticated. The IoT will provide highest security and privacy.
To develop the application companies provide more importance to privacy and security. So
IoT service to the world today is inevitable.
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ABSTRACT
The Internet of Things vary in different complexities and capabilities at their end points ranging
from RFID tags, to sensors and actuators that can be wired or wirelessly networked and
interconnected. To deal with such heterogeneity, IoT-A architecture virtualizes IoT devices and their
capabilities. It provides a unifying IoT resource abstraction. The abstraction of IoT provides so many
advantages such as simplified management, discovery of heterogeneous IoT devices ensuring the
interactions between them and the combining of these interactions takes place in a uniform manner.
From business process perspective and end user applications, IoT resources can be used as service end
points. These can be embedded in service oriented enterprise systems and service delivery platforms.
Keywords: IoT-A; IoT Architecture Layers; Components of IoT

1. INTRODUCTION
INTERNET of Things (IoT) has been thought-about because the next rising huge issue
in web. With the large variety of things/objects and sensors or connected to the web, an
outsized or time period knowledge flow are mechanically made by connected things and
sensors. It is vital to gather correct information in associate degree economical method,
however instead of this it is an additional vital to investigate and mine the information to
retrieve additional valuable informations like correlations among things and services to supply
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net of things or web of services. There are several domains and environments during which
the IoT will play a vital role and improve the standard of our lives. These applications
embrace health care, transportation, industrial automation, and emergency response to natural
and synthetic disasters wherever human deciding is tough.
The IoT permits physical objects to perform jobs by having them “interact” with one
another by sharing information and to combine the selections. The IoT transforms these
objects to a more smarter objects by using the prevailing technologies such as embedded
devices, communication technologies, detector networks, net protocols and applications.
These transformed objects with their supposed tasks represent domain specific applications
(vertical markets) whereas omnipresent computing and analytical services type application
domain freelance services (horizontal markets). The following Figure 1, illustrates the general
construct of the IoT during which each domain specific application is interacting with domain
freelance services, In this, each and every domain sensors and actuators communicate directly
with one another.

Figure 1. The overall picture of IoT emphasizing the vertical markets and the
horizontal integration between them
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As time evolves, the IoT is anticipated to establish its era in important home and
business applications, to enhance the standard of life and also contributing to the world’s
economy. For instance, if the home becomes smart-homes it can make the residents to
mechanically open their garage once reaching home automatically, do the domestic chores in
an automatised manner. In order to match with this growth emerging technologies and
service applications must also grow to meet the customers’ requirements. Further, devices are
to be developed to suit client needs to make the customers convenient everywhere. Also, new
protocols are needed for communication compatibility among heterogeneous things including
vehicles, phones, appliances, goods, etc.
Besides the above factors the architecture of IoT needs to be standardized which acts as
the backbone to compete with other organizations to deliver quality merchandise. and the
normal web design has to be furnished in order to cope up with the IoT challenges. For
example, if a vast range of objects are willing to attach to the web they are also ought to be
thought of in several underlying protocols. In 2010, the quantity of web connected objects had
surpassed the earth’s human population [1]. Therefore, utilizing an oversized addressing
house (e.g., IPv6) becomes necessary to satisfy client demands for sensible objects. The
factors like security and privacy are to be considered for nonuniform web of things and also
has the ability to watch and manage physical objects. Moreover, management and monitoring
of the IoT ought to occur to make sure the delivery of high-quality services to customers at an
economical price.

2. IoT ARCHITECTURE

The IoT must be capable of connecting billions of heterogeneous objects through the
web. So, the design should be of a layered fashion. The increasing variety of projected
architectures has not converged to a reference model [15]. Meanwhile, there is a unit some
comes like IoT-A that try and style a typical design support which conveys the idea of
analysing the needs of researchers and also the trade. There are many architectural models
proposed till date. Among the proposed models the basic model is a 3 layered design
consisting of the appliance, Network, and Perception Layers. In the recent days, some other
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models are also projected that proposes abstraction to the IoT design. The following figure
represents a 5 layer model. The layers are discussed below.
A. Objects Layer
The first layer named the Objects (devices) or perception layer represents the physical
sensors. It gathers and methods data. This layer includes sensors and actuators. These sensors
and actuators performs functions like querying the factors such as location, temperature,
weight, motion, vibration, acceleration, humidity, etc. There has to be a standard plug-andplay mechanisms which is to be employed by the perception layer to classify heterogeneous
objects. The perception layer digitizes and transfers knowledge to the article Abstraction layer
through secure channels. The massive knowledge created by the IoT area unit initiated at this
layer.
B. Object Abstraction Layer
Object Abstraction transfers information created by the Objects layer to the Service
Management layer through secure channels. Informations are transferred through technologies
like RFID, 3G, GSM, UMTS, Wi-Fi, Bluetooth Low Energy, infrared, ZigBee, etc. The
functions like cloud computing and information management processes are also handled at
this layer further.
C. Service Management Layer
Service Management or Middleware (pairing) layer pairs a service with its requester
supported addresses and names. In this layer the IoT application programmers are enabled to
work with heterogeneous objects in in a way which is not bound to a specific hardware
platform. This layers also the performs the following functions like processing the received
data, take decisions, and deliver the required services over the network wire protocols.
D. Application Layer
The application layer provides the services requested by the customers. It will offer the
data such as temperature and air humidness measurements to the clients. The importance of
this layer lies in offering services with high quality to fulfill customers’ needs. It has its
usability in vertical markets like good home, good building, transportation, industrial,
automation and goods care.
E. Business Layer
The business or management layer manages the IoT system activities and services. This
layer builds business model, graphs, flowcharts, etc. on the basis of the received data from the
appliancation layer. It is also supposed to style, analyze, implement, evaluate, monitor, and
develop IoT system connected components. The Business Layer makes it doable to support
decision-making based on massive information analysis. Additionally, it observes and
manages the underlying four layers, compares the output of every layer with the expected
output to boost services and maintain users’ privacy.
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Figure 2. Projected market share of dominant IoT applications by 2025

3. REMARKS
Those architectures that doesn’t have innovative proposal of layers and thus borrowing
ideas from network stacks as in the case of three-layer model don't adapt to real IoT
environments since, For example, the “Network Layer” doesn't cover all underlying
technologies that transfer data to associate degree IoT platform. Additionally, these models
are designed to handle specific styles of communication media like WSNs. The layers are
designed in a such a way that it is designed to run on resource-constrained devices. Therefore
there is a need arises to have a layer like “Service Composition” in SOA-based design which
takes rather a massive fraction of the time and energy of the device to speak with alternative
devices and integrate the specified services.
In the five-layer model, the application layer acts as the interface through which the
end-users will make an interaction with a device and query for fascinating information. It
conjointly provides associate degree interface to the Business Layer wherever high-level
analysis and reports are often created. The data accessing mechanisms within the application
layer also are handled at this layer. This layer is hosted on powerful devices because of its
advanced and massive procedure wants.
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4. KEY COMPONENTS TO THE INTERNET OF THINGS
1. Sensing:
The first step in IoT advancement is gathering data at a “point of activity.” this will be
data captured by associate degree appliance, a wearable device, a wall mounted management
or any variety of normally found devices. The sensing may be biometric, biological,
environmental, visual or sounding (or all the above). The distinctive factor within the context
of IoT is that the device doing the sensing isn't one that generally gathered data during this
means. Sensing technology specific to the present purpose is needed.
2. Communication:
This is wherever things begin to urge attention-grabbing. Several of the new IoT
devices we have a tendency to square measure seeing nowadays aren't designed for optimum
communication with cloud services. IoT devices need a way for transmittal the data detected
at the device level to a Cloud-based service for sequent process. This is often wherever the
good worth inherent in IoT is formed. This needs either space network/ WLAN/ wireless
fidelity/ Wi-Fi/ local area network/ LAN (wireless LAN based mostly communications) or
WAN (wide area network… i.e. cellular) communications. Additionally, looking on the
necessity short vary communication, different capabilities may additionally be required.
These might embody Bluetooth, ZigBee, Near-field or a variety of different short range
communication ways. For positioning, GPS is commonly needed further.
3. Cloud based mostly Capture & Consolidation:
Gathered knowledge is transmitted to a cloud based service wherever the knowledge
returning in from the IoT device is aggregative with different cloud based data to produce
helpful information for the top user. The data being consolidated may be information from
different web sources further as from others subscribing with similar IoT devices. Most often,
there'll be some processing needed to produce helpful data that's not essentially obvious
within the data.
4. Delivery of knowledge:
The last step is delivery of helpful data to the top user which will be a shopper, an
advertisement or associate degree industrial user. It should be even another device within the
M2M advancement. The goal in a very shopper use case is to produce the data in as
straightforward and clear a way as doable. It needs execution of a well thought out, designed
associate degreed dead programme that gives an optimized expertise across multiple device
platforms – tablets, Smartphone’s, desktop – across multiple operational systems – iOS,
Android, Windows, etc.

5. FIVE KEY CHALLENGE AREAS
Security:
There is a lot of chances of malware entering into the IoT network because it connects
a lot of devices in the network. In case of less protective areas where the devices are also less
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expensive are a subject to tampering. The integration of middleware, APIs, machine-tomachine communication, etc. produce a lot of complexity and new security risks.
Trust and Privacy:
With remote sensors and observance a core use case for the IoT, there'll be heightened
sensitivity to dominant access and possession of knowledge. Compliance can still be a
significant issue in medical and assisted-living applications, that might have life and death
ramifications. New compliance frameworks to deal with the IoT’s distinctive problems can
evolve. Social and political issues during this space may hinder IoT adoption.
Complexity, confusion and integration problems:
With multiple platforms, various protocols and huge numbers of arthropod genus, IoT
systems integration and testing are a challenge to mention the smallest amount. The confusion
around evolving standards is nearly bound to slow adoption. The fast evolution of arthropod
genus can probably consume out of the blue development resources that may diminish project
teams’ talents to feature core new practicability. Slower adoption and out of the blue
development resource necessities can probably slip schedules and slow time to revenues,
which is able to need further funding for IoT comes and longer “runways” for startups.
Evolving architectures, protocol wars and competitive standards:
With such a large amount of players attached the IoT, there are sure to be in progress
turf wars as bequest corporations ask for to shield their proprietary systems blessings and
open systems proponents try and set new standards. There is also multiple standards that
evolve supported totally different necessities determined by device category, power
necessities, capabilities and uses. This presents opportunities for platform vendors and open
supply advocates to contribute and influence future standards.
Concrete use cases and compelling worth propositions:
Lack of clear use cases or sturdy ROI examples can cut down adoption of the IoT
through technical specifications, theoretical uses and future ideas might serve for a few early
adopters, thought adoption of IoT would force reasoned, customer-oriented communications
and electronic communication around “what’s in it on behalf of me.” elaborate explanations
of a selected device or technical details of an element would not cut it once consumers are
craving for a “whole solution” or complete added service. IoT suppliers can need to justify the
key edges of their services or face the proverbial “so what.”

6. CONCLUSION
IoT have a major role in various disciplines and has its advancement for its
performances. The key technologies and challenges in IoT architecture are discussed and
thereby helping in doing the work smarter. IoT architecture’s key terminologies are also
discussed. IoT architecture has certain limitations in the areas such as security, trust and
privacy, integration problems, protocol and competitive standards, framing concrete use cases
and compelling worth propositions. Moreover, from the above report one can conclude that
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the IoT can have a standardized architecture which acts as the backbone of the IoT connected
things.
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ABSTRACT
Smart world is planned as an epoch in which objects (e.g., watches, mobile phones, computers,
cars, buses and trains) can immediately and intelligently serve people in a coefficient manner. Internet
of things links up everything in the smart world. Internet of things allows objects to be sensed and
controlled remotely across exiting network infrastructure, creating opportunities for more-direct
integration between the physical world and computer –based systems, and resulting in improved
efficiency, accuracy and economic benefits. Each thing is exclusively different through its embedded
computing system but is able to interoperate within the surviving internet infrastructure. Today’s earth
encloses a smart reminder that the internet of things can be made green- and green technology can be
maximized with smart use of IoT. IoT implement the collection of data at finer levels of details, and
deeper analysis of that data, business and individuals can drive bigger results from smaller changes to
their immediate environment. Internet of things is that things can correspond to each other without
human with each other and helps to save energy with user. This permits peoples and things to be
connected Anytime, Anyplace, with anything and anyone, ideally using any path/network and any
service. Green IoT forecast to familiarize changes in our daily life and would help realizing the vision
of “Green ambient intelligence”.
Keywords: Internet of Things; Smart World; Smart homes; Smart city; Smart grid; Smart health care;
Green IoT; ICT technology; GPS
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I. INTRODUCTION
When people talk about “the next big thing,” they’re never thinking big enough. It’s not
a lack of imagination; it’s a lack of observation. Generally speaking, IoT refers to the network
paired of everyday objects, which are prepared with global intelligence. It is opening
tremendous opportunities for a large set of novel application that promise the quality of our
lives. In recent years, IoT has gained much attention from researchers and practitioners from
around the world. Living in such a smart world people will be collaboratively and
immediately served by the smart devices (e.g., mobile phones, laptops), Smart environments
(e.g., apartments, malls), Smart transportation (e.g., cars, trains), etc. For e.g., GPS helps a
person’s locations can continuously transmitted to a server that tells us the best routes for the
travelers destination, keeping the person stuck in traffic. As the next significant stage in
human history, smart world is receiving various attention from government, academic,
industry, etc [1].

IDENTIFICATION
+
SENSING

• SERVICES

+
COMMUNICATION
+

• COMPUTATION +
+

IoT

• SEMANTICS

Fig. 1. Elements of IoT

II. OVERVIEW OF IoT AND GREEN IoT
A. IoT
The Internet of Things is the network of physical objects, devices, vehicles, buildings
and other items which are embedded with electronics, software, sensors and network
connectivity, which enables these objects to gather and replace data [2]. It allows objects to
identify and organize remotely across existing network infrastructure, creating chances for
mode-direct incorporation between the physical world and computer-based systems, and
resulting in improved efficiency, accuracy, and economic benefits; when IOT is accelerated
with sensors and actuators, the technology becomes an instance of the more general class of
cyber-physical systems, which also includes technologies such as smart grids, smart homes,
intelligent transportation and smart cities.
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Fig. 2. Examole for IoT.
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Fig. 3. Green Internets of Things
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Green IoT is predictable that any object will have a unique way of identification in the
upcoming years. That is commonly known in the networking field of computer science as
“Unique address”, creating an addressable continuum of computers, sensors, actuators, mobile
phone. In future we will be surrounded by a huge amount of sensors, devices and “things”,
which will be able to be in contact via IP, act “intelligently”, and provide green support for
users in managing and maintenance of everyone’s tasks. These new smart objects will be able
to perform certain functions autonomously such as calling for new forms of green
communication between people and things and between things themselves, where power
consumption is optimized and bandwidth utilization is maximized. These developments
would not only be relevant to researchers, but also to corporations and individuals alike.

III. APPLICATION OF IoT AND GREEN IoT
With honor to IoT and green IoT, there are a lot of applications. We list some
application scenarios as follows [5],
SMART HOMES: Personal life-style of every people is going on improvers, at homes
by making it more time-saving and simpler to monitor and operate home appliances and
systems (e.g., microwave, oven, air-conditioned etc.) remotely.
INDUSTRIAL AUTOMATION: This IoT and Green IoT technology plays a vital role
in the industrial automation. Human participation, robotic devices are computerized to finish
completion tasks sooner. The machines operations, functionalities and productivity rates are
spontaneously coordinated and monitored.
SMART HEALTHCARE: Healthcare applications are improved in many countries and
paying more attention for every citizens, by embedding sensors and actuators in patients and
their medicine for monitoring and tracking the patient’s details.
SMART GRID: Smart grid mainly help in Power suppliers which are assisted to control and
manage resources so that power can be offered proportionally to the population growth.
SMART CITY: Smart city gives the Quality of life in the city improvement by making
it more convenient and easier for the residents to obtain details of interest.

SMART
HOME

INDUSTRIAL
AUTOMATION
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GRID

SMART
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T CITY

ETC
….

Fig. 4. Applications of IoT and Green IoT
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IV. ICT ENABLING GREEN IoT
The term ICT that relates to any technology, application such as hardware, software,
satellite systems, radio, television, cell phones etc., about its details and communication
information of users’ access, transmit and manipulate various information’s.

IT
SOFTWARE
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AUDIOVIDEO

AUDIO/VISUAL

ICT

FIRE
DETECTION
AND ALARM
SYSTEM

ACCESS
CONTROL
BUILDING
MANAGEMENT
SYSTEM

SECURITY

Fig. 5. ICF features

ICT mainly describes about five hot green technologies (i.e., Green dc, green RFID,
green M2M, green CC, green WSN.
ICT scheme

Green M2M

Green RFID
Green CC

Techniques
a)
b)
c)
d)
a)
b)
c)
a)

Adjust the transmission power
Efficiency communication protocol design
Mechanism of joint energy-saving
Advantages of employing energy harvesting
Reduce the non degradable material used in manufacturing;
Adjusting transmission power
Protocol for optimizing tag estimation
Decrease energy consumption by adoption of hardware and
software
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Green DC

b)
c)
a)
b)
c)

Green CC scheme based on cloud supporting technologies.
Virtual machine techniques for power saving
Green source of energy
Novel energy-efficiency data center architecture design
Accurate and effective data center power models construction

Green WSN

a) Data reduction mechanisms
b) Radio optimization techniques

General green ICT

a) Data path length minimization
b) Needed data are to be sent.
c) Green power sources renewable
Fig. 6. ICT Scheme and Techniques

V. SURVEY OF IoT DEVICES AROUND THE WORLD
The following is a list of countries uses IoT devices around the world:
Korea is the first ranking country around the world for IoT devices online with 37.9.
They mainly involves in remote health monitoring of country peoples, helps in the integration
of sensing and actuation systems, in the manufacturing of the material and so on. Other
countries IoT devices are given in Fig. 7.

netherland

united

24.7

states
24.9

korea
37.9

portugal
16.2

Below
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Australia

germany
22.4
sweden
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belgium
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france
17.6

spain 19.9

Fig. 7. IoT devices used around the world
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VI. CONCLUSION
As an motivating and latest guidance for research concerning smart world. Various
technologies and issues with respect to green IoT, which plays a significant role in achieving
a sustainable world. Green IoT mainly helps for the development of the world, with its smart
sensors. The sensors such as unnecessarily turn off facilities that are not needed, it removes
the unwanted data and sends only which is needed. The smart sensors help in communication
to the world. In coming future years let us wait for the smart world for more betterment of
citizens.
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ABSTRACT
In the internet the content of data are very large in size and in various structures, which are
heterogeneous by nature. This is said to be Big Data. The data which satisfies the conditions of Big
Data are similar to the IoT. So it can be said that Big Data and IoT are two sides of the same coin. For
IoT the data can be shared using Cloud which acts as the transmission medium, and Big Data is a part
of Cloud. Processing and deriving data from IoT is one of the biggest challenge and some special
analytics are being used. The extracting and managing of the Big Data generated by the IoT is done by
the Big Data technologies like Hadoop. There are various technologies and protocols are being used in
the communication between the devices of IoT.
Keywords: IoT; Big Data; Cloud; Hadoop; technologies

1. INTRODUCTION
The technological advancement in IoT increased the standard in various departments
like healthcare, industries, education, marketing, social media and etc. Internet generates
massive amount of data, which may exceed 30,000 peta byte by 2020. The storage of this
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voluminous data requires a huge storage device. So, PaaS - Platform as a Service could be
used, which is a cloud-based storage, that manages the Big Data and provides scalability,
processing and provides sophisticated space for storage. Cloud storage provides security by
means of middleware like firewall for the accessibility of the data. In the case of IoT, the
devices transfer data using the networks like Bluetooth, Wi-Fi, ZigBee and other technologies
[1]. There are few protocols used in the data transformation like, Internet Protocol. For the
real-time processing of this data some Big Data technologies like Hadoop, NoSQL, and Hive
are being used. All the data generated by the IoT are not very important and those data are to
be analyzed.
The Big Data which are transfer are different in size, structure and increases regularly.
Those could be characterized by the 4V’s of Big Data. Volume of data, which may be
terabytes or petabytes in size. This enormous amount data are received from various sources.
Verity of data, which may be structured, unstructured and semi structured, like flat files,
images, graphs, tables and etc. Velocity of data, which increasing frequently or real-time data
which may be machine generated data. Veracity of data, the trustworthy of data which is
clean without noise or redundancy. Those data are used for making decisions and future
prediction [2].
Volume

Velocity

Big
Data

Veracity

Variety

Figure 1. 4 V’s of Big Data

2. IOT APPLICATIONS
IoT – Internet of Thing is that, a device or a thing which is connected to the internet,
which makes the devices to work very smart. The technological development had made the
devices to be smart and those can be accessed even from remote areas. Some of the IoT
devices are, Smart Thermostat, Smart Activity Monitor, GPS, Tracking devices, Smart
Cooking Machines and etc. The Smart Thermostat could switched on or off by the using of
smart phones or remotes by the network. Smart Activity Monitor is being used to monitor the
activities of the patient like workouts, heartbeat, sleeping hours and etc [3]. GPS sensor is
used to locate the geographical position of the pets or other things. IoT have improved the
cooking machines by the smart technologies, which has the timers for cooking. Transport
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tracking sensor which is used to locate the transport and its speed. IoT also have many
technological devices used in the weather forecast, pollution control, schools and etc.
Smart
Thermostat

Smart Activity
Monitor

Sensor - GPS

Smart
Cooking
Machines

Transport
Tracking
Sensor

Figure 2. Applications of IoT

3. LITERATURE SURVEY
IoT have increased the standard of various departments and made the smart usage and
communication of the devices. Here some of the technological development in IoT and its
technologies are presented.
In paper [2], the Healthcare advancement using cloud is being discussed. Here a cyberphysical smart pervasive frameworks, is being developed. By this framework the patient are
being monitored and the reports are being sent to them in smart phone. Future treatment for
the patient is developed by the doctors from the remote.
In paper [5], the new emerging technologies developed in IoT, the protocols used in the
transformation of the data in cloud and the applications of IoT are being discussed. There are
various devices works smart by the usage of IoT and few of its working is discussed.
Protocols like Internet Protocol are used in the transformation and some other protocols for
data transmission in cloud are being discussed in this paper. The new advanced technologies
in IoT and Big Data are being discussed.

4. IOT ARCHITECTURE FOR BIG DATA
Big Data and IoT Architecture consists of three layers, like Data Storage Layer,
Network Layer and User Accessing Layer.
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Data Storage Layer
Data Storage Layer consists of data which are collected from the various fields like
Research Institutions, State Authorizes Industries, Healthcare Centre and etc. Those data can
be accessed only by the authorized persons even form remotes areas [4]. Those data are
secured and usage is limited as private and public according to the accessibility rate of the
users. The processing of the data is done in both the layers like data storage layer and user
access layer.

Research
Institutions

Cloud

State Authorizes

F
I
R
E

W
A
L
L

Industries

Healthcare Centre

Data Storage Layer

Organizations

Personal Devices

Hubs in Home &
Industry

User Accessing Layer

Figure 3. IoT Architecture for Big Data

Network Layer
Network Layer is the middle layer which acts as the medium for the transformation of
the data. The Cloud is being used for the transformation of the data. Here two way
transformations is present between the user access layer and data storage layer. The networks
like Bluetooth, Wi-Fi, ZigBee and other technologies are used for the transformation of the
data in the cloud. Firewall acts as the middleware in the network layer and keeps the data
secured.
User Access Layer
User Access Layer consists of the list of end user devices like hubs in home and
industries, personal devices like smart phone and organizations. Hubs receives the signals
from the sensors and acts according to it like switching on or off of the devices, sending
signals to sensors about the faults or the processing of the data and etc. The personal devices
are used to access the details or the reports from the organizations or industries and to send
the processed details to the authorized persons.
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5. AREAS USING IOT AND BIG DATA
IoT and Big Data play a vital role in our day to life. There are various areas using IoT
and Big Data and few are as follows,
i.

ii.

iii.

iv.

v.

vi.

HealthCare
In Healthcare IoT, provides patient monitoring devices like smarty activity monitor,
which is used for calculating the workout time, calories burned in workout, food and
water intake, sleeping monitor and etc. IoT also provides various services like mobile
healthcare for medical wellness, prevention, diagnosis, treatment and monitoring
services for the better treatment for the patients in a less cost.
Industries
In IIoT (Industries Internet of Things), smart machines are better than humans at
accurately, capturing and communication data. This data can enable companies to pick
up inefficiencies and problems, it also saves time and money and support business
intelligence efforts. IoT also provides plat safety and security.
Marketing
IoT have improved the market opportunities for equipments manufacturing also
develops economical growth of the business. IoT helps in the trading of the products
and in financial exchange of the industries and the people. Money transfer is secured
in the case of IoT.
Transportation
In the case of IoT Transportation, provides various applications like smart parking by
finding a parking space in a busy city centre, GPS tracking sensors and route maps.
This helps in the monitoring of the vehicles by its geographical presents and its speed
controls.
Smart Cities
IoT have made cities as smart cities with its applications like structural health, waste
management, air quality management, noise management, traffic congestion, city
energy consumption, smart parking, smart lighting, automation of public building and
etc.
Social Media
SIoT (Social Internet of Thing) is defined as an IoT where things are capable of
establishing social relationships with other objects autonomously with respect to
humans. Here a social network of objects is created. The advantages of SIoT are
shaping of network as required guaranteeing network navigations, trustworthiness in
interactions among things (friends) and etc.

6. CONCLUSION
IoT and Big Data are the advanced technologies used in the various field for the
development of its quality. IoT provides various features in communication between devices
and it also saves time and money. It improves the accuracy of the activities performed. IoT
have an infrastructure with various protocols for transformation of data and storage of data in
a huge amount. IoT provides two way communications and it also provides security in the
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transformation of data. The cloud plays a vital role in the IoT Big Data communication with
firewall for the security and privacy of data.
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ABSTRACT
Internet of Things (IoT) is having the network with an immediate access to information from the
physical world which provides innovative services and emerging efficient productivity. This kind of
technology is facing some challenges in application. It creates a newer information society and
knowledge economy. This paper presents the key technologies and challenges of Iot growth. Finally
some issues involved in future research in IoT are acknowledged towards its growth briefly.
Keywords: Internet of Things (IoT), IoT application, IoT architecture, IoT challenge, IoT technology

1. INTRODUCTION
The Internet of Things (IoT) is viewed as an economic technology with pool of global
information in the world. It is a smart network which links all things on the Internet in the aim
of exchanging information and communicating through information sensing devices with the
support of servicing protocols. It performs the goal of identifying, locating, tracking,
monitoring and managing things [1]. It is an additional Internet-based network, which
increases the human communication. In the IoT model, many objects are dominating in form
of IoT networks. RF identification (RFID) [7], sensor technology, and other smart
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technologies will be embedded into a variety of applications. Following technology
evolutions, more and more computing power, storage, and battery capacities become available
at relatively low cost and low size. This trend is enabling the development of extreme smallscale electronic devices with identification /communication /computing capabilities, which
could be embedded in other devices, systems, and facilities [1]. IoT should have the following
three characteristics [2].
1. 1. Wide Perception
A new opportunity supports two-dimensional barcode to obtain the object information
at anytime and anywhere using RFID and sensors. The benefits of this system, information
and communication systems can be added to the human surrounding. Sensor network make
an active interact for people with the real world remotely. Identification technologies stated
here include objects and locality identifications of network.
1. 2. Consistent Communication
Being availed of huge types of telecommunication and radio networks, Internet, objects
information can be available in any time. There are two types of communication technologies
are emerged includes a variety of wired and wireless transmission technologies, switching
technologies, networking technologies, and gateway technologies. IoT establishes the
interaction among the physical world, the virtual world, the digital world, and the client
environment. Machine to machine (M2M) is the key implementation technology of the
Network of Things, which represents the connections and communications between M2M and
Human to Machine including Mobile to Machine.
1. 3. Smart Handling
IoT data applications includes smart computing technologies, cloud and grid computing
can be supported by assembling IoT data into databases. Cloud computing have a provision
for storing and retrieving billions of information with the help of network service providers
thus be the promoter of IoT.

2. IOT KEY TECHNOLOGY
IoT is regarded as useful deployment of multiple technologies that covers in the domain
of Hardware, Software and extremely robust applications around each domain of industries
and operating sectors. In this context, this Section will present the technology areas enabling
the IoT and will identify the research and development challenges and outline a roadmap for
future research activities to provide practical and reliable solutions. Some of the key
technology areas that will enable IoT are: (i) Identification technology(ii) IoT architecture
technology(iii) Communication technology
2. 1. Identification technology
The process of identification is to provide a UID or global unique identifier to an entity.
UIDs may be built as a single quantity or a collection of attributes such that the combination
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of their values is unique. In the vision of IoT, things have a digital identity are identified with
a digital name and the relationships among things can be specified in the digital domain. IoT
deployment will require the development of new technologies that need to address the global
ID schemes, identity management, identity encoding/encryption, authentication and repository
management using identification and addressing schemes and the creation of global directory
lookup services and discovery for IoT applications with various unique identifier schemes.

Figure 1. IoT Architecture Technology

2. 2. Architecture Technology
A software layer interpolated between the technological and application levels
architectures are developing in recent years for IoT which follows the service oriented
architecture (SOA) approach shown in above figure 1. The adoption of the SOA principles
allows for complex and massive systems into applications consisting of ecosystem of simpler
and well-defined components. The use of common interfaces and standard protocols gives a
horizontal view of an enterprise system. Therefore, the development of business process of
designing workflows of coordinated services. IoT includes an extreme wide range of
technologies [6]. IoT involves an increasing number of smart interconnected devices and
sensors (e.g., cameras, biometric, physical, and chemical sensors) that are often nonintrusive,
transparent, and invisible.
2. 3. Communication technology
The applications of IoT form in broad design space with many aspects that include
several issues and parameters some of which are mentioned below.
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2. 3. 1. Deployment - Network with mobility or without mobility environment.
2. 3. 2. Cost, size, energy resources- Very much resource-constrained or unlimited resources.
2. 3. 3. Type of network - Heterogeneity and homogeneous.
2. 3. 4. Communication modality - single-hop or multi-hop communication.
2. 3. 5. Infrastructure specific - Applications depends fixed infrastructure or dynamic.
2. 3. 6. Network topology - single hop, star, multi-hop, mesh or multi-tier.
2. 3. 7. Coverage - sparse, dense or redundant.
2. 3. 8. Connectivity - continuous, occasional or sporadic.
2. 3. 9. Network size - ranging from tens of nodes to thousands.
2. 3. 10. QoS requirements - reliability and security.

3. APPLICATIONS OF IOT
The following table shows the different application areas are benefited by IOT.
Table 1. Applications of IOT [8]

Application Areas
Industry
agriculture
Logistics
transportation
grid
Home
Safety
Medical

Functions
Industrial environmental monitoring,
energy saving, pollution control
Agriculture production, cultivation,
monitoring, quality control
Inventory control, e-commerce,
e-logistics
Intelligent traffic control, vehicle
positioning and scheduling
Monitoring power station, scheduling,
remote control
Home security, distance learning, smart
control of house-hold appliances
Hazards warnings in buildings, bridges,
rail, water, food
Remote health monitoring, intelligent
drug control

4. IOT CHALLENGES
IoT trends to be unified, seamless, and pervasive. Large scale service deployment needs
to be framed within a set of standards. However, IoT involves many manufacturers, spans
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multiple industries, and it differs widely in application scenarios and user requirements, which
consequently gives impacts on large-scale commercial deployment of related services. The
issues identified in IoT network are low power nodes and computing, low cost and low
latency communication, identification and positioning technologies, self-organized distributed
systems technology, and distributed intelligence.
4. 1. Privacy and Security Challenge
Compared with traditional networks, security and privacy issues of IoT become more
prominent [3]. Privacy regarding information of users must protect with the support of IoT.
So it enable number of management objects for servicing and protocols.
4. 2. Energy Sustainability
In the future, energy-efficient and self-sustainable systems will be key enhancing issues
to the IoT. The steps towards harvesting energy from environments must be developed.
Efficiency in processing and communication must also be increased through new circuits, new
programming paradigms, and the further development of energy-efficient protocols with
smart system and autonomous wireless smart systems. It encompasses several technologies
such as information technology, cognitive sciences [4], communication technology, and lowpower sensor device.

5. CONCLUSION
We have a clear perception of IoT from this paper and it will be implemented all over
the world with lots of technologies in the coming years. We also provide suggestions of the
important aspects that need to be further studied and developed for making large-scale
deployment of IoT. It is observed that needs of emergent need exists for significant work in
the application areas of IoT. But the challenges from research, it needs to be pushed for
further investigation. The growth of the IoT showing of many new challenges regarding with
architecture technology, identification technology and communication technology.
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ABSTRACT
A direct interpretation of the term Internet of Things refers to the use of standard Internet
protocols for the human-to-thing or thing- to-thing communication in embedded networks. Although
the security needs are well-recognized in this domain, it is still not fully understood how existing IP
security protocols and architectures can be deployed. In this paper, we discuss the applicability and
limitations of existing Inter- net protocols and security architectures in the context of the Internet of
Things. First, we give an overview of the deployment model and general security needs. We then
present challenges and requirements for IP-based security solutions and highlight technical limitations
of standard IP security protocols. Focused on the security loopholes arising out of the information
exchange technologies used in Internet of Things. No countermeasure to the security drawbacks has
been analyzed in the paper.
Keywords: Denial of Service; RFID; WSN; Internet of Things; DDoS Attack, Surveillance;
sequestration

1. INTRODUCTION
Building upon the concept of Device to Device (D2D) Communication technology of
Bill Joy [1], Internet of Things (IoT) embodies the concept of free flow of information
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amongst the various embedded computing devices using the internet as the mode of
intercommunication. The term “Internet of Things” was first proposed by Kevin Ashton in the
year 1982 [2]. With the aim of providing advanced mode of communication between the
various systems and devices as well as facilitating the interaction of humans with the virtual
environment, IoT finds its application in almost any field. But as with all things using the
internet infrastructure for information exchange, IoT to is susceptible to various security
issues and has some major privacy concerns for the end users. As such IoT, even with all its
advanced capabilities in the information exchange area, is a flawed concept from the security
viewpoint and proper steps has to be taken in the initial phase itself before going for further
development of IoT for an effective and widely accepted adoption. In the Internet of Things
(IoT), everything real becomes virtual, which means that each person and thing has a
locatable, addressable, and readable counterpart on the Internet. These virtual entities can
produce and consume services and collaborate toward a common goal.
The user’s phone knows about his physical and mental state through a network of
devices that surround his body, so it can act on his behalf. The embedded system in a
swimming pool can share its state with other virtual entities. With these characteristics, the
IoT promises to extend “anywhere, anyhow, anytime” computing to “anything, anyone, any
service.” Several significant obstacles remain to fulfill the IoT vision, among them security.
The Internet and its users are already under continual attack, and a growing economy - replete
with business models that undermine the Internet’s ethical use - is fully focused on exploiting
the current version’s foundational weaknesses.
This does not bode well for the IoT, which incorporates many constrained devices.
Indeed, realizing the IoT vision is likely to spark novel and ingenious malicious models. The
challenge is to prevent the growth of such models or at least to mitigate and limit their impact.
Meeting this challenge requires understanding the characteristics of things and the
technologies that empower the IoT. Mobile applications are already intensifying users’
interaction with the environment, and researchers have made considerable progress in
developing sensory devices to provide myriad dimensions of information to enrich the user
experience. The Thing Lifecycle and Architectural Considerations We consider the
installation of a Building Automation Control (BAC) system to illustrate the lifecycle of a
thing. A BAC system consists of a network of interconnected nodes that perform various
functions in the domains of HVAC (Heating, Ventilating, and Air Conditioning), lighting,
safety etc.
The nodes vary in functionality and a majority of them represent resource constrained
devices such as sensors and luminaries. Some devices may also be battery operated or batteryless nodes, demanding for a focus on low energy consumption and on sleeping devices. In our
example, the life of a thing starts when it is manufactured. Due to the different application
areas (i.e., HVAC, lighting, safety) nodes are tailored to special task. It is therefore unlikely
that a single manufacturer creates all nodes in a building. Hence, interoperability as well as
trust bootstrapping between nodes of different vendors is important. The thing is later
installed and commissioned within a network by an installer during the bootstrapping phase.
Specially, the device identity and the secret keys used during normal operation are provided to
the device during this phase. Different subcontractors may install different IoT devices for
different purposes. Furthermore, the installation and bootstrapping procedures may not be a
denned event but may stretch over an extended period of time. After being bootstrapped, the
device and the system of things are in operational mode and run the functions of the BAC
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system. During this operational phase, the device is under the control of the system owner.
For devices with lifetimes that span several years, occasional maintenance cycles may be
required. During each maintenance phase, the software on the device can be upgraded or
applications running on the device can be reconfigured. The maintenance tasks can thereby be
performed either locally or from a backend system. Depending on the operational changes of
the device, it may be required Security Challenges in the IP-based Internet of Things 3 to rebootstrap at the end of a maintenance cycle.
The device continues to loop through the operational phase and the eventual
maintenance phase until the device is decommissioned at the end of its lifecycle. However,
the end-of-life of a device does not necessarily mean that it is defective but rather denotes a
need to replace and upgrade the network to next-generation devices in order to provide
additional functionality.. However, this separation of functionality adds further complexity
and costs to the configuration and maintenance of the different networks within the same
building. As a result, more recent building control networks employ IP- based standards
allowing seamless control over the various nodes with a single management system. While
allowing for easier integration, this shift towards IP-based standards results in new
requirements regarding the implementation of IP security protocols on constrained devices
and the bootstrapping of security keys for devices across multiple manufacturers.

2. CONNECTIVITY TECHNOLOGIES AND INTERACTION AMONGST VARIOUS
INTERNET OF THINGS (IoT) DEVICES
The automatic exchange of information between two systems or two devices without
any manual input is the main objective of the Internet of Things. This automated information
exchange between two devices takes place through some specific communication
technologies, which are described below.
2. 1. Wireless Sensor Networks (WSN)
As described in [3], A wireless sensor network (WSN) (sometimes called a wireless
sensor and actuator network (WSAN) are spatially distributed autonomous sensors to monitor
physical or environmental conditions, [2] such as temperature, sound, pressure, etc. and to
cooperatively pass their data through the network to a main location. The more modern
networks are bi-directional, also enabling control of sensor activity.
WSN are compositions of independent nodes whose wireless communication takes
place over limited frequency and bandwidth. The communicating nodes of a typical wireless
sensor network consist of the following parts:
i. Sensor
ii. Microcontroller
iii.Memory
iv. Radio Transceiver
v. Battery
Due to the limited communication range of each sensor node of a WSN, multi-hop relay
of information take place between the source and the base station. The required data is
collected by the wireless sensors through collaboration amongst the various nodes, which is
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then sent to the sink node for directed routing towards the base station. The communication
network formed dynamically by the use of wireless radio transceivers facilitates data
transmission between nodes. Multi-hop transmission of data demands different nodes to take
diverse traffic loads.
Secure Interconnection between the IoT and Internet domains
The fundamental differences between the IoT domain and the Internet domain can be
classified by the host and network capabilities as well as the respective network topology.
Each dimension thereby shows challenges for standard IP security protocols to perform in the
IoT domain:
1. Device capabilities: Internet hosts and IoT devices differ strongly regarding their available
hardware resources. While Internet hosts are typically equipped with CPUs in the GHz range
and several GBs of memory, embedded devices in the IoT domain are limited to CPUs in the
MHz range and several KBs of memory. Recent IP security protocols cater for these
differences of host capabilities by means of cryptographic agility concepts allowing for
various ciphers for peer authentication. However, as the capabilities of a single Internet host
compare to the capabilities of multiple IoT hosts, Internet hosts can mount attacks against IoT
devices that are similarly effective to today’s distributed Denial of Service attacks. DoS
protection mechanisms built into standard IP security protocols do not mitigate this type of
attack, as they often assume that individual hosts are equally powerful.
2. Network capabilities: The lossy communication channel, small packet sizes, and
throughput in the order of tens of Kbit/sec for the IoT domain compare to a relatively reliable
channel and high throughput the Internet. The lossy channel in the IoT scenario thereby
demands for optimized protocol flows. Fate sharing of packet flights as implemented by
(d)TLS is problematic, as the complete flights would need to be retransmitted in the likely
event of packet loss. Additionally, different MTU sizes make fragmentation likely for packets
originating from the Internet domain.6LowPAN compensates for this fact by handling packet
fragmentation at its adaption layer. However, IP packet fragmentation enables malicious
Internet hosts to fill up the limited buffer space of IoT hosts with invalid IP fragments by
sending merely a few large packets. This is due to the fact that IP security protocols
commonly calculate integrity checksums and signatures over whole packets instead of over
intermediate fragments. Hence, the validity of fragmented packets cannot be verified before
packet re-assembly.
3. Network topology: IoT networks denote wireless multi-hop routing structures, whereas the
Internet backbone is wired and ISP-centered. The cooperative routing topology of IoT
networks in combination with the higher bandwidth available to Internet host allows to not
only target single IoT devices, but whole IoT networks with DoS attacks. As today’s IP
security protocols focus on end-to-end mechanisms, they do not defend against this type of
attack that would need to stop at the IoT ingress point.The above issues show that IP security
solutions do not cater immediately to a secure interconnection of IoT networks and the
Internet. We now present an adaptation layer-based approach to enabling security
bootstrapping between the IoT domain and the Internet with existing IP security protocols.
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2. 2. Radio Frequency Identification (RFID)
In context to the Internet of Things (IoT), RFID is the wireless use of electromagnetic
fields to transfer data, for the purposes of automatically identifying and tracking tags attached
to objects. The tags contain electronically stored information. Some tags are powered
by electromagnetic induction from magnetic fields produced near the reader. Some types
collect energy from the interrogating radio waves and act as a passive transponder. Other
types have a local power source such as a battery and may operate at hundreds of meters from
the reader. Unlike a barcode, the tag does not necessarily need to be within line of sight of the
reader and may be embedded in the tracked object. RFID is one method for Automatic
Identification and Data Capture(AIDC)RFID technology is mainly used in information tags
interacting with each other automatically. RFID tags use radio frequency waves for
interacting and exchanging information between one another with no requirement for
alignment in the same line of sight or physical contact. It uses the wireless technology of
Automatic Identification and Data Capture (AIDC) .A RFID is made up of the following two
components [2]:
2. 2. 1. RFID tags (Transponders)
In a RFID tag, an antenna is embedded in a microchip. The RFID tag also consists of
memory units, which houses a unique identifier known as Electronic Product Code (EPC).
The function of the EPC in each tag is to provide a universal numerical data by which a
particular tag is recognized universally.
As per the classification in [2], the types of RFID tags are:
i. Active tag: This type of tag houses a battery internally, which facilitates the interaction
of its unique EPC with its surrounding EPCs remotely from a limited distance.
ii. Passive tag: In this type of tag, the information relay of its EPC occurs only by its
activation by a transceiver from a pre-defined range of the tag. The lack of an internal battery
in the passive tags is substituted by its utilization of the electromagnetic signal emitted by a
tag reader through inductive coupling as a source of energy. (For details about the utilization
of external sources of energy in a passive tag, readers can refer to [4]).
A RFID tag operates in conjunction with a tag reader, the EPC of the former being the
identifying signature of a particular tag under the scan of the latter.
2. 2. 2. RFID readers (Transceivers)
The RFID reader functions as the identification detector of each tag by its interaction
with the EPC of the tag under its scan. More information on the working technologies behind
RFID can be found in [6].

3. SECURITY ISSUES AND PRIVACY CONCERNS
Despite the immense potential of IoT in the various spheres, the whole communication
infrastructure of the IoT is flawed from the security standpoint and is susceptible to loss of
privacy for the end users.
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Some of the most prominent security issues plaguing the entire developing IoT system
arise out of the security issues present in the technologies used in IoT for information relay
from one device to another. As such some of the prominent security issues stemming out
from the communication technology are the following:

Figure 1. Security in Wireless Sensor Networks
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3. 1. Security issues in the wireless sensor networks (WSNs)
The hierarchical relationship of the various security issues plaguing the wireless sensor
network is shown in Figure 2. The oppressive operations that can be performed in a wireless
sensor network can be categorized under three categories [7]:
i. Attacks on secrecy and authentication
ii. Silent attacks on service integrity
iii. Attacks on network availability: The denial of service (DoS) ([16,17]) attack falls
under this category. This prevention of accessibility of information to legitimate users
by unknown third party intruders can take place on different layers of a network
[8,14,15].
3. 2. DoS attack on the physical layer
The physical layer of a wireless sensor network carries out the function of selection and
generation of carrier frequency, modulation and demodulation, encryption and decryption,
transmission and reception of data [19]. This layer of the wireless sensor network is attacked
mainly through
i. Jamming: In this type of DoS attack occupies the communication channel between the
nodes thus preventing them from communicating with each other.
ii. Node tampering: Physical tampering of the node to extract sensitive information is
known as node tampering.
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3. 3. DoS attack on the link layer
The link layer of WSN multiplexes the various data streams provides detection of data
frame, MAC and error control. Moreover the link layer ensures point-point or pointmultipoint reliability [20]. The DoS attacks taking place in this layer are:
i. Collision: This type of DoS attack can be initiated when two nodes simultaneously
transmit packets of data on the same frequency channel. The collision of data packets
results in small changes in the packet results in identification of the packet as a mismatch at
the receiving end. This leads to discard of the affected data packet for re-transmission [21].
ii. Unfairness: As described in [21], unfairness is a repeated collision based attack. It can
also be referred to as exhaustion based attacks.
iii. Battery Exhaustion: This type of DoS attack causes unusually high traffic in a channel
making its accessibility very limited to the nodes. Such a disruption in the channel is caused
by a large number of requests (Request To Send) and transmissions over the channel.
3. 4. DoS attack on the network layer:

Figure 2. Hierarchical diagram of security issues in Wireless Sensor Network

The main function of the network layer of WSN is routing. The specific DoS attacks
taking place in this layer are:
i. Spoofing, replaying and misdirection of traffic.
ii. Hello flood attack: This attack causes high traffic in channels by congesting the channel
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with an unusually high number of useless messages. Here a single malicious node sends a
useless message which is then replayed by the attacker to create a high traffic.
iii. Homing: In case of homing attack, a search is made in the traffic for cluster heads and
key managers which have the capability to shut down the entire network.
iv. Selective forwarding: As the name suggests, in selective forwarding, a compromised
node only sends a selected few nodes instead of all the nodes. This selection of the nodes is
done on the basis of the requirement of the attacker to achieve his malicious objective and
thus such nodes does not forward packets of data.
v. Sybil: In a Sybil attack, the attacker replicates a single node and presents it with multiple
identities to the other nodes.
vi. Wormhole: This DoS attack causes relocation of bits of data from its original position in
the network. This relocation of data packet is carried out through tunnelling of bits of data
over a link of low latency.
3. 5. DoS attack on the transport layer
This layer of the WSN architecture provides reliability of data transmission and avoids
congestion resulting from high traffic in the routers. The DoS attacks in this layer are:
i. Flooding: It refers to deliberate congestion of communication channels through relay of
unnecessary messages and high traffic.
ii. De-synchronization: In de-synchronization attack, fake messages are created at one or
both endpoints requesting retransmissions for correction of non-existent error. This results
in loss of energy in one or both the end-points in carrying out the spoofed instructions.
3. 6. DoS attack on the application layer

Figure 3. Types of Denial of Attack in Wireless Sensor Network
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The application layer of WSN carries out the responsibility of traffic management. It
also acts as the provider of software for different applications which carries out the translation
of data into a comprehensible form or helps in collection of information by sending queries
[20]. In this layer, a path-based DoS attack is initiated by stimulating the sensor nodes to
create a huge traffic in the route towards the base station [21].Figure 3 shows all the above
mentioned DoS attacks in the different layers of a wireless sensor network.
Some additional DoS attacks are as follows [7,14,15]:
i. Neglect and Greed Attack
ii. Interrogation
iii. Black Holes
iv. Node Subversion
v. Node malfunction
vi. Node Outage
vii. Passive Information Gathering
viii. False Node
ix. Message Corruption
Some of the other security and privacy issues in a WSN are [7,9,10]:
i. Data Confidentiality
ii. Data Integrity
iii. Data Authentication
iv. Data Freshness
v. Availability
vi. Self-Organization
vii. Time Synchronization
viii. Secure Localization
ix. Flexibility
x. Robustness and Survivability
According to the threats looming over WSN can further be classified as follows:
i. External versus internal attacks
ii. Passive versus active attacks
iii. Mote-class versus laptop-class attacks
According to [12], the attacks on WSN can be classified as:
i.
ii.
iii.
iv.

Interruption
Interception
Modification
Fabrication

The attacks on WSN can further be classified as:
i. Host-based attacks
ii. Network-based attacks
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3. 7. Security issues in RFID technology
In context to IoT, RFID technology is mainly used as RFID tags for automated
exchange of information without any manual involvement. But the RFID tags are prone to
various attacks from outside due to the flawed security status of the RFID technology.

Figure 4. Security Issues in RFID

The four most common types of attacks and security issues of RFID tags are shown in
Figure 4 which are as follows:
i. Unauthorized tag disabling (Attack on authenticity): The DoS attacks in the RFID
technology leads to incapacitation of the RFID tags temporarily or permanently. Such
attacks render a RFID tag to malfunction and misbehave under the scan of a tag reader, its
EPC giving misinformation against the unique numerical combination identity assigned to
it. These DoS attacks can be done remotely, allowing the attacker to manipulate the tag
behavior from a distance.
ii. Unauthorized tag cloning (Attack on integrity): The capturing of the identification
information (like its EPC) esp. through the manipulation of the tags by rogue readers falls
under this category. Once the identification information of a tag is compromised,
replication of the tag (cloning) is made possible which can be used to bypass counterfeit
security measures as well as introducing new vulnerabilities in any industry using RFID
tags automatic verification steps.
iii. Unauthorized tag tracking (Attack on confidentiality): A tag can be traced through
rogue readers, which may result in giving up of sensitive information like a person’s
address. Thus from a consumer’s viewpoint, buying a product having an RFID tag
guarantees them no confidentiality regarding the purchase of their chase and in fact
endangers their privacy.
iv. Replay attacks (Attack on availability): In this type of impersonation attacks the
attacker uses a tag’s response to a rogue reader’s challenge to impersonate the tag In replay
attacks, the communicating signal between the reader and the tag is intercepted, recorded
and replayed upon the receipt of any query from the reader at a later time, thus faking the
availability of the tag.
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Besides this category, some prominent security vulnerabilities of RFID technologies
are:
i. Reverse Engineering
ii. Power Analysis
iii. Eavesdropping
iv. Man-in-the-middle attack
v. Denial of Service (DoS)
vi. Spoofing
vii. Viruses
viii. Tracking
ix. Killing Tag Approach
3. 8. Security issues in health-related technologies built upon the concept of IoT:
Advances and convergence of engineering with biology has paved the way for wearable
health monitoring devices which can constantly stream and share the information from the
sensor of the health monitor with other devices and social network over the internet (The
implementation of social connectivity with the sensor data can be found). The implementation
of automatic collection of data by the sensors and uploading it to the various social networks
through a web server introduces some high vulnerability in the whole data transmission
process from the monitor to the Internet. On the basis of its target device (FITBIT), it has
been recognized the following as the main security vulnerability in such health monitoring
devices working in synchronization with the Internet:
Clear text HTTP data processing: The sensor data is sent to the web servers as plain
HTTP instructions with no additional security or encryption. Such unprotected HTTP
instructions can be easily intercepted for gaining access to various functions of a user account
linked to the health-monitoring device.
From the above mentioned vulnerabilities it is clear that the security measures
implemented in the health-related technologies which are socially connected over the internet
lack the proper measures to address all the privacy concerns of the end users and puts the
users at risk of exposing valuable information about their health to unknown personnel with
malicious intents.
Based on the above-mentioned security flaws, many other security and privacy issues
present themselves in the field of Internet of Things.
A few of them are:
i.
ii.
iii.
iv.

v.

Theft of sensitive information like bank password
Easy accessibility to personal details likes contact address, contact number etc.
It may lead to open access to confidential information like financial status of an
institution
An attack on any one device may compromise the integrity of all the other connected
devices. Thus the interconnectivity has a huge drawback as a single security failure
can disrupt an entire network of devices.
The reliance on the Internet makes the entire IoT architecture susceptible to virus
attack, worm attack and most of the other security drawbacks that comes with any
Internet connected computing device etc.
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4. CONCLUSION
In this paper we have surveyed all the security flaws existing in the Internet of Things
that may prove to be very detrimental in the development and implementation of IoT in the
different fields. So adoption of sound security measures ([18]) countering the above detailed
security flaw as well as implementation of various intrusion detection systems ([11]),
cryptographic and stenographic security measures ([5]) in the information exchange process
and using of efficient methods for communication ([13]) will result in a more secure and
robust IoT infrastructure. In conclusion, we would like to suggest that more effort on
development of secured measures for the existing IoT infrastructure before going for further
development of new implementation methods of IoT in daily life would prove to be a more
fruitful and systematic method.
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ABSTRACT
Vehicular Ad-hoc network (VANET) is an exacting form of Mobile Ad-hoc Network
(MANET) where the vehicles are act as nodes. Due to high mobility of nodes, high partitioned
network and also dynamic changing routing protocols, the routing in Vanet is dispute one. The routing
protocols functions should depends on the internal and external characteristics of VANET such as
nodes mobility, road topology and obstacles which block the signal. A routing protocol is used to find
the route between the nodes to communicate each other. The particular route to be selected by routing
protocol. The routers have the information about the network which is directly connected to it. The
routing protocol first forward the information to the immediate neighbor node, then it forward the
information throughout the network. In VANET the routing protocol are classify based on topology,
position of vehicle, cluster based vehicle, broadcast based routing and geocast based routing. This
article explains the topology based routing protocol, especially reactive routing protocol which is a
part of the topology based routing protocol.
Keywords: VANET; Topology based routing; reactive routing; AODV; DSR; TORA
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1. INTRODUCTION
The vehicle which is connected to each other through ad hoc network which forms the
wireless network termed as “Vehicular Ad Hoc Network”. In VANET the communication
should takes place through vehicle to vehicle, vehicle to infrastructure, and infrastructure to
vehicle communication. In VANET the traffic and safety efficiency among the vehicles
should enhance better by integrating the communication and computing technologies into the
vehicles which results the advancement of the Intelligent Transportation System(ITS).Thus
this ITS will supports the drivers for safe drive and to make roads safety by falling the
number of automobile accidents.

2. ROUTING PROTOCOL
Due to dynamic changing network, high mobility of network and high partitions in
network, the routing protocol will broadly categorize into five groups:






Topology based routing protocol
Position based routing protocol
Cluster based routing protocol
Geocast based routing protocol
Broadcast routing protocol

Figure 1. VANET routing protocols

2. 1. POSITION/GEOGRAPHIC BASED ROUTING PROTOCOL
Based on the geographic position of the vehicle, the routing should be decided. This
type of protocol need location service about the destination. Simple Location Services (SLS),
DREAM Location Service(DLS), Global Position System(GPS), and Reactive Location
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Services (RLS) are some of the location services. The packet should deliver to the one-hop
neighbor which is nearer to the destination without any knowledge of digital map. The
position of the vehicle should identified by sending the beacons among themselves. This type
of protocol will applicable to the environment which needs peak delivery ratio then topology
routing. It offers good scalability and minimum delay. The protocol comprises:




Non Delay Tolerant Network (Non DTN)
Delay Tolerant Network (DTN)
Hybrid routing protocol

2. 2. CLUSTER BASED ROUTING PROTOCOL
This type of protocol is used in cluster. The node which selected as cluster head will
broadcast the information to the other nodes in cluster. In highly mobile environment, this
type of network will have high delay and overhead because of formation of cluster. The
cluster based routing protocols includes





COIN
LORA-CBF
TIBCRPH
CBDRP

2. 3. GEOCAST BASED ROUTING PROTOCOL
It is a location dependent multicast routing. In a particular geographical region which is
said to be a Zone of Relevance (ZOR), the source node will send the information to all other
nodes. The network overhead and network congestion should be reduced by directing the
packets in a particular route. The geocast routing protocol includes:




IVG
DG-CASTOR
DRG

2. 4. BROADCAST BASED ROUTING PROTOCOL
Flooding is the well-known method which is used for broadcast all the nodes in the
network and again the message will be re-broadcast to other nodes in network. It is mainly
used for exchanging weather, traffic information, and emergency information, road conditions
among the vehicles and also delivering announcements along with advertisements to all the
vehicles. The broadcast routing protocols which are used are:





BROADCOMM
UMB
V-TRADE
DV-CAST
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2. 5. TOPOLOGY BASED ROUTING PROTOCOL
This type of protocol will make routing decision based on communication links
information and determine the network topology by using the global information. The routing
protocol will further classified into




Proactive routing
Reactive routing
Hybrid routing

Figure 2. Topology Based Routing Protocol

2. 5. 1. PROACTIVE ROUTING PROTOCOL
Another name of this protocol is said to be table-driven protocol, because it needs a
table (which contains the topology information) to send the data between the nodes. The
periodic and triggered update is the two kinds of update which is used to broadcast the table,
this leads to wastage of bandwidth and power in the network. When the number of nodes
increases in the network the table size also increases which provides increasing the load in the
network. The table also contains the information about the nodes which is not currently
participating in the network for communication. Thus the proactive based routing protocol is
not favor for broad network for the reason of overhead in routing tables.
The well known proactive protocol includes:




Destination Sequence Distance Vector Routing (DSDV)
Optimized Link State Routing Protocols (OLSR)
Fisheye State Routing Protocol (FSR)

-203-

World Scientific News 41 (2016) 1-304

2. 5. 2. REACTIVE ROUTING PROTOCOL
In this protocol, the route should be determined only when there is need for a node to
communicate which reduces the network overhead. In highly mobile regions and frequently
topology changes network will use this reactive routing protocol. The route discovery process
is also takes place in this protocol, where the source node floods the route request message to
all other nodes in the network, once it reaches the destination. Then the destination node will
send the route reply message to the source node. The source routing and hop-by-hop routing
are the two methods of routing.
In Source routing , the path information from the source to destination is available, but
in the hop-by-hop routing, the packet contains information about the next hop address and
destination information. The protocols in reactive routing include.




Ad Hoc On Demand Distance Vector (AODV)
Dynamic Source Routing (DSR)
Temporally Ordered Routing Algorithm (TORA)

2. 5. 2. 1. AD HOC ON DEMAND DISTANCE VECTOR (AODV)
This type of protocol will useful in both unicast and multicast routing. Only where there
is a need for communication the route will be created. It has the routing table which includes
the sequence number of destination that makes to prevent the routing loops. Thus the route
redundancy and memory requirements will be reduced. It includes the three main types of
packets, they are Route request message(RREQ) ,Route Reply message (RREP) , Route Error
Message(RERR).
The RREQ is used to demand the route between the nodes. RREP is used to send reply
message among the nodes. RERR is used to send notification among the nodes, when there is
any link loss occurs.
2. 5. 2. 2 DYNAMIC SOURCE ROUTING (DSR)
The node should communicate among any destination in multiple networks by
predicting the route dynamically. The source node copies the request query in its header and
sends the packet, once it reaches the destination, then the destination will get the path by
sending the query in the header to the source node. The route discovery and the automatic
route maintenance take place in this network. It is useful for multihop wireless network.
2. 5. 2. 3 TEMPORALLY ORDERED ROUTING ALGORITHM (TORA)
It is an on demand routing protocol which mainly based on the Directed acyclic graph
(DAG). The graph should be build based on the height of the tree from the source to
destination. If a node want to send the packet to destination, then the neighbor which is in the
DAG only broadcast the packet towards the downward link.
2. 5. 3. HYBRID ROUTING PROTOCOL
It’s a mixture of proactive and reactive protocols. It is mainly used to reduce the delay
which is occurs in the route discovery process and control overhead which is occur in the
proactive protocol. This type of protocol partition the network into many zones which leads to
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high reliable in route maintenance and discovery process. It is high scalable than proactive
and reactive protocol.
2. 5. 3. 1. ZONE ROUTING PROTOCOL
This protocol is used to decrease the overhead and delay which is heavily occurred in
the route discovery process, by partition the network into zones. Based on the hop distance,
power of transmission, signal strength, speed and depends on many other factors the zones
should be created. The Zone routing protocol use the reactive routing and proactive routing in
outside and the inside zone respectively.

3. CONCLUSIONS
This paper provides the outline of different routing protocols and highlights the various
protocols which are used mainly in the topology based routing. The main problem which is
occurred in route discovering and route maintaining are overhead, due to highly mobile region
of non-coordinated vehicles. After analyzing the survey of topology based routing, the hybrid
protocol will provide the better route discovery and route maintenance with low overhead.
Then according to the performance the position based routing is better. Thus the vehicle
safety communication in routing is a challenging approach. In future, we are focusing
proactive based protocol in comparison with reactive based protocol in topology routing.
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ABSTRACT
The technique reversible data hiding with the application associated with the Quick Response
codes. QR codes are random patterns, which can be commonly observed on the corner of posters. The
goal of QR codes aims at convenience oriented applications for mobile phone users. People can use
the mobile phone cameras to capture QR code and corresponding to the QR code can be accessed
instantly. To develop Quick Response Codes are a type of two-dimensional matrix barcodes used for
encoding information. It has become very high storage capacity. The present QR is a combination of
strong encryption algorithm and data hiding in two stages to make the entire process extremely hard to
break. Here, the secret message is encrypted first and hide it in a QR Code. The QR code is that carry
meaningful information in the vertical direction as well as the horizontal, hence the two-dimensional
term. By carrying information in both directions, QR code can carry up to several hundred times the
amount of data carried by an ordinary bar codes. With the aid of our reversible data hiding technique,
the QR codes can be hidden into the original image, and considerable increase in embedding capacity
can be expected. Then, the QR code could get vanished and the original image would be recovered to
retain the information conveyed therein.
Keywords: Barcode; Quick Response code; Data Hiding
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1. INTRODUCTION
A QR code (abbreviated from Quick Response code) is a type of matrix barcode (or
two-dimensional code) designed for the industry. The code consists of black modules
arranged in a square pattern on a white background. The QR codes can hold up to 7100
characters of data, Additionally, the QR codes hold characters, numbers, symbols text, and
control codes. The information encoded can be made up of any kind of data(numeric,
alphanumeric, byte / binary).QR Codes in that the data is stored in both directions and can be
scanned vertically and horizontally.
Additionally, when damaged, the QR code can still recover from 30 to 35% of the
damaged data, words, or symbols, making the QR code far superior in the capabilities or
restoring data, or recovering information which has been lost or damaged for any reason.
QR codes can be read anytime, anywhere with mobile phones. QR Scanner that can read
and decode data from a QR code. With a mobile phone camera, and QR scanner software
install into our system, it is actually easier to decode such QR codes

2. PROBLEM DEFINITION
Many of the products contains the shelves are EAN-13 or EAN-8 format, referred to as
a 1D barcode, readable by all laser barcode scanners. These barcodes are simple in their
structure and simply contain a string of numbers which are usually placed underneath the
barcode. If the EAN-13/8 barcode is damaged, the user can input the barcode into a POS for
example and the result is the same.
That number is typically assigned to a product or piece of stock information, generated
automatically by the stock control software or assigned manually as stock arrives into the
warehouse. Many manufacturers and distributors still manage inventory on log sheets and
with index card systems. It was a tried and true method for years, but in today's world of
speed and error free work and should not rely on your employees always getting the number
right.
The advantage of the barcode scanner is that it reads what is there. There is no way the
scanner can transpose numbers or recognize the number 0 as a letter o or a number 1 with a
letter l. There are many human error elements that lead to duplicate work because of errors
and the barcode scanner prevents the errors of transposing and misreading number and letter
characters. Barcode scanners are usually perceived to the rough environment that customers
may think, there is no way to automate
2. 1. ONE DIMENSIONAL BARCODE
Many of the products contains the shelves are EAN-13 or EAN-8 format referred to as a
1D barcode, readable by all laser barcode scanners. These barcodes are simple in their
structure and simply contain a string of numbers which are usually placed underneath the
barcode. Many manufacturers and distributors still manage inventory on log sheets and with
index card systems. There are many human error elements that lead to duplicate work because
of errors and the barcode scanner prevents the errors of transposing and misreading number
and letter characters. Scanners are usually perceived to the rough environment that customers
may think, there is no way to automate.
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Barcodes are one dimensional numeric codes, and they are capable of hold up to 20
characters (small amount of data is stored).When the barcodes are damaged, they are not
capable or reading any data and they cannot be used to scan. They form a barcode that can be
scanned using a dedicated hardware barcode scanner only. When using barcodes, the exact
position has to be perfect, otherwise they will not scan.
2. 2. IMPLEMENTAION
A QR code (Abbreviated from Quick Response Code) is a type of matrix barcode (or
two-dimensional code) designed for the industry. The code consists of black modules
arranged in a square pattern on a white background. The QR codes can hold up to 7100
characters of data, Additionally, the QR codes hold characters, numbers, symbols text, and
control codes. The information encoded can be made up of any kind of data(numeric,
alphanumeric, byte / binary).
QR Codes in that the data is stored in both directions and can be scanned vertically and
horizontally. Additionally, when damaged, the QR code can still recover from 30 to 35% of
the damaged data, words, or symbols, making the QR code far superior in the capabilities or
restoring data, or recovering information which has been lost or damaged for any reason.
QR codes can be read anytime, anywhere with mobile phones. QR Scanner that can read and
decode data from a QR code. With a mobile phone camera, and QR scanner software install
into our system, it is actually easier to decode such QR codes.
2. 3. QR CODE MODULE
In QR Code module to develop Quick Response Codes (or QR Codes) are types of twodimensional matrix barcodes used for encoding information. It has become very high storage
capacity. The present method is QR is a combination of strong encryption algorithm and data
hiding in two stages to make the entire process extremely hard to break. Here, the secret
message is encrypted first and hide it in a QR Code and then again that QR Code is embed in
a cover file (picture file) in random manner, using the standard method of steganography.
In the way data which is secured is almost impossible to be retrieved without knowing
the cryptography key, the exact unhide method. QR Code library provides functions to:



Encode content into a QR Code image which can be saved in JPEG, GIF, PNG, or
Bitmap formats
Decode a QR Code image.

The design of Reed–Solomon codes and the use of 8-bit code word’s an individual code
block cannot be more than 255 code word’s in length. The QR specification does not use the
largest possible block size, instead it defines the block sizes so that no more than 30 errorcorrection symbols appear in each block.
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Figure 1. Organization Process Form

Figure 2. Product QR_Code Form
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Figure 3. Path for QR_Code Form

Figure 4. Read Product QR_Code Form
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3. CONCLUSION
There are several reasons to choose the QR code over the barcode option. These codes
are two dimensional codes, capable of storing data horizontally and vertically. Therefore, the
QR codes can hold up to 7100 characters of data. QR codes are far greater at holding and
keeping storage, and can store text messages. since special scanners are not required and the
personal computer’s or the latest camera mobile phones can scan and present the information
contained in the QR codes. It reduce barcode reader.
The organizations use QR barcodes means that used to hold and hide more information
about the particular product. Easy to generate and read QR codes using personal computer or
smart phone’s. The customer also easy read the QR code’s and able to know the details and
ingredients of particular product.
FUTURE ENHANCEMENTS
The two dimensional QR code now hold and hide only textual information. In future
can hold large text files, documents, and image files, audio and video files into the QR code.
It also used to Send the secret information from one person to another person using QR Code
is the best way. Hide audio and video files into the QR code and apply secret key means that’s
very secure. After that send that QR code from sender to receiver.
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ABSTRACT
In recent years, Vehicles are becomes the more intellectual system which is operated with the
help of radio communications. Thus the vehicles are formed the network for communications based on
the mobile Ad- hoc network (MANET) which is called as Vehicular Ad-hoc Network (VANET).
However security in Vehicular Ad-hoc Networks (VANET) should become great challenges, due to
communication development, because of dynamically changing protocols, high mobility of vehicles
and also high partitioned network. In this paper we address the security requirements of vehicles and
needed mechanisms to avoid the threats and attacks in VANET.
Keywords: VANET; NDM, ARAN, SEAD, ARIADNE

1. INTRODUCTION
VANET communication is takes place in three ways, Vehicle-to-Vehicle
communications, Vehicle-to-Infrastructure Communication, Infrastructure-to-Vehicle
communication. VANET will developed for wide variety of non-safety applications and
safety applications, which permit for value added examination includes location-based
service, automated toll payment, traffic management, vehicle safety, enhanced navigation,
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that should be used for predict the following applications such as access to the
internet(infotainment applications),closest fuel station, finding the restaurant or travel lodge.
The vehicles are operated with one type of radio interface called on Board Unit (OBU),
which is used for transforming the information between the vehicles and the Road Side Unit
(RSU) that forms the small ad hoc wireless networks. The supreme goal of VANET is to offer
the road safety information in the vehicles, thus the continuous exchange of data in the
network specifies the function of security. Thus any attack in the network will make loss of
information in VANET, which leads to accidents and all.
1. 1. TYPES OF ATTACKER
1. 1. 1. ACTIVE vs PASSIVE ATTACKER
The active attacker will generate the packets or any signals and send to the destination
node, while the passive attacker will just gain the information which is passing between the
sender and receiver.
1. 1. 2. LOCAL vs EXTENDED
The attacker makes control of various base stations or any vehicles to an local network is
said to be an Local attacker, whereas the extended attacker makes control of a variety of base
stations or vehicles which is scattered among the network. Example of this attacks are warm
hole attack and privacy-violating attack.
1. 1. 3. INSIDER vs OUTSIDER
The attacker act as a authenticated member and communicate with the other member of
the network is called as inside attacker, whereas the outsider is the network member who act
as an intruder and makes misuse the network.
1. 1. 4. MALICIOUS vs RATIONAL
The attacker who didn’t get any benefit in the attack , but to injure the functionality or
any member of the network is said to be an malicious attacker, whereas the rational attacker
get personal gain in the network.

2. SECURITY REQUIREMENTS AND SECURITY MECHANISMS
The security trouble is not same as the common communication network, the
implementation of VANET is different from various network, because of mobility, size of
network, geographic relevancy etc. Design of VANET security protocols, cryptographic
algorithms, VANET architecture makes more security challenges. VANET should be suitable
for some cryptographic related security requirements, before they are deployed in the
network. Thus this paper explains about the security requirements with related attacks
happened in the cryptographic based classification moreover their corresponding security
mechanisms and protocols used.
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2. 1. AVAILABILITY
To send and receive the message, the network should be available at any time, and it
also make sure that the network is serviceable and convenient information should available in
any functioning time.
The threats which are likely present in this availability techniques is:
Denial of Service
The network insiders and outsider makes the network unavailable for the users who are
actually authenticated by jamming and flooding with high volumes of messages. Thus the
Road Side Unit (RSU) and On Board Unit (OBU) cannot be control this large volume of
received information.
Broadcast Tampering
The inside attacker choose one route and infuse bogus messages into the network, that makes
the network to cause any damage such as accidents by hiding the traffic warnings or creating
traffic flow in that route.
Malware
When the On Board Unit (OBU) and Road Unit Side (RSU) update their software and
firmware, the inside attacker may inject the viruses and worms to make continuous disruption
in the network.
Spamming
The transmission latency will be increased, due to the presence of spamming message. It is
very difficult to control this type of attack due to the absence of centralized administration and
Infrastructure.
Black Hole attack
If a node decline to contribute the network or the node comes out from the network, then the
message should drop down and not reached to all the nodes in the network. This type of
process is called as black hole attack.
2. 1. 1. SECURITY MECHANISMS FOR AVAILABILITY
Data Correlation
It is very difficult to identify the false safety message attack. The data correlation method is
used to avoid this type of attack by collecting the information which is gained from various
sources and makes decision based on the credibility, relevance, and consistency of the
information.
Secure Positioning
To secure the position of the vehicle, thus other vehicles should also know the position of all
vehicles in the partitioned network. The Global Positioning System (GPS) are the main
solution for this securing position of the vehicle, but it also has some security leaks.
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2. 1. 2. SECURE PROTOCOL FOR AVAILABILITY
SEAD (Secure and Efficient Ad hoc Distance Vector)
It is a new secure routing protocol which avoids the incorrect routing in the traffic. This
protocol depends on Destination Sequenced Distance Vector (DSDV). If the attacker makes
DOS attacks, it just controls it, if the node has the limited CPU. It uses the one way hash
function, by choosing the random value in the node.
ARIADNE
This type of protocol can prevent the DOS attack and routes of uncompromised attack. This
protocol is based on DSR. Symmetric cryptographic method is used in this protocol. The
sender sends the message through the KSR key with timestamp, while the receivers receives
and resend the message through the KRS key and also MAC calculation also done in the
receiver side.
2. 2. AUTHENTICATION
If the vehicle wants to access the available services in the network, it should be
authenticated before access the service. During authentication process, if any violation takes
places it leads to significant consequence in the network. Authentication is making sure to
avoid the falsified identity which is provided by the outside or inside attacker.
The following some attacks available in this category is:
Sybil Attack
An attacker can state multiple identities in once. This type of attack is very dangerous attack
in VANET, which provides terrible consequences in the network.
GPS Spoofing
The node in the network makes the neighbor node as false location information. These types
of attack are very serious in VANET. The attack is occurred in the transmitter side which
generates signals stronger then the signals generated by the receiver side.
Node Impersonation Attack
The vehicles in the network are different by others through the network ID. But in this attack,
the attacker gained the ID moreover act as the genuine vehicle and gained information, even
when the vehicle absent in the network.
2. 2. 1. SECURITY MECHANISMS FOR AUTHENTICATION
Tamper Proof Hardware
The VPKI private or public keys, ELPs are the cryptographic items which is stored in the
tamper proof hardware, in which each vehicle will have this type of hardware. It keeps the
substance safe from the intruders and reduces the information leakage from the vehicle.
Novel Position Detection Scheme
The vehicle will continuously broadcast the information about its position and it also catches
this type of information from the neighbor. Once the vehicle receive the position information
from the neighbor, it just check whether the line of sight is blocked or not, if is blocked it
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again request the sender to resend the information .It mainly uses two main types of resources,
they are Eye device and Ear device.
2. 2. 2. SECURE PROTOCOL FOR AUTHENTICATION
ARAN (Authenticated Routing for Ad hoc network)
It is based on the AODV protocol, which prevents the authentication attacks including
spoofing. A certificate server which uses public key cryptography method. Each node in the
network have the record of its neighbor ,where they receive the message from the source
which broadcast the route discovery packet(RDP),then the neighbor again broadcast the
packet to all its neighbor. Once the receiver receives the packet, it just directly communicates
with the source node. Thus the destination uses the Reply in Request (REP) packet to send the
packet to source. It needs every node should have the routing table.
ARIADNE
This type of protocol can prevent the DOS attack and routes of uncompromised attack. This
protocol is based on DSR. Symmetric cryptographic method is used in this protocol. The
sender sends the message through the KSR key with timestamp, while the receivers receives
and resend the message through the KRS key and also MAC calculation also done in the
receiver side. TESLA, MAC, Digital signature are used for the Authentication process.
2. 3. CONFIDENTIALITY
Confidentiality makes sure that the authenticated nodes only should read the data. The
attacks in this network are collection of unclear information. The attacker can gain the
information through the location of router, vehicle or any user privacy etc. Thus in the
absence of confidentiality, the information may gained will affects the individuals privacy and
this type of attack should be said as a passive attack which is difficult to detect it.
The types of attacks occurred in confidentiality as follows:
Eavesdropping Attack
The attacker listen to the media and get the useful information (used for track the location of
vehicle), where the packets are transmitted during the network.
Traffic analysis attack
It is a passive attack which mainly affects the privacy of the users. After the information
collected the attacker analysis the data and get the useful information from the network.
2. 3. 1. SECURITY MECHANISMS FOR CONFIDENTIALITY
For eavesdropping attack, the sender and receiver may encrypt the message through any
encryption algorithm before they send and receive the message. Then the traffic analysis
attack should be reduced by choosing the randomizing traffic pattern.
2. 3. 2. SECURITY PROTOCOL FOR CONFIDENTIALITY
NDM (Non-Disclosure Method)
This type of protocol is mainly used to secure the location information of the vehicle. It takes
up the many independent security agents which utilize the private and public key pairs. Thus
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this protocol method is based on asymmetric cryptography method. The communication for
sender and receiver will takes place through this service agent, where it knows all nodes
address. The sender transmits the information to the service agent which encapsulates the
information and sends to the receiver, whereas the receiver transmits the message to service
agent, from that it will go the sender.
2. 4. DATA INTEGRITY
It makes sure that the data which send between the sender and receiver should not alter
during transmission. During transmission the data modification, addition, deletion should be
avoided while using this integrity method.
The following attacks may occur:
Masquerading attack
In this attack, the attacker uses the identity of the authenticated node and produces the false
message in the network.
Replay attack
In this attack ,the attacker get the packet which the sender sends and transmit the new packet
which is designed by the attacker, but the receiver thought that the packet should from the
sender side only.
Tampering/Suppression/Fabrication/Alteration
The attacker alters the message during transmission from the sender to receiver or vice versa
and then transmits to the target.
2. 4. 1. SECURITY MECHANISMS FOR INTEGRITY
Integrity Metrics for Content Delivery
VOR4VANET (Voting on Reputation for VANET) is the scheme for data integrity.It is
device centric approach which it stores the performance of individual vehicle,which functions
on every vehicle locally.
2. 4. 2 SECURITY PROTOCOL FOR INTEGRITY
ARAN (Authenticated Routing for Ad hoc network)
It is based on the AODV protocol, which prevents the authentication attacks including
spoofing. A certificate server which uses public key cryptography method. Each node in the
network have the record of its neighbor ,where they receive the message from the source
which broadcast the route discovery packet (RDP), then the neighbor again broadcast the
packet to all its neighbor. Once the receiver receives the packet, it just directly communicates
with the source node. Thus the destination uses the Reply in Request (REP) packet to send the
packet to source. It needs every node should have the routing table.
ARIADNE
This type of protocol can prevent the DOS attack and routes of uncompromised attack. This
protocol is based on DSR. Symmetric cryptographic method is used in this protocol. The
sender sends the message through the KSR key with timestamp, while the receivers receives
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and resend the message through the KRS key and also MAC calculation also done in the
receiver side. TESLA, MAC, Digital signature are used for the Authentication process.
2. 5. NON-REPUDIATION
It ensure that the data origin confirm that the data has been sent, whereas the data arrival
should confirm that the data should be received by the receiver only.
2. 5. 1. SECURITY PROTOCOL FOR INTEGRITY
ARAN (Authenticated Routing for Ad hoc network)
It is based on the AODV protocol, which prevents the authentication attacks including
spoofing. A certificate server which uses public key cryptography method. Each node in the
network have the record of its neighbor ,where they receive the message from the source
which broadcast the route discovery packet(RDP),then the neighbor again broadcast the
packet to all its neighbor. Once the receiver receives the packet, it just directly communicates
with the source node. Thus the destination uses the Reply in Request (REP) packet to send the
packet to source. It needs every node should have the routing table.

3. CONCLUSION
In VANET, Security is the main concern for design and implementing it. It is important
to provide the life –critical information to the user without any modification of the
information. We have seen the various security requirements with their corresponding attacks
and possible mechanisms and protocol for those attacks. Amongst the all security
requirements, the authentication is the major problem in the VANET. In future we have taken
the particular attack, and measures the needed security mechanisms for those type of attack.
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ABSTRACT
Accidents are a leading cause of death. Automated accident detection can save lives by
decreasing the time required for information to reach emergency responders. Speed is one of the basic
reasons for vehicle accident. Many lives have been saved if emergency service could get accident
information and reach in time. By using onboard sensor (accelerometer sensor) to find the G force of
the vehicle to detect the accident.
Keywords: GSM information; Accelerometer Sensor to detect accident

1. INTRODUCTION
Nowadays mobile phones resemble small multifunction computers, being characterized
by a CPU power and RAM size similar to that of laptop computers available only a few years
ago. The future trend is that more and more users own these intelligent mobile terminals, and
that their main use gradually shifts towards functionalities including web surfing, social
networking, multimedia streaming, online games, domestic applications, and so on. Under
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these premises, it is possible to introduce novel services using smart phones in many different
contexts. At the same time, the automobile industry is undergoing a major strategically shift
towards more ecological and secure vehicles, introducing also new vehicular services such as
eco driving support and Internet access.
In this paper we propose combining existing vehicles with Smart phones to achieve a
solution able to improve security on the road. In our solution, smart phones are used as an
alternative On-Board-Unit (OBU) within the vehicle, accessing the information in the
vehicle’s internal bus wirelessly. In this work, a specialized smart phone application was
developed to provide support for emergency services based on the information available in the
communications bus of the vehicle.
In particular, the proposed application monitors the vehicle’s speed using accelerometer
sensor by its X,Y and Z value to detect an accident has occurred. Positive accident detection
is followed by any sequence of actions defined by the user, such as sending accident details
via SMS or e-mail, or making an automated phone call to the emergency services.
Through different experiments made in a vehicle test bed we determine the most
adequate techniques to detect an accident. In particular, we compare the accuracy of the
acceleration estimation using either: (i) GPS information, (ii) accelerometer information. We
also determine the total time required to detect an accident, prepare the warning message to be
delivered, and the actual delivery of such message through different Communication
channels. Results have shown that the application developed is able to correctly fulfill its
purpose within a short time period, opening new research opportunities for the integration of
smart phones and vehicular networks.

2. LITERATURE SURVEY
I) Smartphone-based vehicle-to-driver/environment interaction system for motorcycles:
This letter concerns the definition and the implementation of an add-on interaction
system for motorcycles. The system consists of a vehicle-to-driver and a vehicle-toenvironment communication mechanism, which is based on a smart phone core and on a
wireless Bluetooth medium. The system is focused to increase the safety level of a motorcycle
and it is constituted by a vehicle with a CAN bus, a compact embedded electronic unit
implementing a CAN-to-Bluetooth gateway, a smart phone and a Bluetooth helmet. The
driver-to-vehicle interaction is based on an audio interaction located at helmet level. The
driver-to-environment is represented by communication via the HTTP protocol. The vocal
synthesis, the speech recognition, and the gateway to the web server are implemented on the
smart phone. This letter presents the hardware architecture, the software architecture and
some case-study implementation issues. An evaluation of the critical aspects of the system is
also provided.
II) Bluetooth
Bluetooth is a specification (IEEE 802.15.1) for the use of low-power radio
communications to link phones, computers and other network devices over short distances
without wires. The name Bluetooth is borrowed from Harald Bluetooth, a king in Denmark
more than 1,000 years ago. Bluetooth technology was designed primarily to support simple
wireless networking of personal consumer devices and peripherals, including cell phones,
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PDAs, and wireless headsets. Wireless signals transmitted with Bluetooth cover short
distances, typically up to 30 feet (10 meters). Bluetooth devices generally communicate at less
than 1 Mbps.
The mobile was dropped with the +Z axis face-up. The figure (2) shows the Z axis
acceleration, velocity and distance. The accelerometer measured about one-g during the freefall, spiking as free-fall abruptly ended when the mobile stopped falling. From the graph, freefall began at about 0.4 seconds and ended at about 0.85 seconds, lasting about 0.45 seconds,
accurate for a one meter fall. As a visual check of accuracy, the distance graph (red) intersects
the acceleration graph (blue) at the time of impact. That point is when measured acceleration
is about one g and the distance is one meter, the expected result. More precise times can be
determined two ways: by moving the Time slider on the main screen to observe when the Z
axis acceleration changed significantly or by emailing the raw acceleration data and
examining in a spreadsheet. Unfiltered accelerometer measurements are used to calculate
Velocity and Distance as follows:
Velocityn = Velocityn-1 + Accelerometern * 9.8 * Sample rate
Distancen = Distancen-1 + Velocityn * Sample rate + 0.5 * Accelerometern * 9.8 * Sample rate

3. LIMITATIONS
Bluetooth paring is more difficult at the situation after detecting the accident. It need
additional units like microcontroller, sensor are required to connect the other peripheral
devices. Additional software are required to communicate with the mobile and devices.

4. PROPOSED SYSTEM
In this system a smart phone application that makes use of a onboard sensors like
accelerometer to detect if the owner has either fallen down or dropped his or her smart phone.
If this happens, the app will initiate an alarm signal and inform the owner’s to stop the process
or to continue. If there is no any response from the owner this application can perform the
further process and intimate to the emergency system such as relative numbers or nearby
ambulance service station.
Emergency system can receive the message from the device along with exact location if
the net if connected or else it will get latitude and longitude value with the help of GPS
signals.

5. CONCLUSION
Current research efforts aim at developing solutions to enable a future where the
networked vehicle plays a central roles in our lives, offering countless possibilities in
sectorssuch as security, publicity, entertainment and commerce. In this paper we propose
combining existing vehicles with smart phones through sensors to achieve a solution that
allows monitoring the vehicle and trigger automated warning procedures in case an accident is
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detected. We consider that such technology allows accelerating the provision of medical
services to injured people on the road through an instant emergency call, as well as
pinpointing the exact position of the vehicle and offering an estimation of the severity of the
impact through deceleration estimation.

FUTURE ENHANCEMENT
In future there may be chance to enhance the techniques and methodologies which are
used in this project and that can be implemented based on the idea of current technologies
used in this project. If a mobile is destroyed during accident in such case SMA can be used.
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ABSTRACT
Ubiquitous sensing enabled by Wireless Sensor Network (WSN) technologies cuts across many
areas of modern day living. This offers the ability to measure, infer and understand environmental
indicators, from delicate ecologies and natural resources to urban environments. The proliferation of
these devices in acommunicating – actuating network creates the Internet of Things (IoT), wherein
sensors and actuators blend seamlessly with the environment around us, and the information is shared
across platforms in order to develop a common operating picture (COP). Fuelled by the recent
adaptation of a variety of enabling wireless technologies such as RFID tags and embedded sensor and
actuator nodes, the IoT has stepped out of its infancy and is the next revolutionary technology in
transforming the Internet into a fully integrated Future Internet.
Keywords: Wireless Sensor Network; Internet of Things; Common Operating Picture

1. INTRODUCTION
Internet of Things is the concept of basically connecting any device with an on and off
switch to the Internet. This includes everything from cell phones, coffee makers, washing
machines, headphones, lamps, wearable devices and almost anything else. This also applies to
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components of machines, for example a jet engine of an airplane or the drill of an oil rig. As
mentioned earlier, if it has an on and off switch then chances are it can be a part of the IoT.
The IoT is a giant network of connected “things” (which also includes people). The
relationships in the network will be between people-people, people-things, and thingsthings.The term Internet of Things was first coined by Kevin Ashtonin 1999 in the context of
supply chain management [1]. However,in the past decade, the definition has been more
inclusive coveringwide range of applications like healthcare, utilities, transport,etc. [2].
Although the definition of ‘Things’ has changed as technologyevolved, the main goal of
making a computer sense informationwithout the aid of human intervention remains the
same.A radical evolution of the current Internet into a Network of interconnectedobjects that
not only harvests information from theenvironment (sensing) and interacts with the physical
world (actuation/command/control), but also uses existing Internet standardsto provide
services for information transfer, analytics, applications,and communications.

2. SMART OBJECTS
In the Internet of Things (IoT) paradigm, many of the objects that surround us will be
on the network in oneform or another. Radio Frequency Identification (RFID) and
sensornetwork technologies will rise to meet this new challenge, in whichinformation and
communication systems are invisibly embeddedin the environment around us. This results in
the generation ofenormous amounts of data which have to be stored, processedand presented
in a seamless, efficient, and easily interpretableform. This model will consist of services that
are commodities anddelivered in a manner similar to traditional commodities.
Cloudcomputing can provide the virtual infrastructure for such utility computing which
integrates monitoring devices, storage devices, analytics tools, visualization platforms and
client delivery. The costbased model that Cloud computing offers will enable end-toendservice provisioning for businesses and users to access applicationson demand from
anywhere.

3. NETWORK SUPPORT
Smart connectivity with existing networks and context-awarecomputation using
network resources is an indispensable part of IoT. With the growing presence of WiFi and
4G-LTE wireless Internetaccess, the evolution towards ubiquitous information and
communicationnetworks is already evident. However, for the Internetof Things vision to
successfully emerge, the computing paradigmwill need to go beyond traditional mobile
computing scenariosthat use smart phones and portables, and evolve into connectingeveryday
existing objects and embedding intelligence into ourenvironment.
For technology to disappear from the consciousness of the user, the Internet of Things
demands:




Shared understanding of the situation of its users and their appliances
Software architectures and pervasive communication networksto process and convey
the contextual information to where it is relevant
Analytics tools in the Internet of Things that aimfor autonomous and smart behaviour.
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With these three fundamentalgrounds in place, smart connectivity and context-aware
computationcan be accomplished.

Fig. 1. Google search trends since 2004 for terms Internet of Things, Wireless Sensor Networks,
Ubiquitous Computing

Currently, weare in the post-PC era where smart phones and other handheld devicesare
changing our environment by making it more interactiveas well as informative. Mark Weiser,
the forefather of Ubiquitous Computing (ubicomp), defined a smart environment [3] as
‘‘thephysical world that is richly and invisibly interwoven with sensors, actuators, displays,
and computational elements, embedded seamlesslyin the everyday objects of our lives, and
connected througha continuous network’’.
4. CLOUD CENTRIC INTERNET OF THINGS
The vision of IoT can be seen from two perspectives — ‘Internet’centric and ‘Thing’
centric. The Internet centric architecture willinvolve internet services being the main focus
while data iscontributed by the objects. In the object centric architecture [4], the smart objects
take the centre stage.
A conceptual framework integrating the ubiquitous sensing devices and the applications
is shown in Fig. 2. In order to realize the full potential of cloud computing as wellas
ubiquitous sensing, a combined framework with a cloud at thecentre seems to be most viable.

5. FIELDS OF APPLICATION
The ability to network embedded devices with limited CPU, memory and power
resources means that IoT finds applications in nearly every field. Such systems could be in
charge of collecting information in settings ranging from natural ecosystems to buildings and
factories, thereby finding applications in fields of environmental sensing and urban planning.
On the other hand, IoT systems could also be responsible for performing actions, not just
sensing things. Intelligent shopping systems, for example, could monitor specific users'
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purchasing habits in a store by tracking their specific mobile phones. These users could then
be provided with special offers on their favourite products, or even location of items that they
need, which their fridge has automatically conveyed to the phone.Additional examples of
sensing and actuating are reflected in applications that deal with heat, electricity and energy
management, as well as cruise-assisting transportation systems. Other applications that the
Internet of Things can provide is enabling extended home security features and home
automation. The concept of an "internet of living things" has been proposed to describe
networks of biological sensors that could use cloud-based analyses to allow users to study
DNA or other molecules. All these advances add to the numerous list of IoT applications.
Now with IoT, you can control the electrical devices installed in your house while you are
sorting out your files in office. Your water will be warm as soon as you get up in the morning
for the shower. All credit goes to smart devices which make up the smart home. Everything
connected with the help of Internet.

Fig. 2. Conceptual IoT framework with Cloud Computing at the centre

6. SUMMARY AND CONCLUSIONS
The proliferation of devices with communicating–actuatingcapabilities is bringing
closer the vision of an Internet of Things, where the sensing and actuation functions
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seamlessly blend intothe background and new capabilities are made possible throughaccess of
rich new information sources. The evolution of the nextgeneration mobile system will depend
on the creativity of the usersin designing new applications. IoT is an ideal emerging
technologyto influence this domain by providing new evolving data and therequired
computational resources for creating revolutionary apps. The consolidationof international
initiatives is quite clearly accelerating progress towards an IoT, providing an overarching
view for the integration andfunctional elements that can deliver an operational IoT.
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ABSTRACT
A direct interpretation of the term Internet of Things refersto the use of standard Internet
protocols for the human-to-thing or thing-to-thing communication in embedded networks. Certainly,
the IoT security is more than a technicalproblem as it needs series of regulations and faultless
securitysystem for common purposes. So, the study of IoT security problem is an emergent issue to be
introduced in a research paper. There are many problems in security of Internet of Things (IOT) crying
out for solutions, such as RFID tag security, wireless security, network transmission security, privacy
protection and information processing security. This article is based on the existing researches of
network security technology. And it provides a new approach for researchers in certain IOT
application and design, through analyzing and summarizing the security of IOT from various angles.
In this paper, the traditional techniques are studied and evaluated, which protect the IoT resources
such as devices and data against hacking and stealing.
Keywords: Internet of Things; RFID; Security; Privacy protection; Network transmission

1. INTRODUCTION
The Internet of Things (IoT) denotes the interconnection of highly
heterogeneousnetworked entities and networks following a number of communication
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patternssuch as: human-to-human (H2H), human-to-thing (H2T), thing-to-thing (T2T),or
thing-to-things (T2Ts).Internet of things (IoT) refers to objects (things), which areuniquely
identified and using the internet structure. IoT has four major features which are states as
follows: sensing, information processing, heterogeneous access, services, and additional
features like security and privacy. Recently, the IoT term may be called in other countries as
machineto-machine communications or cyber-physical systems. The architecture of IoT
contains a most important datacommunication tools, which is called Radio
FrequencyIdentification (RFID) in addition to some complexcomputational items. Another
definition of IoT is demonstrated and can be stated as follows; a universalnetwork
infrastructure, communicate different types ofobjects through the utilization of sensing data
andcommunication capabilities. Existing Internet and networktools are embedded in this
infrastructure. It will offer specific object identification, sensor, actuator andconnection
capability as the basis for the development ofindependent federated services and applications.
Regarding the security issue, several challenges obstacle the progress of IoT
applications due to the following reasons extension of IoT to collect recent technologiessuch
as sensor network and mobile network, the internetwill comprise the passive and active
things, and communicate these things is a must. Upon these natures of IoT, new security
problems will arise. More attention to the research for IoT authenticity, confidentiality, and
dataintegrity of data should be considered.

2. RELATED WORKS
Xiong Li, et al. proposed in a study of trusted security architecture for IoT. The weak
points of this system can bestated as follows; 1) it concerned with a human being, which is
not an important factor. The most important factors are IoT data and devices, 2) it
demonstrated oldsecurity techniques and algorithms, which are not suitable for IoT, and
didn’t show an innovative idea, 3) thealgorithms and the techniques, which are demonstrated
ineach system layer, are too large to be executed in the IoT systems. This is due to limited
power machines such assensors and RFID that are considered as the skeleton of IoT systems,
4) in the trusted terminal module; the mainrequirement is secure operating system. This
requirementis not accurate because most of current operating systemsare not completely
secured, 5) this architecture contains 4types of agents, which are not identified in details.
Inaddition, how these agents will communicate with eachother to accomplish this architecture
target is not proposed.
Arijit U. et al. proposed in a trail to build security system for IoT. This trail
demonstrated threats andproblems of low security IoT devices. The systemdiscusses some
tools, which may be stolen. These tools canbe observed using monitor cars or cameras. This
solutioncan be considered as traditional and did not in line with the nature of IoT because the
devices, which are used in themonitoring such as camera, may be hacked or stolen.
Kiang Z. et al. proposed in security architecture for the IoT based on multimedia traffic.
This trial idea is concerned with the multimedia traffic which is transmitted over IoT. So, it
can be considered as a special purposesolution as it can be applicable only for multimedia.
Inaddition, it is based on old and traditional techniques. Furthermore, it's under discussion and
not implemented orevaluated so far.
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Gang. et al. proposed in a general analysis for IoT security problem. It discusses
somegeneral features such as identifying and controlling ofsensors remotely. Furthermore, it
makes a defense againstthe Denial of Service (DOS) attacks to sensor nodes.
Hui S. et al. proposed in authentication and access control techniques for IoT systems.
This trial focused on simpleand efficient elliptic curve cryptosystem secure key. Inaddition,
role-based access control authorization method isadapted based on thing’s applications and
roles with respect to IoT nature. This authentication system has threedrawbacks; 1) it based on
old security algorithms, 2) itdeals with only system users and not system data ordevices, 3) it
is considered as a special purpose technique.

3. SECURITY ASPECTS
The term security subsumes a wide range of different concepts. In the first place, it
refers to the basic provision of security services including confidentiality, authentication,
integrity, authorization, non-repudiation, and availability. Thesesecurity services can be
implemented by means of different cryptographic mechanisms, such as block ciphers, hash
functions, or signature algorithms. For eachof these mechanisms, a solid key management
infrastructure is fundamental tohandling the required cryptographic keys.
In the context of the IoT, however, security must not only focus on the required security
services, but also on how these are realized in the overall systemand how the security
functionalities are executed. To this end, we use the following terminology to analyze and
classify security aspects in the IoT:








The security architecture refers to the system elements involved in the management of
the security relationships between things and the way these security interactions are
handled (e.g., centralized or distributed) during thelifecycle of a thing
The security model of a node describes how the security parameters, processes, and
applications are managed in a thing. This includes aspects suchas process separation,
secure storage of keying materials, etc.
Security bootstrapping denotes the process by which a thing securely joins the IoT at a
given location and point in time. Bootstrapping includes theauthentication and
authorization of a device as well as the transfer of securityparameters allowing for
trusted operation.
Network security describes the mechanisms applied within a network to ensure trusted
operation of the IoT. Specifically, it prevents attackers from endangering or modifying
the expected operation of networked things. Networksecurity can include a number of
mechanisms ranging from secure routingto data link layer and network layer security.
Application security guarantees that only trusted instances of an application running in
the IoT can communicate with each other, while illegitimateinstances cannot interfere.
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Figure 1. Overview of Security Mechanism

4. IOT ARCHITECTURE
The proposed IoT security architecture can be extractedand clarified from above IoT
architecture. So, this IoT architecture is adapted to be in concordance with thesecurity issue.
The IoT security architecture consists of sixlayers; the security application layer, the
application layer, the security network layer, the network layer, the securityperception layer,
and the perception layer, seen in Fig. 2.
4. 1. Security of application layer
This layer is divided into two sub-layers. The first sub layers related to a local
application security system. For example, intelligent transportation system may use
encryption on the other hand smart home system may use steganography. The second sublayer is related to national application security system. As stated above, the national
application is concerned with management of local ones. Hence, the national application
should be well secured. So, its security system should comprise more than one security
technique to make sure that sent and received data are secure. Accordingly, there are many
security techniques, which may be applied in these types of applications such as selective
disclosure, authentication, authorization, intrusion detection, firewall, and antivirus. In this
issue, the most important recommendation is the used security techniques in the national
application should not conflict with applied security techniques in the local applications.
4. 2. Security of network layer
Also, this security layer consists of two main sub-layers; wireless and wired. The
wireless security sub-layer isconcerned with equipment, which communicate IoT applications
using wireless channels such as wirelessinternet, mobile network, and cellular networks.
Thesecurity techniques, which should be applied in this type ofnetworks, are key distribution,
intrusion detectionalgorithms, identity based authentication, aggregated proofs, and antijamming. The wired security sub-layeris related to instrumentations, which communicate the
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IoT system objects using wired channels. The securitytechniques, which should be used in
this type of networks, are firewalls, router control, resource multiplication, routing flirting,
and congestion control. This securitylayer is an extremely important since it responsible to
transmit information among IoT systems’ components. Inaddition, it can be considered as a
central unite to storecritical information. So, the sensitivity in selection ofsuitable security
technique for each IoT element is target and challenge.

Figure 2. IOT Security Architecture

4. 3. Security of perception layer
The perception security layer consists of three sub-layers, which are classified
depending on the gathered data. So, the first sub-layer, which is called multimedia, can use
security techniques such as multimedia compression, encryption, time stamps, time
synchronization, and multimedia session identifier. The second sub-layer, which is called
image, can use image compression, and cyclic redundancy checks. The third sub-layer,
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whichis called text information, can use encryption, compression, and anti-jamming. Since,
the perceptionlayer contains tools, which are used to acquire data from atarget area, the
traditional and straightforward securitysolution is to put a camera beside IoT perception layer
tools. But, the more advanced solution is to make eachcamera sensor covers other objects
beside its original function in the IoT system. Furthermore, there is a trackingsystem for
stolen things should be developed.

5. CHALLENGES FOR SECURE IOT
The challenges in theoperational and technical features of the IoT are discussed as
follows.
a) Constraints and heterogeneous communication
Coupling resource constrained networks and the powerful Internet is a challengebecause the
resulting heterogeneity of both networks complicates protocol designand system operation. In
the following we brief discuss the resource constraints of IoT devices and the consequences
for the use of Internet Protocols in the IoT domain.
b) Bootstrapping of a Security Domain
Creating a security domain from a set of previously unassociated IoT devices is another
important operation in the lifecycle of a thing and in the IoT network. Bootstrapping refers to
the process by which a device is associated to another one, to a network, or to a system. The
way it is performed depends upon the architecture: centralized or distributed.
In a distributed approach, a Diffe-Hellman type of handshake can allow twopeers to
agree on a common secret. In general, IKEv2, HIP, TLS, DTLS, canper form key exchanges
and the setup of security associations without online connections to a trust center. If not
considered the resource limitations of things, certificates and certificate chains can be
employed to securely communicate capabilities in such a decentralized scenario (e.g., for
IKEv2, TLS, and DTLS). HIP and Diet HIP do not directly use certificates for identifying a
host, howevercertificate handling capabilities exist for HIP and the same protocol logic
couldbe used for Diet HIP. It is noteworthy, that Diet HIP does not require a thingto
implement cryptographic hashes. Hence, some lightweight implementationsof Diet HIP might
not be able to verify certificates unless a hash function isimplemented by the thing.
c) Privacy Protection
Information privacy is directly reflects for confidentiality of IOT information. Location
information of perception terminal is an important information resource of things, and also is
one of the sensitive information need to be protected. In addition, there are also privacy issues
in data processing, such as behavior analysis based on data mining.

6. CONCLUSION
With the overall development of IOT, a variety of different wireless communication
technologies and network structure are aggregating, and the communication network
environment has become increasingly complex, the basic network security issues carried by
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all kinds of business are more complex and difficult to solve. IOT safety is huge system
engineering, network security system is established after the communication system
architecture, and a variety of complex heterogeneous communication system may have impact
on the overall security issues due to its characteristics.IOT makes the interoperability between
virtual world and the physical world not only related to information security, interoperability,
but also includes important social functions, intellectual property protection, privacy on
important national basic industries and social key services. If these security issues are not
addressed, there will be a big risk on the application of IOT. Therefore, IOT security issues is
bound to rise to the national level, and it is great significant to promote IOT security.

7. FUTURE WORK
More security techniques should be tested in each layer ofthe proposed architecture to
test compatibility. So, in thefuture, the techniques such as authorization, authentication, and
time synchronization will be tested. Also, thesimulation environment should be larger (as
possible) toprovide more accurate results.
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ABSTRACT
In today’s computing world Network Security became vulnerable. As many types of attacks
makes the system unsecure and reduces the performance of servers. One such attack is - Denial of
Service (DoS) attacks. The drawbacks of this attacks end user application accessibility will be
diminishing and the request handling capacity of the application server will drastically subsides.
Keywords: Flooding; Protocol; DoS attacks

1. INTRODUCTION
According to the WWW Security a DoS attack can be described as an attack designed
to render a computer or network incapable of providing normal services. A DoS attack is
considered to take place only when access to a computer or network resource is intentionally
blocked or degraded as a result of malicious action taken by another user. These attacks don’t
necessarily damage data directly or permanently, but they intentionally compromise the
availability of the resources. The most common DoS attacks target the computer network’s
bandwidth or connectivity. Bandwidth attacks flood the network with such a high volume of
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traffic that all available network resources are consumed and legitimate user requests cannot
get through, resulting in degraded productivity. Connectivity attacks flood a computer with
such a high volume of connection requests, that all available operating system resources are
consumed and the computer can no longer process legitimate user requests.

2. CATEGORIES OF DoS ATTACKS
DoS attacks can be classified into five categories based on the attacked protocol level,
DoS attacks in the Network Device Level include attacks that might be caused either by
taking advantage of bugs or weaknesses in software, or by trying to exhaust the hardware
resources of network devices. One example of a network device exploit is the one that is
caused by a buffer overrun error in the password checking routine. Using these exploits
certain Cisco 7xx routers could be crashed by connecting to the routers via telnet and entering
extremely long passwords.
In the OS level DoS attacks take advantage of the ways operating systems implement
protocols. One example of this category of DoS attacks is the Ping of Death attack. In this
attack, ICMP echo requests having total data sizes greater than the maximum IP standard size
are sent to the targeted victim. This attack often has the effect of crashing the victim’s
machine.
Application-based attacks try to settle a machine or a service out of order either by
taking advantage of specific bugs in network applications that are running on the target host
or by using such applications to drain the resources of their victim. It is also possible that the
attacker may have found points of high algorithmic complexity and exploits them in order to
consume all available resources on a remote host. One example of an application based attack
is the finger bomb. A malicious user could cause the finger routine to be recursively executed
on the hostname, potentially exhausting the resources of the host.
In data flooding attacks, an attacker attempts to use the bandwidth available to a
network, host or device at its greatest extent, by sending massive quantities of data and so
causing it to process extremely large amounts of data. An attacker could attempt to use up the
available bandwidth of a network by simply bombarding the targeted victim with normal, but
meaningless packets with spoofed source addresses. An example is flood pinging. Simple
flooding is commonly seen in the form of DDoS attacks.
DoS attacks based on protocol features take advantage of certain standard protocol
features. For example several attacks exploit the fact that IP source addresses can be spoofed.
Several types of DoS attacks have focused on DNS, and many of these involve attacking DNS
cache on name servers. An attacker who owns a name server may coerce a victim name server
into caching false records by querying the victim about the attacker’s own site. A vulnerable
victim name server would then refer to the rogue server and cache the answer.
According to the WWW Security on Distributed Denial of Service (DDoS) attacks: “A
DDoS attack uses many computers to launch a coordinated DoS attack against one or more
targets. Using client/server technology, the perpetrator is able to multiply the effectiveness of
the DoS significantly by harnessing the resources of multiple unwitting accomplice
computers, which serve as attack platforms”. The DDos is the most
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advanced form of DoS attacks. It is distinguished from other attacks by its ability to deploy its
weapons in a ‘‘distributed’’ way over the Internet and to aggregate these forces to create
lethal traffic.
A Distributed Denial of Service Attack is composed of four elements as shown in
Figure 1.

Figure 1. Architecture of DDoS attacks







The real attacker
The handlers or masters, which are compromised hosts with a special program running
on them, capable of controlling multiple agents
The attack daemon agents or zombie hosts, who are compromised hosts that are
running a special program and are responsible for generating a stream of packets
towards the intended victim. Those machines are commonly external to the victim’s
own network, to avoid efficient response from the victim, and external to the network
of the attacker, to avoid liability if the attack is traced back.
A victim or target host.

3. MOTIVATION
Among the many security threats in the current Internet, Distributed Denial of Service
(DDoS) attacks are considered to be one of the most serious. Denial of Service (DoS) attacks
aim to make the resources of the computer system of the victim unavailable or unreliable in
providing their intended services. In the context of this thesis, DoS attacks try to consume and
exhaust the victim's bandwidth or the server capacity. In DDoS attacks, the attacker
compromises a large number of hosts in Internet and instructs them to conduct a coordinated
attack. The network of the compromised hosts is called a botnet. While progress has been
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made in preventing or at least significantly lessening the impact of various security
vulnerabilities, real progress in fighting DDoS is still missing. While automated software
updates and antivirus programs can limit the number of compromised computers, there are
still botnets comprising of millions of nodes. Another potential defense is to filter the packets
sent by the DDoS attacker at a firewall after detecting the attack with and intrusion detection
system (IDS). These rule-based detection and filtering techniques have not been successful in
filtering DDoS traffic because the DDoS attacker can send seemingly legitimate traffic.
In the case of open services, such as web servers, the DDoS attacker only needs to send
large quantities of useless service requests. Thus, there might be no specific features of DDoS
attack traffic that the rule-based filters can be instructed to filter. With such malicious but
legitimate traffic, DDoS attackers are able to relatively easily bypass most means of DDoS
defense. For the reasons explained above, much effort has been put into finding new methods
for defending against DDoS attacks, also in the academic community. Among the many
proposed solutions, one is to cluster network packets or service request with a learning
algorithm and to use the learned clusters later to classify and filter the traffic. The clusterbased filtering solutions do not require changes in the existing Internet model, and show
promising results in DDoS defense since the problem of legitimate but malicious traffic is
tackled from a different perspective. Namely, the clustering algorithms can be applied to
unlabeled data, i.e., there is the unsupervised learning phase. During such a phase, the
particular normal traffic distribution can be learned. Afterwards, the filter created according to
the normal profile gives precedence to the traffic matching the normal classes. In such a way,
the attack traffic, unless it matches the normal profile, is filtered, without the need to
explicitly identify it as malicious.

4. DDoS DETECTION MECHANISMS
Detection mechanisms might not obviously seem necessary, since the DDoS attacker
does not focus on hiding the attack which becomes apparent as soon as the disruption of
resources causes degradation of target's services. However, from the defender's point of view,
the moment of detection of the attack is important. First, earlier detection will enable faster
reaction to the attack and lessening its impact. Second, detection can help in finding the
sources of the attack and eventually identifying the attackers.
The two main types of detection mechanisms are determined depending on the
concept that detection is based on:



detection based on specific features of the DDoS traffic
anomaly-based detection.

Before describing DDoS detection based on specific features of the DDoS traffic, we
should mention the security platform called network intrusion detection system (NIDS).
Namely, NIDS are implemented as a separate devices or software components with the
function of monitoring both ingress and egress traffic in order to detect intrusions. Intrusions
include different types of malicious activities and attacks, particularly DDoS attacks. The
detection based on specific features of the attack traffic is often the part of signature-based
network intrusion detection systems. Signatures are formed from specific features of the know
attack types. Example assumptions that are made about specific features of DDoS traffic are:
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the DDoS traffic does not comply with the TCP flow control
there is a disproportion between the packet rate at the victim and close to the sources
the ratio of SYN packets compared to FIN and RST packets will be unbalanced in the
case of SYN attacks.

However, these assumptions are not always valid. For example, an attack using a large
number of bots may be conducted in such a way that each of them opens a legitimate TCP
connection to the target. The attacker may send the FIN or RST packets in conjunction with
the SYN.

5. DDoS SOURCE IDENTIFICATION TECHNIQUE
Source identification techniques try to identify the attack sources. In the case of a single
flooding source this is still doable. In the case of DDoS, having many bots involved and with
the attacker's communication to them usually being encrypted, source identification is
difficult or impossible to achieve. Examples of source identification are IP traceback schemes
with hash-based IP traceback scheme arguably be the most effective.

6. DDOS PREVENTION AND REACTION MECHANISMS
Prevention mechanisms are intended to prevent the attack traffic from reaching the
target preferably close to the attack sources, while reaction mechanisms need to be launched
as the final defense step, when prevention techniques fail and after the attack is detected. The
main classes of prevention mechanisms include:





general mechanisms which prevent host compromise
identifying and disrupting botnets, and
filtering techniques when deployed close to the attack sources
filtering techniques when they are employed for the target bandwidth management.

General mechanisms include common techniques that help in improving the security of
the system, such as, disabling unused services, replication of resources, installing newest
security updates, and disabling IP broadcast. Since botnets are the most important resource for
the DDoS attacker, it is crucial to identifying and disrupt the botnets. Nowadays, the attackers
are able to compromise large botnets, having hundreds of thousands or even millions of bots.
Thus many Community Emergency Response Teams (CERTs) and also the corporations such
as Microsoft, have taken part in actions for disrupting some of the large botnets.

7. CLUSTERING ALGORITHMS FOR NETWORK TRAFFIC
The important factor in DDoS defense that uses cluster-based filtering is to find `the
good set of clusters in the traffic. Thus many academic solutions are focused solely on the
question how to cluster network traffic into qualitatively good classes. Some of the existing
clustering algorithms are: Density Based Spatial Clustering of Applications with Noise
(DBSCAN), K-Means and AutoClass. These algorithms are evaluated and compared from the
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point of accuracy of clustering traffic into known traffic classes, then from the point of
algorithm speed and number of clusters that is produced.
A traffic cluster is defined by ranges of traffic feature values. All the packets in which
the feature values are inside these ranges form a traffic class. The terms traffic class and
traffic cluster are often used interchangeably. Additionally, we also take as a part of the
cluster definition the amount of the recorded traffic belonging to the class. The web server has
exposed its services through a router on which the clustering mechanism is deployed.
The normal traffic is observed over a certain period of time. Afterwards, some off line
algorithm is applied to the traffic records. The off line algorithm outputs a cluster set which
represents the normal traffic profile. A filtering policy on the router is created using that
profile. When the attack happens, a predefined action using the filtering policy is taken on the
router as a DDoS defense reaction.

Figure 2. Scenario with clustering mechanism deployed

The heavy task of the initial cluster computation may be allocated to a separate server
which executes the off line algorithm. In that case, such a server may instruct the router about
the filtering policy that the router should deploy. The online algorithm might be employed on
the router to cluster the traffic stream passing through the router. In the case of an attack, the
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online algorithm provides information about the distribution of the attack traffic. Using the
output of the online algorithm, the filter reservations may be adapted so that the DDoS
reaction is improved. The success of this method, however, depends on the particular
clustering algorithm used. If successfully employed, this method can be also used for DDoS
detection. We analyze different possibilities when only the off line algorithm is used.
Depending whether the attacker or defender is more agile in changing its attack or defense
strategy. Secnario with clustering mechanism is deployed in Figure-2.

8. RESULTS
The DDoS attacker might be restricted in the scope of source IP addresses or other
features of traffic for conducting the attack. Such attacker capabilities depend on the available
attack tools and the location in Internet and size of the botnets he controls. Also, the
effectiveness of the clustering defense against such an attack depends on the traffic clustering
algorithm and on the traffic features that the algorithm uses. If the algorithm finds cluster
features that are specific to the normal traffic and difficult to imitate by the attacker, then the
attacker cannot conduct the optimal attack and the impact of the attack will be less serious.
The attacker is better able to adapt his traffic to the certain classes, and then the analysis
becomes more complex. In that case, the defender could use the knowledge about the attacker
to adapt the cluster reservations accordingly, or even his choice of the clustering algorithm
could be influenced by that knowledge. However, the analysis in this case would require data
about real DDoS attacks or a set of experiments conducted in order to find about the real
capabilities of DDoS attackers.

9. CONCLUSION
DoS/DDoS is one of the main security threats in the Internet. Defending against
DoS/DDoS becomes a necessary step that must be considered by the companies and ISPs.
DoS/DDoS detection is regarded to be one of the main phases in overcoming the DoS/DDoS
problem. In this paper, the DDoS attacker might be restricted in the scope of source IP
addresses or other features of traffic for conducting the attack.
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ABSTRACT
The below work is done to address the things like how fast can information be collected from a
wireless sensor network organized as tree using realistic simulation models under the many-to-one
communication paradigm known as converge cast. We first consider time scheduling on a single
frequency channel with the aim of minimizing the number of time slots required to complete a
converge cast. Next, we combine scheduling with transmission power control to mitigate the effects of
interference, and show that while power control helps in reducing the schedule length under a single
frequency, scheduling transmissions using multiple frequencies is more efficient. To this end, we
construct degree-constrained spanning trees and capacitated minimal spanning trees, and show
significant improvement in scheduling performance over different deployment densities. Lastly, we
evaluate the impact of different interference and channel models on the schedule length.
Keywords: Convergecast; TDMA scheduling; multiple channels; power-control; routing trees

1. INTRODUCTION
The collection of data from a set of sensors toward a common sink over a tree based
routing topology, is a fundamental operation in wireless sensor networks (WSN). In many
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applications, it is crucial to provide a guarantee on the delivery time as well as increase the
rate of such data collection. For instance, in safety and mission-critical applications where
sensor nodes are deployed to detect oil/gas leak or structural damage, the actuators and
controllers need to receive data from all the sensors within a specific deadline, failure of
which might lead to unpredictable and catastrophic events. This falls under the category of
one-shot data collection. On the other hand, applications such as permafrost monitoring
require periodic and fast data delivery over long periods of time, which falls under the
category of continuous data collection. In this work, we consider such applications and focus
on the following fundamental question: “How fast can data are streamed from a set of sensors
to a sink over a tree based topology?”
We study two types of data collection: (i) aggregated converge cast where packets are
aggregated at each hop, and (ii) raw-data converge cast where packets are individually relayed
toward the sink. Aggregated con-verge cast is applicable when a strong spatial correlation
exists in the data, or the goal is to collect summarized information such as the maximum
sensor reading. Raw data converge cast, on the other hand, is applicable when every sensor
reading is equally important, or the correlation is minimal. We study aggregated converge cast
in the context of continuous data collection, and raw data converge cast for one-shot data
collection. These two types correspond to two extreme cases of data collection. In an earlier
work, the problem of applying different aggregation factors, i.e., data compression factors,
was studied, and the latency of data collection was shown to be within the performance
bounds of the two extreme cases of no data compression and full data compression. For
periodic traffic, it is well known that contention free medium access control (MAC) protocols
such as TDMA (Time Division Multiple Access) are better fit for fast data collection, since
they can eliminate collisions and retransmissions and provide guarantee on the completion
time as opposed to contention-based protocols [1]. However, the problem of constructing
conflict free TDMA schedules even under the Simple graph-based interference model has
been proved to be NP-complete. In this work, we consider a TDMA framework and design
polynomial-time heuristics to minimize the schedule length for both types of converge cast.
We also find lower bounds on the achievable schedule lengths and compare the performance
of our heuristics with these bounds.

2. LITERATURE SURVEY
It is the most important step in software development process. Before developing the
tool it is necessary to determine the time factor, economy n company strength. Once these
things r satisfied, ten next step is to determine which operating system and language can be
used for developing the tool. Once the programmers start building the tool the programmers
need lot of external support. This support can be obtained from senior programmers, from
book or from websites. Before building the system the above consideration r taken into
account for developing the proposed system.
The use of orthogonal codes to eliminate interference has been studied by Annamalai et
al. [10], where nodes are assigned time slots from the bottom of the tree to the top such that a
parent node does not transmit before it receives all the packets from its children. This problem
and the one addressed by Chen et al. [11] are for one-shot raw-data converge cast. In this
work, since we construct degree-constrained routing topologies to enhance the data collection
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rate, it may not always lead to schedules that have low latency, because the number of hops in
a tree goes up as its degree goes down. Therefore, if minimizing latency is also a requirement,
then further optimization, such as constructing bounded-degree, bounded-diameter trees, is
needed. A study along this line with the objective to minimize the maximum latency is
presented by Pan and Tseng [15], where they assign a beacon period to each node in a Zigbee
network during which it can receive data from all its children. For raw-data convergecast,
Song et al. [12] presented a time-optimal, energy-efficient, packet scheduling algorithm with
periodic traffic from all the nodes to the sink. Once interference is eliminated, their algorithm
achieves the bound that we present here, however, they briefly mention a 3-coloring channel
assignment scheme, and it is not clear whether the channels are frequencies, codes, or any
other method to eliminate interference. Moreover, they assume a simple interference model
where each node has a circular transmission range and cumulative interference from
concurrent multiple senders is avoided.
Different from their work, we consider multiple frequencies and evaluate the
performance of three different channel assignment methods together with evaluating the
effects of transmission power control using realistic interference and channel models, i.e.,
physical interference model and overlapping channels and considering the impact of routing
topologies. Song et al. [12] extended their work and proposed a TDMA based MAC protocol
for high data rate WSNs in [16].
TreeMAC considers the differences in load at different levels of a routing tree and
assigns time slots according to the depth, i.e. the hop count, of the nodes on the routing tree,
such that nodes closer to the sink are assigned more slots than their children in order to
mitigate congestion. However, TreeMAC operates on a single channel and achieves 1/3 of the
maximum throughput similar to the bounds presented by Gandham et al. [1] since the sink
can receive every 3 time slots.

3. FEASIBILITY STUDY
The feasibility of the project is analyzed in this phase and business proposal is put forth
with a very general plan for the project and some cost estimates. During system analysis the
feasibility study of the proposed system is to be carried out. This is to ensure that the
proposed system is not a burden to the company. For feasibility analysis, some understanding
of the major requirements for the system is essential. Three key considerations involved in the
feasibility analysis are :




ECONOMICAL FEASIBILITY
TECHNICAL FEASIBILITY
SOCIAL FEASIBILITY

ECONOMICAL FEASIBILITY
This study is carried out to check the economic impact that the system will have on the
organization. The amount of fund that the company can pour into the research and
development of the system is limited. The expenditures must be justified. Thus the developed
system as well within the budget and this was achieved because most of the technologies used
are freely available. Only the customized products had to be purchased.
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TECHNICAL FEASIBILITY
This study is carried out to check the technical feasibility, that is, the technical
requirements of the system. Any system developed must not have a high demand on the
available technical resources. This will lead to high demands on the available technical
resources. This will lead to high demands being placed on the client. The developed system
must have a modest requirement, as only minimal or null changes are required for
implementing this system.
SOCIAL FEASIBILITY
The aspect of study is to check the level of acceptance of the system by the user. This
includes the process of training the user to use the system efficiently. The user must not feel
threatened by the system, instead must accept it as a necessity. The level of acceptance by the
users solely depends on the methods that are employed to educate the user about the system
and to make him familiar with it. His level of confidence must be raised so that he is also able
to make some constructive criticism, which is welcomed, as he is the final user of the system.

4. DESIGN METHODOLOGY
Start
Tree based_wsn_routing

WSn Server

Data Convergecast

Sink

Send Queries

Sink Node

Query Received

Sensor nodes

Data collected and send to Data Convergecast,Sink

End
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5. SYSTEM ANALYSIS
Existing work had the objective of minimizing the completion time of converge casts.
However, none of the previous work discussed the effect of multi-channel scheduling together
with the comparisons of different channel assignment techniques and the impact of routing
trees and none considered the problems of aggregated and raw converge cast, which
represents two extreme cases of data collection.
Fast data collection with the goal to minimize the schedule length for aggregated
converge cast has been studied by us in, and also by others in, we experimentally investigated
the impact of transmission power control and multiple frequency channels on the schedule
length.
Our present work is different from the above in that we evaluate transmission power
control under realistic settings and compute lower bounds on the schedule length for tree
networks with algorithms to achieve these bounds. We also compare the efficiency of
different channel assignment methods and interference models, and propose schemes for
constructing specific routing tree topologies that enhance the data collection rate for both
aggregated and raw-data converge cast.

6. CONDUCTION
Implementation is the stage of the project when the theoretical design is turned out into
a working system. Thus it can be considered to be the most critical stage in achieving a
successful new system and in giving the user, confidence that the new system will work and
be effective. The implementation stage involves careful planning, investigation of the existing
system and it’s constraints on implementation, designing of methods to achieve changeover
and evaluation of changeover methods.
1.
2.
3.
4.
5.
6.

Periodic Aggregated Converge cast
Transmission Power Control
Aggregated Data Collection
Raw Data Collection
Tree-Based Multi-Channel Protocol (TMCP)
Periodic Aggregated Converge cast.

Data aggregation is a commonly used technique in WSN that can eliminate redundancy
and minimize the number of transmissions, thus saving energy and improving network
lifetime. Aggregation can be performed in many ways, such as by suppressing duplicate
messages; using data compression and packet merging techniques; or taking advantage of the
correlation in the sensor readings.
We consider continuous monitoring applications where perfect aggregation is possible,
i.e., each node is capable of aggregating all the packets received from its children as well as
that generated by itself into a single packet before transmitting to its parent. The size of
aggregated data transmitted by each node is constant and does not depend on the size of the
raw sensor readings.
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Transmission Power Control
We evaluate the impact of transmission power control, multiple channels, and routing
trees on the scheduling performance for both aggregated and raw-data converge cast..
Although the techniques of transmission power control and multi-channel scheduling have
been well studied for eliminating interference in general wireless networks, their
performances for bounding the completion of data collection in WSNs have not been explored
in detail in the previous studies. The fundamental novelty of our approach lies in the extensive
exploration of the efficiency of transmission power control and multichannel communication
on achieving fast converge cast operations in WSNs.
Aggregated Data Collection
We augment their scheme with a new set of rules and grow the tree hop by hop
outwards from the sink. We assume that the nodes know their minimum-hop counts to sink.
Raw Data Collection
The data collection rate often no longer remains limited by interference but by the
topology of the network. Thus, in the final step, we construct network topologies with specific
properties that help in further enhancing the rate. Our primary conclusion is that, combining
these different techniques can provide an order of magnitude improvement for aggregated
converge cast, and a factor of two improvement for raw-data converge cast, compared to
single-channel TDMA scheduling on minimum-hop routing trees.
Tree-Based Multi-Channel Protocol (TMCP)

Fig. 1. Schedule generated with TMCP

TMCP is a greedy, tree-based, multi-channel protocol for data collection applications. It
partitions the network into multiple sub trees and minimizes the intra tree interference by
assigning different channels to the nodes residing on different branches starting from the top
to the bottom of the tree. Figure shows the same tree given in Fig. which is scheduled
according to TMCP for aggregated data collection. Here, the nodes on the leftmost branch is
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assigned frequency F1, second branch is assigned frequency F2 and the last branch is assigned
frequency F3 and after the channel assignments, time slots are assigned to the nodes with the
BFSTimeSlotAssignment algorithm. Advantage of TMCP is that it is designed to support
converge cast traffic and does not require channel switching. However, contention inside the
branches is not resolved since all the nodes on the same branch communicate on the same
channel.

7. CONCLUSIONS
In this paper, we studied fast converge cast in WSN where nodes communicate using a
TDMA protocol to minimize the schedule length. We addressed the fundamental limitations
due to interference and half-duplex transceivers on the nodes and explored techniques to
overcome the same. We found that while transmission power control helps in reducing the
schedule length, multiple channels are more effective. We also observed that node-based
(RBCA) and link-based (JFTSS) channel assignment schemes are more efficient in terms of
eliminating interference as compared to assigning different channels on different branches of
the tree (TMCP).
Once interference is completely eliminated, we proved that with half-duplex radios the
achievable schedule length is lower-bounded by the maximum degree in the routing tree for
aggregated converge cast, and by max (2nk − 1, N) for raw-data converge cast. Using optimal
converge cast scheduling algorithms, we showed that the lower bounds are achievable once a
suitable routing scheme is used. Through extensive simulations, we demonstrated up to an
order of magnitude reduction in the schedule length for aggregated, and a 50% reduction for
raw-data converge cast. In future, we will explore scenarios with variable amounts of data and
implement and evaluate the combination of the schemes considered.
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ABSTRACT
Data Mining is the process of discovering new patterns from large data sets, this technology
which is employed in inferring useful knowledge that can be put to use from a vast amount of data,
various data mining techniques such as Classification, Prediction, Clustering and Outlier analysis can
be used for the purpose. Weather is one of the meteorological data that is rich by important
knowledge. Meteorological data mining is a form of data mining concerned with finding hidden
patterns inside largely available meteorological data, so that the information retrieved can be
transformed into usable knowledge. Sometimes Climate affects the human society in all the possible
ways. Knowledge of weather data or climate data in a region is essential for business, society,
agriculture and energy applications. The main aim of this paper is to overview on Data mining Process
for weather data and to study on weather data using data mining technique like clustering technique.
By using this technique we can acquire Weather data and can find the hidden patterns inside the large
dataset so as to transfer the retrieved information into usable knowledge for classification and
prediction of climate condition.
Keywords: Data Mining; Data Mining Techniques; weather data; meteorological data
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I. INTRODUCTION
Weather data has Synoptic data or climate data are the two classifications. Climate data
is the official data record, usually provided after some quality control is performed on it.
Synoptic data is the real-time data provided for use in aviation safety and forecast modelling.
The Climate and weather affects the human society in all the possible ways. For example:
Crop production in agriculture, the most important factor for water resources i.e. Rain, an
element of weather, and the proportion of these elements increases or decreases due to change
in climate. The effect of frost on the growth and quality of crops is leading potentially to total
harvest failure. Energy sources, e.g. natural gas and electricity are depends on weather
conditions. Hence changes Climate or weather condition is risky for human society as in all
the possible ways [1,7]. The increasing availability of climate data during the last decades
(observational records, radar and satellite maps, proxy data, etc.) makes it important to find
effective and accurate tools to analyze and extract hidden knowledge from this huge data.
Meteorological data mining is a form of Data mining concerned with finding hidden patterns
inside largely available meteorological data, so that the information retrieved can be
transformed into usable knowledge [2]. Useful knowledge can play important role in
understanding the climate variability and climate prediction. In turn, this understanding can be
used to support many important sectors that are affected by climate like agriculture,
vegetation, water resources and tourism.
The paper describes how to use a data mining technique and how to develop a system
that uses numeric historical data to forecast the climate of a specific region or city. To extract
useful knowledge from weather data by using Clustering technique i.e. k-Means Partitioning
Method and Data mining Process for Weather Data Analysis System. The rest of this paper is
organized as follows: Section 3 presents some related works. Section 4 shows the introduction
about Data mining in Meteorology. Section 5 shows steps for data mining process. Section 6
presents and discusses data mining techniques. Section 7 presents Cluster Analysis using kMeans Partitioning Method. Section 8 shows applications of data mining in metrological data
like weather data. Finally conclusion and future work are presented in the last section.

II. RELATED WORKS
An easy Many researchers have tried to use data mining technologies in areas related to
meteorology and weather prediction. Kotsiantis et al. [3] predict daily average, maximum and
minimum temperature for Patras city in Greek by using six different data mining methods:
Feed-Forward Back Propagation (BP), k-Nearest Neighbor (KNN), M5rules algorithm, linear
least-squares regression (LR), Decision tree and instance based learning (IB3). They use four
years period data [2002-2005] of temperature, relative humidity and rainfall. The results they
obtained in this study were accurate in terms of Correlation Coefficient and Root Mean
Square. Data mining have been employed successfully to build a very important application in
the field of meteorology like predicting abnormal events like hurricanes, storms and river
flood prediction [8]. These applications can maintain public safety and welfare. Godfrey C.
Onwubolu1, Petr Buryan, Sitaram Garimella, Visagaperuman Ramachandran, Viti Buadromo
and Ajith Abraham, presented the data mining activity that was employed in weather data
prediction or forecasting. The approach employed is the enhanced Group Method of Data
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Handling (e-GMDH). The weather data used for the research include daily temperature, daily
pressure and monthly rainfall [4]. Sarah N. Kohail, Alaa M. El-Halees, described Data Mining
for meteorological Data and applied knowledge discovery process to extract knowledge from
Gaza city weather dataset [2]. S. Kotsiantis, A. Kostoulas, S. Lykoudis, A. Argiriou, K.
Menagias proposed a hybrid data mining technique that can be used to predict more
accurately the mean daily temperature values .

III. DATA MINING IN METEOROLOGY
Meteorology is the interdisciplinary scientific study of the atmosphere. It observes the
changes in temperature, air pressure, and moisture and wind direction. Usually, temperature,
pressure, wind measurements and humidity are the variables that are measured by a
thermometer, barometer, anemometer, and hygrometer, respectively. There are many methods
of collecting data and Radar, Lidar, satellites are some of them. Weather forecasts are made
by collecting quantitative data about the current state of the atmosphere. The main issue arise
in this prediction is, it involves high-dimensional characters. To overcome this issue, it is
necessary to first analyze and simplify the data before proceeding with other analysis. Some
data mining techniques are appropriate in this context. Data mining, the extraction of hidden
predictive information from large databases, is a powerful new technology with great
potential to analyze important information in data warehouses. Consequently, data mining
consists of more than collecting and analyzing data, it also includes analyze and predictions.
Meteorological data mining is a form of data mining concerned with finding hidden patterns
inside largely available meteorological data, so that the information retrieved can be
transformed into usable knowledge. Weather is one of the meteorological data that is rich by
important knowledge .

IV. STEPS FOR DATA MINING PROCESS
There are different steps in which this paper will be implemented and various
methodologies are used in each step as shown in the figure below to predict the values of
weather data for ex. temperature and humidity parameters of climate with higher accuracy,
and prove the prediction ability of data mining technique in the same context [1]. Title and
Author Details
A. Data Collection
This is the most important part while implementing any of the data mining technique
and thus for this purpose using 10 channel midi-data logger system. This system provides
weather data in form of excel sheets. Data Loggers are based on digital processor. It is an
electronic device that record data over the time in relation to location either with a built in
instrument or sensor or via external instruments and sensors. Data Logger can automatically
collect data on a 24- hour basis; this is the primary and the most important benefit of using the
data loggers [1]. It is used to capture the weather data from the local weather station to a
dedicated PC located in the laboratory. The transmitted weather data was then copied to Excel
spreadsheets and archived on daily basis as well as monthly basis to ease data identification.
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Figure 1. Design of Weather Data Analysis System [2]

B. Data Pre-Processing
The next important step in data mining is data pre-processing the challenge faced in
knowledge discovery process in temperature and humidity data is poor data quality. Thus,
data is to be pre-processed so as to remove the noisy and unwanted data. In this study, the
weather data is used which consists of various parameters as temperature, humidity, rain,
wind speed etc., pre-processing means removing the other unwanted parameters from the
dataset. Data pre-processing includes following processes:
1) Data cleansing: It is also known as data cleaning, it is a phase in which noise data and
irrelevant data are removed from the collection [9]. Data cleaning routines attempt to
fill in missing values, smooth out noise while identifying outliers, and correct
inconsistencies in the data
2) Data transformation: It is also known as data consolidation, it is a phase in which the
selected data is transformed into forms appropriate for the mining procedure. Data
transformation can involve the following [7].
Smoothing: This works to remove the noise from data. Such techniques include bining,
regression, and clustering. Aggregation: This step is typically used in constructing a data cube
for analysis of the data at multiple granularities. Generalization: Here low-level data are
replaced by higher-level concepts through the use of concept hierarchies. Normalization: The
attribute data are scaled so as to fall within a small specified range, such as -1.0 to 1.0, or 0.0
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to 1.0. Attribute construction: The new attributes are constructed and added from the given set
of attributes to help the mining process. Data reduction: It includes data cube aggregation,
attribute subset selection, dimensionality reduction, and discretization can be used to obtain a
reduced representation of data while minimizing the loss of information content.
Discretization and generating concept hierarchies: Data Discretization techniques can be used
to reduce the number of values for a given continuous attribute by dividing the range of the
attribute into intervals.
Concept hierarchies can be used to reduce the data by collecting and replacing low-level
with high-level concepts.
C. Knowledge Discovery
For knowledge extraction various data mining techniques such as Outlier Analysis,
Clustering, Prediction and Classification and Association rules can be applied in Statistical
Data Miner Software.
D. Result of Analysis
The future values of temperature and humidity are predicted depending on the result of
the classification algorithm.

V. DATA MINING TECHNIQUES
There are various data mining techniques such as:
A. Classification
Classification is the process of finding a model that describes and distinguishes data
classes or concepts for the purpose of being able to use the model to predict the class of
objects whose class label is unknown.
B. Prediction
Prediction has attracted considerable attention given the potential implications of
successful forecasting in a business context. There are two major types of predictions: one can
either try to predict some unavailable data values or pending trends, or predict a class label for
some data. The latter is tied to classification. Once a classification model is built based on a
training set, the class label of an object can be foreseen based on the attribute values of the
object and the attribute values of the classes. Prediction is however more often referred to the
forecast of missing numerical values, or increase/ decrease trends in time related data. The
major idea is to use a large number of past values to consider probable future values.
C. Clustering
Clustering analyses data objects without consulting a known class label. The
unsupervised learning technique of clustering is a useful method for ascertaining trends and
patterns in data, when there are no pre-defined classes.
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D. Outlier analysis
A database may contain data objects that do not comply with the general behavior or
model of the data. These data objects are outliers. Outliers are data elements that cannot be
grouped in a given class or cluster. Also known as exceptions or surprises, they are often very
important to identify. While outliers can be considered noise and discarded in some
applications, they can reveal important knowledge in other domains, and thus can be very
significant and their analysis valuable. These are techniques which are used in Data mining in
the knowledge of discovery process.

VI. CLUSTER ANALYSIS
Clustering analyses data objects without consulting a known class label. The
unsupervised learning technique of clustering is a useful method for ascertaining trends and
patterns in data, when there are no pre-defined classes. There are two main types of
clustering, hierarchical and partition. In hierarchical clustering, each data point is initially in
its own cluster and then clusters are successively joined to create a clustering structure. This is
known as the agglomerative method. In partition clustering, the number of clusters must be
known a priori. The partitioning is done by minimizing a measure of dissimilarity within each
cluster and maximizing the dissimilarity between different clusters.
For example: Cluster Analysis can be performed on All Electronics Customer Data in
order to identify homogeneous subpopulations of customers. This cluster may represent
individual target groups for marketing. Cluster Analysis shows a 2-D plot of Customers with
respect to customer locations in a city. Showing three clusters, each cluster “center” is marked
with a “+”. In general, the major clustering methods can be classified into the following
categories: o Partitioning methods o Hierarchical methods o Density-based methods o Gridbased methods and o Model-based methods The k-means algorithm takes the input parameter,
k, and partitions set of n objects into k cluster so that the resulting intra cluster similarity is
high but the inter cluster similarity is low. Cluster similarity is measured in regard to the mean
value of the objects in a cluster which can be viewed as the cluster’s centroid or center of
gravity. For example: Suppose that there is a set of objects located in space as depicted in the
rectangle. Let k = 3; that is, the user would like the objects to be partitioned into three
clusters. Algorithm: The k-means algorithm for partitioning, where each cluster’s center is
represented by the mean value of the objects in the cluster. Input: 1. k: the number of clusters,
2. D: a data set containing n objects. Output: A set of k clusters. Method: 1. Arbitrarily choose
k objects from D as the initial cluster centers; 2. Repeat 3. (re)assign

VII. APPLICATION
Application and use of data mining technologies in areas related to meteorology and
weather prediction are:
A. Estimating of minimum, maximum and mean temperature values at a specific time of day,
from daytime and daily profiles, are needed for a number of environmental, ecological,
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agricultural and technical applications, ranging from natural hazards assessments, crop growth
forecasting to design of solar energy systems.
B. DM process applied to weather data acquired at the School of Engineering and Physics,
University of the South Pacific, Fiji to demonstrate the usefulness of this emerging
technology in practical real-life applications. The weather data include daily temperature and
pressure observed using automated instruments and a chaotic rainfall data set observed for the
city of Suva.
C. Predicting abnormal events like hurricanes, storms and river flood prediction
D. Finding a strong relation between severe conditions and the change tendencies of the
measurements of the weather.
E. To detect severe events using data mining and volumetric radar data to detect storm events
and classify them into four types: hail, heavy rain, tornadoes, and wind.
F. The self-organizing data mining approach employed is the enhanced Group Method of
Data Handling (e-GMDH). The weather data used for the DM research include daily
temperature, daily pressure and monthly rainfall.
G. Gathering climate and atmospheric data, together with soil, and plant data in order to
determine the inter-dependencies of variable values that both inform enhanced crop
management practices and where possible, predict optimal growing conditions. The
application of some novel data mining techniques together with the use of computational
neural networks as a means to modeling and then predicting frost.
These applications can maintain public safety and welfare.

VIII. CONCLUSION
Ideally, the market needs timely and accurate weather data. In order to achieve this, data
should be continuously recorded from stations that are properly identified, manned by trained
staff or automated with regular maintenance, in good working order and secure from
tampering. The stations should also have a long history and not be prone to relocation. The
collection and archiving of weather data is important because it provides an economic benefit
but the local/national economic needs are not as dependent on high data quality as is the
weather risk market.
All knowledge discovery process and applied data mining technique i.e. clustering. Data
mining tasks provide a very useful and accurate knowledge in a form of rules, models, and
visual graphs. This knowledge can be used to obtain useful prediction and support the
decision making for different sectors. Our future work includes building adaptive and
dynamic data mining methods that can learn dynamically to match the nature of rapidly
changeable weather nature and sudden events.
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ABSTRACT
Many organizations today have more than very large data-bases; they have databases that grow
without limit at a rate of several million records per day. Mining these continuous data streams brings
unique opportunities, but also new challenges. This paper describes and evaluates VFDT, an anytime
system that builds decision trees using constant memory and constant time per example. VFDT can incorporate tens of thousands of examples per second using the-shelf hardware. It uses Hoeffding
bounds to guar-antee that its output is asymptotically nearly identical to that of a conventional learner.
The study VFDT's proper-ties and demonstrate its utility through an extensive set of experiments on
synthetic data. To apply VFDT to mining the continuous stream of Web access data from the whole
University of Washington main campus.
Keywords: data-bases; VFDT; University of Washington

1. INTRODUCTION
Knowledge discovery systems are constrained by three main limited resources: time,
memory and sample size. In traditional applications of machine learning and statistics, sample
size tends to be the dominant limitation: the computational resources for a massive search are
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available, but carrying out such a search over the small samples available (typically less than
10,000 examples) often leads to over fitting or \data dredging" (e.g.,). Thus over fitting
avoidance be-comes the main concern, and only a fraction of the available computational
power is used [3]. In contrast, in many (if not most) present-day data mining applications, the
bottleneck is time and memory, not examples. The latter are typically in over-supply, in the
sense that it is impossible with cur-rent KDD systems to make use of all of them within the
available computational resources. As a result, most of the available examples go unused, and
under fitting may result: enough data to model very complex phenomena is available,but
inappropriately simple models are produced because unable to take full advantage of the data.
Thus the development of highly efficient algorithms becomes a priority.Currently, the most
efficient algorithms available (e.g.,) concentrate on making it possible to mine databases that
do not _t in main memory by only requiring sequential scans of the disk. But even these
algorithms have only been tested on up to a few million examples. In many applications thesis
less than a day's worth of data.
The expansion of the Internet continues and ubiquitous computing becomes a reality, it
can expect that such data volumes will become the rule rather than the exception. Current data
mining systems are not equipped to cope with them. When new examples arrive at a higher
rate than they can be mined, the quantity of unused data grows without bounds as time
progresses. Even simply preserving the examples for future use can be a problem when they
need to be sent to tertiary storage, are easily lost or corrupted, or become unusable when the
relevant contextual information is no longer available. When the source of examples is an
open-ended data stream, the notion of mining a database of fixed size itself becomes
questionable.
Ideally, it would like to have KDD systems that operate continuously and indefinitely,
incorporating examples as they arrive, and never losing potentially valuable information. Such
desiderata are fulfilled by incremental learning methods (also known as online, successive or
sequential methods), on which a substantial literature exists. However, the available
algorithms of this type (e.g.,) have significant shortcomings from the KDD point of view.
Some are reasonably efficient, but do not guarantee that the model learned will be
similar to the one obtained by learning on the same data in batch mode. They are highly
sensitive to example ordering, potentially never recovering from an unfavorable set of early
examples. Others produce the same model as the batch version, but at a high cost in
efficiency, often to the point of being slower than the batch algorithm.This paper proposes
Hoeffding trees, a decision-tree learning method that overcomes this trade-o_. Hoeffding trees
can be learned in constant time per example (more precisely, in time that is worst-case
proportional to the number of attributes), while being nearly identical to the trees a
conventional batch learner would produce, given enough examples. The probability that the
Hoeffding and conventional tree learners will choose different tests at any given node
decreases exponentially with the number of examples. Also describe and evaluate VFDT, a
decision-tree learning system based on Hoeffding trees.
VFDT is I/O bound in the sense that it mines examples in less time than it takes to input
them from disk. It does not store any examples (or parts thereof) in main memory, requiring
only space proportional to the size of the tree and associated sufficient statistics. It can learn
by seeing each example only once, and therefore does not require examples from an online
stream to ever be stored. It is an anytime algorithm in the sense that a ready-to-use model is
available at any time after the first few examples are seen, and its quality increases smoothly
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with time. The next section introduces Hoeffding trees and studies their properties. To
describe the VFDT system and its empirical evaluation. The paper concludes with a
discussion of related and future work.

2. HOEFFDING TREES
The classification problem is generally defined as follows. A set of N training examples
of the form (x; y) is given, where y is a discrete class label and x is a vector of d attributes,
each of which may be symbolic or numeric. The goal is to produce from these examples a
model y = f(x) that will predict the classes y of future examples x with high accuracy.
For example, x could be a description of a client's recent purchases, and y the decision
to send that customer a catalog or not; or x could be a record of a cellular-telephone call, and
y the decision whether it is fraudulent or not. One of the most effective and widely-used
classification methods is decision tree learning [1]. Learners of this type induce models in the
form of decision trees, where each node contains a test on an attribute, each branch from a
node corresponds to a possible outcome of the test, and each leaf contains a class prediction.
The label y = DT(x) for an example x is obtained by passing the example down from the root
to a leaf, testing the appropriate attribute at each node and following the branch corresponding
to the attribute's value in the example. A decision tree is learned by recursively replacing
leaves by test nodes, starting at the root.
The attribute to test at a node is chosen by comparing all the available attributes and
choosing the best one according to some heuristic measure. Classic decision tree learners like
ID3, C4.5 and CART assume that all training examples can be stored simultaneously in main
memory, and are thus severely limited in the number of examples they can learn from. Diskbased decision tree learners like SLIQ [10] and SPRINT assume the examples are stored on
disk, and learn by repeatedly reading them in sequentially (effectively once per level in the
tree). While this greatly increases the size of usable training sets, it can become prohibitively
expensive when learning complex trees (i.e., trees with many levels), and fails when datasets
are too large to _t in the available disk space. The goal is to design a decision tree learner for
extremely large (potentially infinite) datasets. This learner should require each example to be
read at most once, and only a small constant time to process it. This will make it possible to
directly mine online data sources (i.e., without ever storing the examples), and to build
potentially very complex trees with acceptable computational cost. To achieve this by noting
with Catlett [2] and others that, in order to find the best attribute to test at a given node, it may
be sufficient to consider only a small subset of the training examples that pass through that
node. Thus, given a stream of examples, the _first ones will be used to choose the root test;
once the root attribute is chosen, the succeeding examples will be passed down to the
corresponding leaves and used to choose the appropriate attributes there, and so on
recursively. The difficult problem of deciding exactly how many examples are necessary at
each node by using a statistical result known as the Hoeffding bound (or additive Cherno_
bound).
Consider a real-valued random variable r whose range is R (e.g., for a probability the
range is one, and for an information gain the range is log c, where c is the number of classes).
Suppose we have made n independent observations of this variable, and computed their
meanr. The Hoeffding bound has the very attractive property that it is independent of the
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probability distribution generating the observations. The price of this generality is that the
bound is more conservative than distribution-dependent ones will take more observations to
reach the same _ and _).
Let G(Xi) be the heuristic measure used to choose test attributes (e.g., the measure
could be information gain as in C4.5, or the Gini index as in CART). Our goal is to ensure
that, with high probability, the attribute chosen using n examples (where n is as small as
possible) is the same that would be chosen using infinite examples. Assume G is to be
maximized, and let Xa be the attribute with highest observed G after seeing n examples, and
Xb be the Ideally, it would like to have KDD systems that operate continuously and
indefinitely, incorporating examples as they arrive, and never losing potentially valuable
information.
Such desiderata are fulfilled by incremental learning methods (also known as online,
successive or sequential methods), on which a substantial literature exists. However, the
available algorithms of this type (e.g.,) have significant shortcomings from the KDD point of
view. Some are reasonably efficient, but do not guarantee that the model learned will be
similar to the one obtained by learning on the same
data in batch mode.

3. THE VFDT SYSTEM
The VFDT System implemented a decision-tree learning system based on the Hoeffding
tree algorithm, which call VFDT (Very Fast Decision Tree learner). VFDT allows the use of
either information gain or the Gini index as the attribute evaluation measure. It includes a
number of refinements.
Category 1: Ties. When two or more attributes have very similar G's,potentially many
examples will be required to decide between them with high confidence.
Category 2: G computation. The most significant part of the time cost per example is
recomputing G. It is inefficient to recomputed G for every new example, because it is unlikely
that the decision to split will be made at that specific point.
Category 3: Memory. As long as VFDT processes examples faster than they arrive, which
will be the case in all but the most demanding applications, the sole obstacle to learning
arbitrarily complex models will be the finite RAM available.
Category 4: Poor attributes. Memory usage is also minimized by dropping early on attributes
that do not look promising. Initialization VFDT can be initialized with the tree produced by a
conventional RAM-based learner on a small subset of the data.

4. VFDT TREE STRUCTURE
A system like VFDT is only useful if it is able to learn more accurate trees than a
conventional system, given similar computational resources.
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In particular, it should be able to use to advantage the examples that are beyond a
conventional system's ability to process. Figure 1 shows the accuracy of the learners averaged
over all the runs. VFDT was run, no leaf reactivation, and no rescans. VFDT boot is VFDT
bootstrapped with an over-pruned version of the tree produced by C4.5. C4.5 is more accurate
than VFDT up to 25k examples, and the accuracies of the two systems are similar in the range
from 25k to 100k.

5. WEB DATA
Currently applying VFDT to mining the stream of Web page requests emanating from
the whole University of Washington main campus. The nature of the data is described in
detail in. In our experiments so far it’s have used a one-week anonymized trace of all the
external web accesses made from the university campus. There were 23,000 active clients
during this one-week trace period, and the entire university population is estimated at 50,000
people (students, faculty and sta_). The trace contains 82.8 million requests, which arrive at a
peak rate of 17,400 perminute. The size of the compressed traceable is about 20GB.
6. RELATED WORK
This work on mining large databases using sub sampling methods includes the
following. Catlett [2] proposed several heuristic methods for extending RAM-based batch
decision-tree learners to datasets with up to hundreds of thousands of examples. Musick,
Catlett and Russell proposed and tested (but did not implement in a learner) a theoretical
model for choosing the size of subsamples to use in comparing attributes.
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7. CONCLUSION
This paper introduced Hoeffding trees, a method for learning online from the highvolume data streams that are increasingly common. Hoeffding trees allow learning in very
small constant time per example, and have strong guarantees of high asymptotic similarity to
the corresponding batch trees. VFDT is a high-performance data mining system based on
Hoeffding trees. Empirical studies show its effectiveness in taking advantage of massive
numbers of examples. Application to a high-speed stream of Web log data is under way.
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ABSTRACT
In recent years ad-hoc parallel data processing has emerged to be one of the killer applications
for Infrastructure-as-a-Service (IaaS) clouds. Major Cloud computing companies have started to
integrate frameworks for parallel data processing in their product portfolio, making it easy for
customers to access these services and to deploy their programs. However, the processing frameworks
which are currently used have been designed for static, homogeneous cluster setups and disregard the
particular nature of a cloud. Consequently, the allocated compute resources may be inadequate for big
parts of the submitted job and unnecessarily increase processing time and cost. We discuss the
opportunities and challenges for efficient parallel data processing in clouds and present our research
project Nephele. Nephele is the first data processing framework to explicitly exploit the dynamic
resource allocation offered by today’s IaaS clouds for both, task scheduling and execution. Particular
tasks of a processing job can be assigned to different types of virtual machines which are
automatically instantiated and terminated during the job execution. Based on this new framework, we
perform extended evaluations of Map Reduce-inspired processing jobs on an IaaS cloud system and
compare the results to the popular data processing framework Hadoop.
Keywords: Single Processing; Multiprocessing; Cloud Computing; Neples Algorithm
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1. INTRODUCTION
Today a growing number of companies have to process huge amounts of data in a costefficient manner. More companies have popularized an architectural paradigm based on a
large number of commodity servers, problems like processing crawled documents or
regenerating a web index are split into several independent subtasks, distributed among the
available nodes, and computed in parallel.
In order to simplify the development of distributed applications on top of such
architectures, many of these companies have also built customized data processing
frameworks. Examples are Google’s MapReduce, Microsoft’s Dryad, or Yahoo!’s MapReduce-Merge. They can be classified by terms like high throughput computing (HTC) or
many-task computing (MTC), depending on the amount of data and the number of tasks
involved in the computation. Although these systems differ in design, their programming
models share similar objectives, namely hiding the hassle of parallel programming, fault
tolerance, and execution optimizations from the developer. Developers can typically continue
to write sequential programs. The processing framework then takes care of distributing the
program among the available nodes and executes each instance of the program on the
appropriate fragment of data

3. OPTIMIZING MULTIWAY JOINS IN A MAP-REDUCE ENVIRONMENT
Implementations of map-reduce are being used to perform many operations on very large
data. We examine strategies for joining several relations in the map-reduce environment. Our
new approach begins by identifying the “map-key,” the set of attributes that identify the Reduce
process to which a Map process must send a particular tuple. Each attribute of the map-key gets
a “share,” which is the number of buckets into which its values are hashed, to form a component
of the identifier of a Reduce process. Relations have their tuples replicated in limited fashion, the
degree of replication depending on the shares for those map-key attributes that are missing from
their schema. We study the problem of optimizing the shares, given a fixed number of Reduce
processes. An algorithm for detecting and fixing problems where a variable is mistakenly
included in the map-key is given. Then, we consider two important special cases: chain joins and
star joins. In each case, we are able to determine the map-key and determine the shares that yield
the least replication. While the method we propose is not always superior to the conventional way
of using map-reduce to implement joins, there are some important cases involving large-scale
data where our method wins, including: 1) analytic queries in which a very large fact table is
joined with smaller dimension tables, and 2) queries involving paths through graphs with high
out-degree, such as the Web or a social network.

4. MAP-REDUCE-MERGE: SIMPLIFIED RELATIONAL DATA PROCESSING ON
LARGE CLUSTERS
We design and implement Mars, a Map Reduce framework, on graphics processors
(GPUs). Map Reduce is a distributed programming framework originally proposed by Google
for the ease of development of web search applications on a large number of commodity
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CPUs. Compared with CPUs, GPUs have an order of magnitude higher computation power
and memory bandwidth, but are harder to program since their architectures are designed as a
special-purpose co-processor and their programming interfaces are typically for graphics
applications. As the first attempt to harness GPU’s power for Map Reduce, we developed
Mars on an NVIDIA G80 GPU, which contains over one hundred processors, and evaluated it
in comparison with Phoenix, the state-of-the-art Map Reduce framework on multi-core CPUs.
Mars hides the programming complexity of the GPU behind the simple and familiar

5. IMPLEMENTATION
Cloud computing has emerged as a promising approach to rent a large IT infrastructure
on a short-term pay-per-usage basis. Operators of so-called Infrastructure-as-a-Service (IaaS)
clouds, like Amazon EC2, let their customers allocate, access, and control a set of virtual
machines (VMs) which run inside their data centers and only charge them for the period of
time the machines are allocated. In the proposed system Nephele, a new processing
framework explicitly designed for cloud environments .
Nephele is the first data processing framework to include the possibility of dynamically
allocating or deallocating different compute resources from a cloud in its scheduling and
during job execution. The actual execution of tasks which a Nephele job consists of is carried
out by a set of instances. Each instance runs a so-called Task Manager (TM). A Task Manager
receives one or more tasks from the Job Manager at a time, executes them, and after that
informs the Job Manager about their completion or possible errors.

6. NEPHELE ALGORITHM:
A data processing framework with support for dynamic allocation and de-allocation of
different computational resources in the cloud. Compute resources available in a cloud
environment are highly dynamic and possibly heterogeneous. In addition, the network
topology is hidden so scheduling optimizations based on knowledge of the distance to a
particular rack or server are impossible. The classic genotyping approach has been based on
phylogenetic analysis, starting with a multiple sequence alignment. Genotypes are then
established by expert examination of phylogenetic trees. However, such methods are
suboptimal for a rapidly growing dataset, because they require significant human effort, and
because they increase in computational complexity quickly with the number of sequences.
This project uses a method for genotyping that does not depend on multiple sequence
alignment. It uses the complete composition vector algorithm to represent each sequence in
the dataset as a vector derived from its constituent k-mers, and affinity propagation clustering
to group the sequences into genotypes based on a distance measure over the vectors. Our
methods produce results that correlate well with expert-defined clades or genotypes, at a
fraction of the computational cost of traditional phylogenetic methods. Increasingly,
genotyping is coming into use for disease surveillance activities, as well as for microbial
forensics. The classic genotyping approach has been based on phylogenetic analysis, starting
with a multiple sequence alignment. Genotypes are then established by expert examination of
phylogenetic trees. However, these traditional single-processor methods are suboptimal for
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rapidly growing sequence datasets being generated by next-generation DNA sequencing
machines, because they increase in computational complexity quickly with the number of
sequences.

7. MODULES DEPLOYMENT
7. 1. SERVER TYPE SUPPORT
The scheduler is given a list of available server types and their cost per time unit. Each
task can be executed on its own server type.. An Execution Instance has an ID and an server
type representing the hardware characteristics.
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7. 2. TRAFFIC IDENTIFIER
All edges of an Execution Graph are replaced by a channel before processing can begin.
There are three channel types: A network channel is based on a TCP socket connection. Two
subtasks connected via a network channel can be executed on different instances. Since they
must be executed at the same time, they are required to run in the same Execution Stage.
7. 3. STORAGE MANAGEMENT SYSTEM
After having received a valid Job Graph from the user, Nephele’s Job Manager
transforms it into a so-called Execution Graph. An Execution Graph is Nephele’s primary
PARALLEL AND data structure for scheduling and monitoring the execution of a Nephele
job.

Each vertex of the Job Graph is transformed into one Execution Vertex. The default
channel types are network channels. Each Execution Vertex is by default assigned to its own
Execution Instance unless the user’s annotations or other scheduling restrictions (e.g. the
usage of in-memory channels) prohibit it. One fundamental idea to refine the scheduling
strategy for recurring jobs is to use feedback data. With the collected data Nephele is able to
detect both computational as well as I/O bottlenecks. we only use the profiling data to detect
these bottlenecks.

8. CONCLUSIONS
The challenges and opportunities for efficient parallel data processing in cloud
environments are discussed and presented Nephele, the first data processing framework to
exploit the dynamic resource provisioning offered by today’s IaaS clouds. Nephele’s basic
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architecture and presented a performance comparison to the well-established data processing
framework Hadoop.

The performance evaluation gives a first impression on how the ability to assign
specific virtual machine types to specific tasks of a processing job, as well as the possibility to
automatically Allocate/deallocate virtual machines in the course of a job execution, can help
to improve the overall resource utilization and, consequently, reduce the processing cost. With
a framework like Nephele at hand, there are a variety of open research issues, which we plan
to address for future work. In particular, we are interested in improving Nephele’s ability to
adapt to resource overload or underutilization during the job execution automatically.

Our current profiling approach builds a valuable basis for this, however, at the moment
the system still requires a reasonable amount of user annotations.

-275-

World Scientific News 41 (2016) 1-304

References
[1]

Amazon Web Services LLC. Amazon Elastic Compute Cloud (Amazon EC2).
http://aws.amazon.com/ec2/, 2009.

[2]

Amazon Web Services LLC. Amazon Elastic
MapReduce.http://aws.amazon.com/elasticmapreduce/, 2009.

[3]

AmazonWeb Services LLC. Amazon Simple Storage Service. http:
//aws.amazon.com/s3/, 2009.

[4]

D. Battr´e, S. Ewen, F. Hueske, O. Kao, V. Markl, and D. Warneke. Nephele/PACTs: A
Programming Model and Execution Framework for Web-Scale Analytical Processing.
In SoCC ’10: Proceedings of the ACM Symposium on Cloud Computing 2010, pages
119-130, New York, NY, USA, 2010. ACM.

[5]

R. Chaiken, B. Jenkins, P.-A. Larson, B. Ramsey, D. Shakib, S. Weaver, and J. Zhou.
SCOPE: Easy and Efficient Parallel Processing of Massive Data Sets. Proc. VLDB
Endow., 1(2): 1265-1276, 2008.

[6]

H. chih Yang, A. Dasdan, R.-L. Hsiao, and D. S. Parker. Map- Reduce-Merge:
Simplified Relational Data Processing on Large Clusters. In SIGMOD ’07: Proceedings
of the 2007 ACM SIGMOD international conference on Management of data.

-276-

World Scientific News 41 (2016) 1-304

WSN 41 (2016) 277-282

EISSN 2392-2192

IoT & WSN based Smart Precision Agriculture
M. M. Jayashree1, S. Sangeetha2
1

2

Student, Assistant Professor

Department of CSE, Faculty of Engineering, Avinashilingam University for Women, Coimbatore, India

E-mail address: visual.sangi@gmail.com

ABSTRACT
Now a days, agriculture plays a vital role in Indian economy. Agriculture gets destroyed due to
fewer numbers of workers and animal intrusions in the field. So, Agricultural lands are becoming
plots. The main objective is to improve the sustainable agriculture by enhancing the technology using
wireless sensor technology. Wireless sensor networks and IoT plays a major role in Smart agriculture.
IoT attach the sensed values with the internet. WSN involves two levels of prediction such as climate
and crop. Temperature, Humidity and pH sensors are used to obtain the characteristic data from the
land. Based on temperature and humidity, climate is predicted using fuzzy rules. From the predicted
climate and using pH value of the soil, the crop to be grown is predicted. The corresponding decisions
sent to the respective land owner’s. The sensors are co-ordinated using the GPS and are connected to
the base station in an ad-hoc network using WLAN.
Keywords: WSN; Prediction; Fuzzy Rule-base; IoT

1. INTRODUCTION
Smart Agriculture is a multidisciplinary approach which focuses on increasing the
productivity of crops and also increasing the resilience of farmers to climate change impacts.
The Internet of Things (IoT) plays a major role in smart applications such as smart homes,
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smart agriculture, and smart mall. There are several issues in agriculture such as yield, water
management, cost, knowledge. All these issues are addressed by IoT which increases crop
production, reduces the cost and manages water effectively. IoT connects all the agricultural
obects with the Internet. It connects the sensors cordinated by GPS with the Internet and also
used to monitor the crop automatically [5,6]. WSN uses various sensors to measure the
agricultural parameters and are cordinated using GPS.

2. LITERATURE SURVEY
Nirosa S et al proposed to reduce the soil pollution and used to identify the amount of
fertilizer needed for crop production using soft computing algorithm. Fuzzy rules are used to
find the correct quantity of fertilizers like (NPK), Nitrogen (N), Phosphorous (P) and
Potassium (K) in the agriculture field to improve the productivity of crops. Various levels of
NPK values are found during soil test, which is done using Fuzzy Based Expert System. By
applying sufficient amount of fertilizer to the soil helps the farmers yield maximum amount of
crop production. This also reduces the fertilizer cost. The methods used in the wireless sensor
technology with Fuzzy System are useful for the farmers, especially with the production.
Lutful Karim et al proposed [2] Machine to Machine communication. It consists of low
cost, low energy, low computational power and memory sensor nodes.M2M communication
plays a major role for agricultural monitoring and irrigation by using sensors. It is a sensorbased agriculture monitoring system and it requires less man-power. Machine type
communication (MTC) device is used to send the packet of data. Wireless sensor nodes are
used as MTC device in M2M network. Water required for irrigation varies from crop to crop
so irrigation should be varied accordingly. This problem can be overcome by using
technology based agricultural monitoring system. It helps to maintain the soil nutrients and
maximize the productivity of crops.
Anjum Awasthi et al proposed [3] sugarcane crop cultivation using Wireless sensor
network. Wireless sensor network is the collection of nodes. Each node has their own
processing capability. Zig-bee wireless sensor communication is used for system automation
and monitoring. Data’s are collected and send to Base station. It save the data, store and
displayed. Data is collection of temperature, soil moisture and humidity level. If the data
exceed the particular limit the message is send to the farmer through GSM. It improves the
quality of crop production. Precision agriculture is possible by using WSN. It consume less
cost and reliable nodes.
Navarro-Hellina et al proposed [4] Water is the major resource needed for agriculture.
Irrigated agriculture by using sensor. Using certain technique for developing crop production.
It allow user to analyze information by sensor using devices (mobile, laptop) .It is based on
wireless node with GPRS. Wireless node work autonomous .sensor is used to measure the
range of soil, plant, atmosphere.
The information from the sensor is stored in database .This is technical based irrigation
for improve the quality of productivity. It increases the irrigation management strategies such
as Regulated Deficit Irrigation (RDI) or Partial Root Drying (PRD).Sensor helps to reach the
moisture condition and water needed for irrigation. GPRS is very essential to find out the
power of the device.
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3. ENHANCING CROP PREDICTION
This system works based on wireless sensor networks (WSN) and fuzzy logic and is
developed to predict crops from the sensor inputs. A kit is developed to get the data from
sensors and the controller converts the raw data into data packets and sends the information to
the user as Short Message Service (SMS) through GSM. The inputs are received through a
WSN and are sent to a back end which database to store the data for further processing. The
obtained data from the sensor is then given to the system as inputs. There are three inputs
given that is temperature, humidity and pH values. Based on temperature and humidity, it
initially predicts the climate using fuzzification process. Then it predicts the crop to be grown
based on climate and pH value of the soil. This predicted crop is sent to the user. Fig.1 shows
the function flow of prediction of crop.
Input ← various Sensors
(pH, Temp, Humidity)

Predict-1:
Climate: (Temp & Humidity)

Predict-2:
List of crops to be grown: (pH, Climate)

Send message to Land owner

Fig. 1. Functional flow of prediction of crop

4. SYSTEM ARCHITECTURE
WSN stands for Wireless Sensors Networks. Wireless sensor networks are a collection
of small sensors. Each node consists of processing capability. It consists of one or more
microcontrollers, CPUs or DSP chips may contain multiple types of memory.
Types of sensors used:
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- Temperature sensor
- Humidity sensor
- pH sensor
Temperature sensors are used to sense the temperature level of air from radiation and
moisture. It measure the amount heat energy or even coldness that is generated by an object or
system, allowing us to “sense” or detect any physical change to that temperature producing
either an analogue or digital output.
The amount of water vapor in the air is measured by Humidity sensor. The pH value of
the crop is measured by pH sensor and is used to analyze the acid level of the soil. If the pH
value>7.0 it is alkaline in nature and if pH<7.0 it is acidic in nature. The pH level of soils,
substrates or media strongly influences crop performance. Table 1 & 2 shows the climate
related variables and fuzzy rules respectively.
Table 1. Climate Related variables

t
h

High

Moderate

Low

High

Summer

Spring

Rainy

Moderate Summer

Spring

Winter

Autumn

Autumn

Low

Autumn

Table 2. Sample rules for predicting the climate

Rule 1:

If (t == Low) AND (h == Moderate) THEN
(Season==Winter);

Rule 2:

If (t == Moderate) AND (h == Moderate) THEN
(Season == Spring);

Rule 3:

If (t == Moderate) AND (h == Low) THEN
(Season == Winter);

5. GSM (GLOBAL SYSTEM MOBILE COMMUNICATION)
GSM is a cellular network, which means that cell phones connect to it by searching for
cells in the immediate vicinity.GSM networks operate in a number of different carrier
frequency ranges, with most 2G GSM networks operating in the 900 MHz or 1800MHz
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bands. Regardless of the frequency selected by an operator, it is divided into timeslots for
individual phones [7].
One of the key features of GSM is the Subscriber Identity Module, commonly known as
a SIMcard. The SIM is a detachable smart card containing the user’s subscription information
and phone book.GSM was intended to be a secure wireless system .It has considered the user
authentication using a pre-shared key and challenge-response and over the air encryption.
However, GSM is vulnerable to different types of attack, each of them aimed at a different
part of the network.GSM uses several cryptographic algorithms for security.
GSM uses General Packet Radio Service (GPRS) for data transmission like browsing
the web.GSM is a Open Source Software.
5. 1. Sensor Controller
Sensor controller is used to collect the raw data from sensors. This data’s are put into a
buffer based on sensor id and the respective data .This raw data is then converted into data
packets along with its metrics that is the raw data converted into information and it is then
sent to the user as SMS (Short Message Service) using GSM.
5. 2. User interface
The user interface in the industrial design field of human-machine interaction is the
space where interaction between humans and machines occur. The goal of this interaction is
to allow effective operation and control of the machine from the human end. The user
interface design is to produce a user interface which makes it easy, efficient and user friendly
to operate a machine in the way which produces the desired output. The user interface in this
system is the user’s mobile phone to which the information is sent as the message and this
mobile phone is used to monitor the sensors and processes as well.

6. CONCLUSION
The proposed system in this paper is designed for prediction of crop using pH of the
soil, temperature and humidity. The WSN in agriculture is an emerging technology for
farmers to know the best crop for soil. It provides precision agriculture using wireless sensor
nodes. Base station act as central server to pass information collected from the sensor. Using
GSM network message is send to the farmers mobile. This leads to improve production of
crop. Fuzzification process gives accurate prediction.

References
[1]

Nirosha S, Prof.R.Srinivasan, “Application of Soft Computing Algorithm for the
Festination of Horticulture Crops”, International Journal of Innovative Research in
Computer and Communication Engineering 3(2) (2015) 854-858.

[2]

Lutful Karim, Alagan Anpalagan, “Sensor-based M2M Agriculture Monitoring Systems
for Developing Countries: State and Challenges”, Global Journal of Computer Science
and Technology Network, Web & Security (2013), Vol. 13, Issue 7.

-281-

World Scientific News 41 (2016) 1-304

[3]

By Anjum Awasthi & S.R.N Reddy, “Monitoring for Precision Agriculture using
Wireless SensorNetwork-A Review”, Global Journal of Computer Science and
Technology Network, Web & Security (2013), Vol. 13, Issue 7.

[4]

H. Navarro-Hellín , , R. Torres-Sánchez, F. Soto-Valles, C. Albaladejo-Pérez, J.A.
López-Riquelme, R. Domingo-Miguel, “A wireless sensors architecture for efficient
irrigation water management ”, Agricultural Water Management, Volume 151, 31
March 2015, Pages 64-74.

[5]

K. Sriharsha, T.V. Janardhana Rao, A.Pravin, K. Rajasekhar, Monitoring The Paddy
Crop Field Using Zigbee Network, International Journal of Computer and Electronics
Research Volume 1, Issue 4, December 2012.

[6]

Manijeh Keshtgari, Amene Deljoo, A Wireless Sensor Network Solution for Precision
Agriculture Based on ZigBee Technology, Scientific Research Journal on Wireless
Sensor Network, 2012, 4, 25-30.

[7]

Maria Rossana C. de Leona, Eugene Rex L. Jalaob A Prediction Model Framework for
Crop Yield Prediction, Asia Pacific Industrial Engineering and Management System,
2013.

-282-

World Scientific News 41 (2016) 1-304

WSN 41 (2016) 283-290

EISSN 2392-2192

A Review on Data Mining Algorithms for
Internet of Things
M. Bhuvaneswari1, K. Merlin Jeba1, V. Srividhya2
1

M.Phil Research Scholar, Avinashilingam University, Coimbatore, India
2

Assistant Professor, Avinashilingam University, Coimbatore, India

1-3

E-mail address: bhuvana.msc.mphil@gmail.com , merlin.mphil@gmail.com ,
vidhyavasu@gmail.com

ABSTRACT
The fields of computer science and electronics have merged to result into one of the most
notable technological advances in the form of realization of the Internet of Things (IoT). Internet of
Things (IoT) is an innovative idea which will transform the real world objects into intelligent virtual
objects in the near future. Nowadays internets of things are generating an enormous data, that data are
applied in data mining to extract the knowledge. . To many, the massive data generated or captured by
IoT are considered having highly useful and valuable information. Some data mining algorithms are
used to analyze the potential data in internet of things.This paper begins with a discussion of the IoT
and then, it describes about three data mining algorithms such as clustering, classification, and
association rules. At last the application areas of Internet of things are discussed in this paper.
Keywords: Internet of things; IoT, Clustering; Association Rule; Classification; IoT

applications
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1. INTRODUCTION
The Internet of Things will produce large volumes of data. IoT and its relevant
technologies are integrating classical networks with networked instruments and devices. It has
been playing an essential role ever since it appeared which covers from traditional tools to
general household objects [1] and has been attracting the attention of researchers from
academia, medical, industry, and government in recent years. There is a great vision that all
things can be easily controlled and observed, and it can communicate with each other through
internet, and can even make decisions among themselves [2]. In order to make IoT smarter,
many of analysis technologies are introduced into IoT; one of the main technology is data
mining.
Data mining involves discovering novel, andpotentially useful patterns from large data
sets and applying algorithms to the extraction of hidden information. The aim of any data
mining process is to build an efficient predictive or descriptive model of a large amount of
data. Based on a broad view of data mining algorithms, data mining is the process of
discovering potential knowledge from large amounts of data stored in either databases, data
warehouses,or other information repositories.

2. DATA MINING ALGORITHMS
The classification, clustering, association analysis are the main data mining
functionalities.
(i)

Classification is the process of finding a set of models or functions that describe and
distinguish data classes or concepts, for the purpose of predicting the class of objects
whose target label is unknown.

(ii) Clustering analyzes data objects without consulting a known target model.
(iii) Association analysis is the discovery of association rules displaying attribute-value
conditions that commonly occur together in a given set of data.
2. 1. Classification
Nowadays a major part of decision-making with the help classification algorithm is
possible. Given an object, assigning it to one of predefined target categories or is called
classification. The goal of classification is to accurately predictthe target class for each case in
the data [3]. For example, a classification model could be used to select loan applicants as
low, medium, or high credit risks [4]. There are a lot of methods to classify the data includes.
The research structure of classification is shown in Figure 1.
(i) Decision tree is a flowchart type structure that has nodes and edges. The nodes are either
root or internal nodes. The root is a special node and internal nodes represent conditions that
are used to test the attribute values. The terminal nodes represent the classes.
(ii) Classification and Regression Trees (CART) is a nonparametric decision tree algorithm.
It produces either classification or regression trees, based on whether the response variable is
categorical or continuous. CHAID (chi-squared automatic interaction detector) and the
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improvement researcher [5] focus on dividing a data set into exclusive and exhaustive
segments that differ with respect to the response variable.
(iii) The KNN (K-Nearest Neighbor) algorithm is introduced by the Nearest Neighbor
algorithm which is designed to find the nearest point of the observed object. The main idea of
the KNN algorithm is to find the K-nearest points [6].

Figure 1. The research structure of classification

(iv) Bayesian networks are directed acyclic graphs whoseeach nodes represent random
variables in the Bayesian sense. Edges represent conditional dependencies; nodes which are
not connected represent variables which are conditionally independent of each other. Based
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on Bayesian networks, these classifiers have much strength, like model interpretability and
accommodation to complex data and classification problem settings [7].
(v) Support Vector Machines algorithm is supervised learning model with associated
learning algorithms that analyze data and recognize patterns, which is based on statistical
learning theory. SVM produces a binary classifier, the so-called optimal separating hyper
planes, through an extremely nonlinear mapping of the input vectors into the highdimensional feature space. SVM is widely used in text classification [8], marketing, pattern
recognition, and medical diagnosis [9].
2. 2. Clustering
Clustering algorithms divide data into meaningful groups represented in Figure 2. The
patterns in the same group are similar in some sense and patterns in different group are
dissimilar in the same sense. Searching for clusters involves unsupervised learning [10]. In
information retrieval, for example, the search engine clusters billions of web pages into
different groups, such as news, reviews, videos, and audios. One straightforward example of
clustering problem is to divide points into different groups [11]. The research structure of
clustering is revealed in the following Figure 2

Figure 2. The research structure of clustering
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(i) Hierarchical clustering method combines data objects into subgroups; those subgroups
merge into larger and high level groups and so forth and form ahierarchy tree. Hierarchical
clustering methods have two classifications, agglomerative (bottom-up) and divisive (topdown) approaches.
(ii) Partitioning algorithms discover clusters either byiteratively relocating points between
subsets or by identifying areas heavily populated with data. Density-based partitioning
methods attempt to discover low-dimensional data, which is dense connected, known as
spatial data.
(iii) Co-occurrence in order to handle categorical data, researchers, change data clustering to
pre clustering of items or categorical attribute values.
(iv) Scalable clustering research faces scalability problemsfor computing time and memory
requirements.
(v) High dimensionality data clustering methods are designed to handle data with hundreds
of attributes.
2. 3. Association Analysis

Figure 3. The research structure of association analysis
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Association rule mining [12] focuses on the market basket analysis or transaction data
analysis, and it targets discovery of rules showing attribute value associations that occur
frequently and also help in the generation of more general and qualitative knowledge which in
turn helps in decision making [13]. The research structure of association analysis is exposed
in Figure 3.
(i) For the first catalog of association analysis algorithms, the data will be processed
sequentially. The apriori based algorithms have been used to discover intra transaction
associations and then discover associations; there are lots of extension algorithms.
(ii) In some area, the data would be a flow of events and therefore the problem would be to
discover event patterns that occur frequently together. It divides into 2 parts: event-based
algorithms and event-oriented algorithms

3. APPLICATION AREAS FOR THE INTERNET OF THINGS
From building and home automation to wearables, the IoT touches every facet of our
lives. In this identified six key areas for the IoT with potential for exponential growth. The
main application areas for the IoT are revealed in Figure 4.

Figure 4. Application areas for IoT
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(i) Building and Home automation
Home automation is an appealing context for the Internet of Things (IoT). This is where a
home’s electrical devices are connected to a central system that automates those devices based
on user input. For example, push a button and the shades go up, or give a voice command and
lights turn on. IoT is the magic dust that turns the automated home into the smart home.
(ii) Smart cities
Smart City is the product of accelerated development of the new generation information. The
main features of a smart city include a high degree of information technology integration and
a comprehensive application of information resources. The essential components of urban
development for a smart city should include smart technology, smart industry, smart services,
smart management and smart life.
(iii) Smart manufacturing
Manufacturing worldwide is on the cusp of a revolution. Technologies based on the IoT have
the potential to radically improve visibility in manufacturing to the point where each unit of
production can be “seen” at each step in the production process. Batch-level visibility is being
replaced by unit-level visibility. This is the dawn of smart manufacturing.
(iv) Wearables
IoT is interconnecting uniquely identifiable devices through Internet. It is the next evolution
where devices can interact with other devices. In IoT paradigm, devices can represent itself
digitally, no longer the device will just relate but will be connected to surrounding devices
and database data.With the broadest portfolio in the industry provides highly efficient ultralow power solutions for the wearable’s market.
(v) Health care
The Internet of Things could be a game changer for the healthcare industry. It is transforming
healthcare industry by increasing efficiency, lowering costs and put the focus back on better
patient care.
4. CONCLUSION
The Internet of Things concept arises from the need to manage, automate, and explore
all devices, instruments, and sensors in the world. In order to make wise decisions both for
people and for the things in IoT, data mining technologies are integrated with IoT
technologies for decision making support and system optimization. Data mining involves
discovering novel, interesting, and potentially useful patterns from data and applying
algorithms to the extraction of hidden information. In this paper, reviewed the three data
mining algorithms are classification, clustering and association. The application areas for the
IoT are also discussed. The major application area are Building and Home automation, Smart
cities, Smart manufacturing, Wearable’s, Health care.
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ABSTRACT
Technologies encumbering Wireless Sensor Network with its effulgence and ubiquity in
Sensing plays a dominant role in Health care industry and Health monitoring System. Impeccable
blending of Actuators and networking them for a viable communication across varied platforms paves
gateway for triumphant IoT solution. IoT plays a predominant role in revitalizing the healthcare sector
with appendages of several smart devices deliberated to facilitate medicos, surgeons and subjects to
monitor each and every aspect of their health. Customary health checkups allow patients to distinguish
health issues sooner and get treatment accordingly. IoT offers a cost effective solution adjunct with a
timely intervention.
Keywords: Internet of Things (IoT); Traumatic Brain Injury (TBI); Hypoxia, Anoxia; Wearable
devices; Pbto2

1. INTRODUCTION
The Internet of Things (IoT) is one of the most sophisticated technologies that has the
potential in effecting the health, safety, efficiency of replacing billions of people thereby
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having a major economic impact. It is a conglomeration of physical objects which are
embedded with sensors, actuators, computing and data communication devices. The final
assortment is coupled to networks for data transportation. Heterogeneous resources can be
cumulated and abstracted according to tailored requirements, thus enabling Things as a
Service prototype, or “Cloud of Things”

2. TRAUMATIC BRAIN INJURY (TBI)
Traumatic Brain Injury is defined as brain and head injury which leads to one of
traumatic consequences like concussion, contusion, Coup-Contrecoup, Penetration and
Acquired Brain Injury (ABI) [1]. Traumatic Brain Injury (TBI) is a silent pandemic of recent
times, as unidentified head injury patients are usually neglected until the outcomes are
somber. It is very difficult to owe an adequate standardization, capture on data of incidence
rate caused by TBI and swerving quantification of the burden caused by TBI. TBI leads to
serious conditions like Anoxia and Hypoxia. Anoxic Brain Injury is an outcome when the
brain does not receive any oxygen and Hypoxic Brain Injury is a consequence when the brain
receives some, but not enough oxygen. Such irksome effects even sometimes lead to fatal
bereavement i.e. death. Rehabilitating patients after post hospitalization under such a grave
condition is fraught with challenges. Concocting devices to ascertain surveillance is the need
of hour for these recuperating patients. A rehabilitation support of social workers or
caretakers can be reinstated by the state-of-art devices.

3. METHODOLOGY
Cerebral Oxygenation evaluates the balance between oxygen delivery and consumption.
Oxygen guided Management could lead to improve neurological outcome

4. PBTO2 MONITORING
Pbto2 monitoring technology has been used in varied number of functionalities like
brain tumor surgery. It has also been used for continued postoperative monitoring. This
representation is noteworthy because it demonstrates technology that can be safely used in
subjects undergoing physical exercises. It also demonstrates the cortical hyper oxygenation in
a human breathing natural air without oxygen supplemental [2]. Pbto2 is a sensor consisting of
2 electrodes is placed in the brain. A polarographic electrode which continuously measures
real time Pbto2 in blood tissue

5. BRAIN TISSUE OXYGENATION
Tissue Oxygenation and Hemoglobin concentration are sensitive indicators of tissue
status. Tissue oxygenation is determined by incessant and mellifluous flow of oxygen, which
in turn is reflected by product of blood flow and oxygen content and consumption. The golden
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standard for continuous oxygen monitoring is by inflicting an intraparenchymal probe and
enforcing a direct measurement of local PbtO2. As the measure of oxygen is highly dependent
on the locality of probe, a closed polarographic clark type electrode is imposed over a tissue
area of around 15mm3 in order to streamline the brain blood flow and metabolism
heterogeneity. Oxygen disseminates into the permeable membrane adjoining the probe and
enters into an electrolyte solution thereby creating an electrical and projects percentage of
oxygen’s existence in blood such that which the probe is able to measure an area of 18mm2. A
viable solution to augment monitoring is by acquiring strengthened signals to interpret the
readings is by placing the probes in white matter or it can be a choice of the neurosurgeon.
Normal range is and PbtO2 <15 mmHg is considered. When Brain Hypoxia (PbtO2 <10-15
mmHg) is associated with worse conditions and increases the likelihood of death after severe
TBI. According to the history the normal range for a rivulet blood flow is 25-50 mmHg.
When the observation of PbtO2 <15 mmHg it indicates critical threshold for Hypoxia. With
further decrease in values it is possible to realize detrimental effects ensuing Brain Hypoxia
and Anoxia. The microcontroller designed to be used for this work is a wearable device which
has a LCD to view and monitor the values of PbtO2. The microcontroller is programmed in
such a way that when the threshold value or critical value is reached, it alerts the subject.

6. MICROCONTROLLER
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As microcontroller plays an imperative role in designing an application, some of the
factors considered in choosing a pertinent microcontroller are:






Calculation of data available from PbtO2
Supporting LED to view the values in the wearable unit
Transmitter used to convert analog to Digital values
Harmonizing with a Bluetooth’s Receiver
Miniscule Size of microcontroller with utmost number of pins.

Arduino pro microcontroller outfits to all the aforementioned criterion .The next
paramount matter of contemplation is to probe into different communication standards.
Bluetooth standard attires the mode of communication which builds a wireless bridge between
the microcontroller and phone application. Microcontroller program was developed in
Arduino IDE an open source Arduino environment. Illustration of how a platform for IoT can
be fabricated is given below

7. BLUETOOTH COMMUNICATION
The cerebral data which is of vital importance and processed by microcontroller is to be
transferred to user’s android device [3]. As the distance between the microcontroller and
device is stable and short employing Bluetooth as a wireless technology standard for
exchanging data. This communication uses short wavelength UHF radio waves in the
unlicensed industrial scientific and medical ISM band from 2.4 to 2.485 GHz from fixed and
mobile devices.
After establishing a connection between Microcontroller and Bluetooth data is being
sent via Bluetooth. Communication path is established and the calculated values exit from
Microcontroller’s Transmitter pin TxD and reach the Bluetooth’s Receiver pin RxD. Thus
transfer takes place in the android device. The real intricacy lies in Bluetooth communication
and following are the essentialities in deriving one:





Setting up Bluetooth connection
Tracing out devices and checking out if they are either paired or available in local
area.
Connecting to the available device
Transferring data to the device

To implement the tasks, we need to call several classes and interfaces such as Bluetooth
Adapter, Bluetooth Socket, Bluetooth server socket and Bluetooth profile Next.

8. ANDROID APPLICATION
These days’ mobile phones are very much dependable, reliable, very easy to handle and
can be equipped with software features and in order to make the best use of the features a
phone app was designed that incorporates Google android OS. The predominant feature of
using Android OS is the liberty it offers in invoking Bluetooth APIs. An android phone
application connects with the Bluetooth and is used for real time record of oxygen saturation.
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Another function that was included in the application is that we can send the result to
another phone. The hardware and software were integrated is an intertwining of Pbto2 sensor,
wearable micro-controller and fully fine wearable devices.
To develop the app an integrated Device Enterprise Eclipse IDE is used which contains
a base workspace and extensible plug – in system which helps in tailoring to the needs of the
user. The language used is Java. After combining the phone app with the system, the project
is more usable. The function of our phone app is to record real time O2 saturation data by
clicking the connect button on user interface and by tapping the send button the result can be
sent directly to android phone by using text messages [4].

9. CONCLUSION
TBI in India is a significant social and financial burden which requires prioritized
attention and urgent therapeutic intervention. The mortality rate ought to be reduced with
better structured systems of trauma care. TBI is an issue that requires a gamut of acute care. A
post trauma consequence like Hypoxia and Anoxia can be put under surveillance with cost –
effective planning and tools. One such tool is to delve the usability of Heterogeneous devices
to acclimatize a system to provide universal emergency care at a right time. Costeffectiveness should be the concern while designing the tool. The currently designed tool
brewing Heterogeneous devices facilitating android application support is an appropriate one
and offers a gamut of the functionality support and care for a post Traumatic Brain Injury
patients.
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ABSTRACT
Surfing of marvelous technologies keeps changing rapidly in a way people interact with each
other in this modernized digital world. This is due to the innovation of new technologies getting
widened due to the dependency over the net. The need for the development of smart world raised due
to the invention of new products getting developed in today’s market which are unimaginable a decade
ago. These factors which has led into the advent of Internet (Web) of Things (IoT). IoT produces a
scenario of combining things to be connected with Anyone, Anytime, Anyplace following any route
doing any service. This paper discusses on the objectives of IoT its technologies and how the
implications of IoT getting interlinked inthe domain of education to identify requirements for the next
generation of IoT experimental techniques.
Keywords: Internet of Things; Smart Lab, Future Education, Sensors, Devices

1. INTRODUCTION
The Buzz word IoT has started growing in the middle of the world with various forms
including wrist watches and bands, coolers, pens, wearable jackets, shoes etc. These devices
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are not limited to Internet-connected devices that include mobile phone, tablet, or handheld
things connected together in a way to interact with others. All these objects get linked to each
other through various objects. These objects include RFID, sensors, actuators, Nano of things,
mobile phones, Zig-bee, Rasberry Pi etc. Hence there is a potential need for the invention of
most convenient and smart devices. The adoption of different technologies in IoT for our day
to day activities has become important as it makes all the personal and house hold work to get
done in a most comfortable mode. The process of development of never-ending innovation
has led to the complexity in standardization of the deliverable products, addressing and
scalability problem. The four significant paradigms in IoT are People, Process, Data and
Things. When people, data and things connect with each other, process plays an ever so
integral part to the system. Process enhances connection by increasing the relevance of
learning and optimizing its resourcefulness to what you need. Hence extended invention of
research is needed in this scenario. Creativity is thinking up new things. Innovation is doing
new things”. Therefore the need of the era is to focus on invention of new smart devices. It is
expected by 2020 this technology will transform the education system globally. Students will
acquire knowledge in new ways and classrooms and teachers will be better equipped for
education of students make the learning mode virtual. Classes no longer depend on
blackboards and chalk to get the message across, and our learning centers are becoming more
digital by the day. The future generation brings these aspects as a highlight into industry and
society.

2. OBJECTIVES OF IOT
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Figure 1. Objectives of IoT

The main goal of IoT is to extend the interconnection between informative devices such
as tablets, mobile phones with smart objects to be available at anytime, anywhere and with
anyone which is depicted in Figure 1. Some of the major objectives are stated below.
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IoT is to have extensive interconnection to meet the needs of the increase in the
amount of the connected devices from several billions [1] to over hundreds of
billions which includes a massive amount of equipments, sensors, actuators,
vehicles, and devices
Secondly the aim is to go far more intensive information analysis due to the raise
in networking devices powered by the electronic power [2] directly or by batteries
The final goal is to provide intelligent service towards the extension of the devices
that are connected in a wired or wireless mode communicating in different modes.

2. APPLICATIONS
The implication of IoT and its technologies has led to the innovation of new intelligent
devices used for different applications. These devices are designed and developed holding the
capacity of conversing with human. The end of 21st century (2020) will be a connected digital
world with 8 billion connected devices 100 billion device with connections, making
possibilities of anything being connected starting from cell phones, [1] coffee makers,
washing machines, headphones, lamps, wearable devices in all modes. Man and Machine,
Machine and Machine, Machine and Man and Man and Man. The scalability is to bring in
Smart Cities where traffic signals are programmed to signal and guide in a right direction.
Table 1. IoT Devices and Domains

Intelligent Devices

Domain

Wearable, SmartPhones, Clothes

IoT & Private Needs

Education, Vehicles, Smart Houses

IoT in Groups

Smart Cities, Roads, Parks

IoT in Communication

Smart Industries, Crop Fields

IoT in Industry Sectors

The revolution of IoT has made the machines to think and act smartly. One simple
design with smart devices which is the expectation in the near future of this digital world [2]
and the way it reflects on the life style of a person is stated through the functioning of a Smart
Clock device. Smart Clock is coded in such a way that after it wakes up the person, it will
automatically send an instruction to Smart Tooth Brush to apply the paste and keep it ready
and thereby parallely commanding the Smart Coffee Maker to make the morning coffee [4]
ready at an ideal temperature as required by the user. Hence, the need for the design and
development of intelligent objects are endless. Few of the day to day activities from ordering
food, provision shopping and payment of bills is likely to happen with just snapping of a
button. Towards industrial development IoT [3] has focused on the extensibility of connected
sensors for everything from tracking parts to and making orders. The various applications,
intelligent devices in various domain are depicted as shown in Figure 2.
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Figure 2. Applications of IoT

3. ROLE OF IOT IN EDUCATION
The growth of technology and the implication of IoT in education are huge and is
expected widely that volume of data will transform the educational process perpetually.
Students will be able to monitor their environment and collect real-time data like never
before, and this will enhance their learning experiences. Students will become aware of every
valuable information and all these Smart Devices will certainly make them appealing to come
out with new ideas. Intelligent Sensors permit boundless connections through multitude
devices that will allow content to be created anytime and anywhere with anybody. IoT has
emphasized at another level of collaboration enabling the students [5] to access resources
easily which was possible only within the campus. This platform connects the students with
the availability of the teachers brings in a new wave of transformation among students and
educators. As students walk into the classroom, attendance could be logged automatically
using a or through a wearable “smartband or RFID. IoT is expected to transform how we live,
work and play by bringing remote automation to every facet of our lives, while also deliver
advanced industrial applications. student ID, for example, may be linked to a student’s health
record or family financial information. IoT in education makes students to meet with new
challenging technologies [6] and as a end process to raise up with new and smart devices.
Hence the Internet will connect students to a world of experts who will be able to answer
queries in real time and bring the full digital learning experience to life. The design and
development of IoT in Future Education is shown in Figure 3.
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Figure 3. Future IoT Lab

The following table Table 2 refers to NMC Horizon Reports stating the upcoming
technologies in the domain of teaching and learning.
Table 2. Upcoming Technologies in Education [NMC Horizon Reports]

Years of
Inventions

Upcoming Technologies in Education
Bring Your Own Device (BYOD)

Makerspaces

Flipped Classroom

Wearable Technology

Adaptive Learning
Internet of Things

2014

Adaptive Learning
Internet of Things

3D printing
Gratification

Quantified self
Virtual assistants

2013

Massively open online courses
(MOOCs)
Tablet computing

Games and
gamification
Learning analytics

3D printing
Wearable technology

Mobile apps
Tablet computing

Game-based learning
Learning analytics

Gesture-based
computing
Internet of Things

2015

2012
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2011

Electronic book & Digital Content
Mobiles

Augmented reality
Game-based learning

Gesture
based computing
Learning analytics

2010

Mobile computing
Open content

Electronic books
Simple augmented
reality

Gesture
based computing
Visual data analysis

2009

Mobiles
Cloud computing

Geo-everything
Personal web

Semantic-aware
applications
Smart objects

4. CONCLUSION
Various technologies and issues with respect to green IoT, plays a significant role in
achieving a sustainable world. The best way to predict the near future is to invent it.
Laboratory based on IoT intelligent management system designed interconnection provides a
user-oriented intelligent application and advanced laboratories to the best service level
through "smart" lab for biometric user services, video surveillance, electric power,
environmental protection, equipment operation , maintenance management system and
intelligence.
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ABSTRACT
The Internet of Things (IoT) has created an impactful difference that is in its own right is a
paradigm shift in human civilization. This talk encompasses the architectural perspective of the IoT,
IoTtrends and depth, the IoT Ecosystem and the subsequent sections will focus on the mobility
management for IoT. The essence of mobility and its respective details shall be deliberated. The
transcending strategies to elevate the performance of mobility management is given absolute focus.
The presentation is then focused upon network based mobility management solutions. The
deliberations will be on the enhancement on the Proxy Mobile IPv6 (PMIPv6). The PMIPv6 has been
standardized to overcome the long handoff latency, packet loss and signaling overhead of MIPv6 and
to exempt the mobile node from any involvement in the handoff process. Although PMIPv6 solves the
MIPv6 problems, it still has a long handoff time due to the frequent binding updates which requires
authentications and registration operations which leads to a high packet loss ratio and long end-to-end
communication time. In addition, all the data and control packets should pass through a Local
Mobility Anchor (LMA) which leads to a non-optimal path for messages exchanging and introduces
the bottleneck problem as well. Moreover, the PMIPv6 architecture introduces a single point of failure
at the LMA since it is involved in all the communication functions. Another problem is that the load is
not distributed evenly among the Mobility Access Gateways (MAGs) and this causes some MAGs
become overloaded. In this paper, we present a new architecture for the PMIPv6 named Clustered
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PMIPv6 (CPMIPv6) to overcome the above problems. In our new architecture, the MAGs are grouped
into clusters with a one Top level MAG (TMAG) for each cluster. The roles of TMAG are to reduce
the load on the LMA by carrying out the intra-cluster handoff signaling, providing an optimized path
for the data communications, distributing the load evenly among the MAGs inside the clusters, and
reducing the packet loss by providing buffers for each node inside the clusters. In addition, the
authentication process is integrated within the TMAG to reduce the signaling cost during both the
registration and the handoff processes. The proposed architecture evaluation is discussed and the
improved results that show the CPMIPv6 outperforms the PMIPv6 in terms of the LMA load, local
handoff delay, transmission cost, and the packet loss ratio. The presentation is then concluded with an
IoT case study in sports.
Keywords: PMIPv6; Mobility Management; Handoff; Clustering; Route Optimization
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